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Abstract— Metaverse, our virtual reality, is traversed via an
Avatar linked to a user profile through Personal Identifiable
Information (PII). To secure this PII from causing attacker
infiltration, only authorised users should access these avatars
permitted by the authentication systems. The authentication
systems are researched to be resilient against attackers’
manipulations. These systems rely on dynamic and real-time
sensor data rather than static information from the user for
authentication. Dynamic sensor data captured through Head
Mounted Displays (HMDs) is highly classifiable with Machine
learning (ML) and Deep Learning (DL) algorithms. Over time,
the model training requires an upgrade through evolution in
data processing and learning. Self-learning —Adaptive learning
can lead this system to transform with its learn-evolve-adapt
learning strategy. Therefore, our study attempts to explore
authentication systems developed for HMDs, capturing real-
time dynamic sensor data. With its results, we concluded that
these systems are highly sensitive while processing the sensor
data. We list out the risk factors of utilising adaptive learning
for an authentication system based on neurometric data
combined with biometric data. This study will be the state of the
art for the self-learning algorithms for biometric and
neurometric data-based authentication systems.
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L INTRODUCTION

The Metaverse, our virtual reality (VR), where the
existence of its users is linked to their Personal Identifiable
Information(PII). Users traversing the metaverse with this
constantly linked and authorizing PII in the virtual world
require authorized access [1]. As this information exposure
can lead to financial loss and distrust in the virtual world,
reality. As a consequence, this research is directed towards the
development of resilient authentication systems for accessing
the metaverse.

The authentication of the users of the metaverse
environment is performed based on the static and dynamic
inputs provided by legitimate registered users. The static
inputs for authentication are the passwords, PINS, OTPs and
so on. Whereas the dynamic inputs are data captured
automatically by sensors if permitted by the user. This data
conventionally is biometrics, location and so on. These
dynamic data-based authentication systems are evolving by
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including the neurometric data from the
Electroencephalography (EEG) sensor installed on the HMDs
for accessing the VR. The EEG sensor data patterns are
frequency ranges during different events. Thus, they are
complex to be classified for users whose EEG frequency
patterns certainly fit within the ranges for distinct events. As
a consequence, these EEG data-based authentication systems
are not stable due to complex data collection and
preprocessing. Though in contrast, it also supports novel
direction for authentication systems that allows comfortable,
continuous authentication, accelerated and safer, leading to
better decision-making AI models-based authentication
systems.

To stabilize these systems, EEG-based neurometrics data
is generally combined with the user’s biometric behavioral
data. These two categories of data are collected at the same
time intervals. And it is preprocessed and correlated
collectively or separately, depending on their datatypes, to be
classified further with Al-based ML and DL Algorithms.
Previous studies explored these authentication systems.
Hence, the AI models readily boosted the authentication
systems for neurometrics combined with biometric user data.
These systems fall under the category of Non-invasive Brain
Computer Interface (BCI) Authentication Systems for VR.
These are recent sensor data optimization-based
authentication systems. Therefore, our study attempted to
advance these system models for self-learning. We explored
the most competent self-learning—Adaptive Learning
algorithms for neurometric data combined with a biometrics-
based authentication system. The main goal of this study is to
examine the compatibility of adaptive learning strategies for
neurometric data combined with a biometrics-based
authentication system. The remainder of this paper conveys its
related work in Section II. Section III implements the
proposed framework through experimentation. Section IV
evaluates the learnings from this implementation. Section V
outlines the drawbacks of this system and future works

II. RELATED WORK

Primarily for a deep understanding of this research it is
mandatory to understand the VR-based authentication system
workflow and the input data that is processed by these
systems.

Previously, authentication systems for VR environments
utilized static user input data such as passwords, PINS, OTPs,
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and so on. This system allowed fixed input and required 100%
match to authorize the user into VR environments. Fig. 1(A),
depicts static information input registration and authentication
with equal values. These systems were easy to infiltrate by
attackers. As the PII-linked user avatars interacted with other
user avatars in the VR environment, they captured their
behavioral data. To overcome this, dynamic data-based
authentication systems were implemented for accessing VR
environments. Dynamic input data is generally the raw data
captured from a user’s attempt to access the VR environment.
The input data is biometric data, location data, and currently
researched neurometric data. Fig. 1(B), conveys the dynamic
data variations collected over time for authenticating the user,
which suggests the system does not authorize a user with a
100% match of data. Rather, it derives the similarity between
registered user data and data collected for authentication. The
user is authorized if the similarity rate of these patterns
exceeds the set threshold for the system.
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Fig. 1. Static/ dynamic input data variation over time for authentication
systems.

Previous systems performing dynamic data-based
authentication for VRs were simply biometric behavior-based
based combining with other factors such as location, events,
and so on. These authentication systems with the behavioral
biometric modalities system also require security. A study that
consumes various behavioral biometrics modalities over time
for verifying user identities continuously framework is
secured with the QUIC and JWT protocols [2]. Whereas, the
Hand Held Controllers (HHCs) acceleration and angular
velocity signals over time are also combined with other
behavioral biometrics for user recognition [3]. Such studies
intend to overcome the limitations, such as noise for biometric
data [4]. Therefore, we attempted to reinforce the dynamic
input data for our authentication system, especially by
combining the neurometric data with the biometric data of a
user. Formerly, a statistical model proved an EEG-based
classification accuracy of approximately 95% by [5].
Subsequently, in the [6] study, a deep reinforcement learning
based model provided insights into the level of classifiable
parts for an EEG signal. While the ear-EEG dataset singularly
handled different purposes, including biometric authentication
in [7]. Significantly, a focused study on 14-channel EEG and
biometrics data trained with the K-nearest neighbor and
LSTM model, achieving 92.65% as the highest classification
accuracy [8]. These studies stated that performance and
security of the authentication model are secondary concerns
for this research direction. To enhance the authentication
systems based on EEG combined with biometric data of users,
we experimented it with the adaptive learning approach. In the
later section, we clarify this approach and its limitations.
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III.  NON-INVASIVE BCI-POWERED ADAPTIVE
AUTHENTICATION SYSTEM FRAMEWORK

Non-invasive BCl-powered adaptive authentication
systems are midway through their practical implementation
into HMDs for accessing VR. Previously, all the known
machine learning, deep learning, reinforcement, and federated
learning algorithms were trained to develop high-accuracy
classifying model-based systems. Adaptive learning based
models for these systems allow dynamic shifts in outputs
depending on the input and its environmental factor
fluctuating behavior. This is beneficial as it seems but
implementing this practically unfolded various factors that
lead to misclassification by degrading the performance and
accuracy. Data deterioration is a multidimensional
phenomenon that does not occur only due to noise but also
includes other factors. This affects the performance and
accuracy of model-based systems, especially in the case of
sensitive neurometrics combined with biometrics data trained
with adaptive learning algorithms. Adaptive learning works
with the principle of learn-adapt-evolve. Before designing this
adaptive learning based authentication system, integrating this
principle into its workflow should necessarily pre-planned.
We integrated this principle during the learning phase of this
model. Therefore, this system learn-adapt-evolve during the
iterative learning phase. This induces and ensures steady
manipulation into the model through data. We utilized the
PhysioNet EEG Motor Movement/Imagery Dataset available
online that recorded 64-channel EEG in sync with EOG and
EMG data for 109 users with a 106Hz sampling rate [9].
Unlike computer vision with labeled ImageNet, EEG lacks
massive, high-quality labeled datasets. As Fig. 2 represents,
we segmented this sample per user into 20-second which
suited for minimal time for pattern detection and comparison.
Before segmentation for effective preprocessing of data, we
plotted channel locations, re-referenced, resampled, applied
High-pass filtering, identified bad channels, and rejected
components. These 20-second segments for all users were
shuffled and trained with the Q-Learning algorithm based on
an adaptive learning strategy with 5 iterations. Due to the fact
that Q-learning generates the most effective sequential
decisions under uncertainty, it was preferred over meta-
learning, online learning, federated adaptation, transfer
learning, and continuous learning. The first iteration was
trained without noise, defining two legitimate users and others
as impostors. Whereas the second and third iterations trained
the model with 10% and 30% tolerable noise. For feature
extraction, we selected the top 10 features that affected the
classification majorly. To test this model, we provided 10 new
segments, which had 2 legitimate user segments and the rest
as impostors.

IV. EVALUATION

We attempt to explore the authentication system based on
dynamic sensor data, more specifically, the neurometric data
combined with biometrics, with adaptive learning
classification strategies. This system data is highly sensitive
as it is frequencies where a minor transient anomaly, such as
noise, desynchronization, augmentations, and so on, results in
misclassification. Therefore, the model without an adaptive
learning mechanism performs better with an accuracy of 0.982
with 0 to 30% acceptable noise induced in an XGBoost model.
It accepts learning from the noisy data at each iteration by
continuously advancing weights. As a result, the model lost its



definite purpose of authentication. However, to develop a self-
learning, Q-learning-based model for data with minor
transient anomaly, temporal misalignments, and template
ageing sensitivity is a challenge for sustaining model
performance. The highest accuracy achieved by this model
initially is 0.9816, with a lowest of 0.580, with a degradation
of 40.86% over 5 iterations, as mentioned in Fig. 3.
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highest accuracy for base AI models and their fusions, they
failed in the case of adaptive learning algorithms that aim to
refine the models with each iteration. The observed model
performance degradation was 40.86% due to high data
sensitivity with a minor difference in initial model calibration.
For our future work, we plan to explore mitigation strategies
and the network reorganization effect on these multi-
modality-based authentication systems to improve stability.

Segmenting EEG+EOG+EMG data per user
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Fig. 2. NON-INVASIVE BCI-POWERED ADAPTIVE AUTHENTICATION SYSTEM EXPERIMENTAL TOPOLOGY

V. CONCLUSION

We conclude our study with a thorough analysis of the
authentication system authorizing users into VR by
classifying dynamic PII linked to the user profile. The
dynamic PII is the data recorded by sensors embedded on
HMDs accessing VR environments. We particularly focused
on the neurometric combined with biometric modalities.
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Fig. 3. Model Performance Degradation over Adaptive Iterations

Where these authentication systems performed with the
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