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Abstract—Cloud storage system is becoming the substantial
component of the cloud system due to emerging trend of user
data. Different from other computing resources, storage resource
is vulnerable to the cost issue since the data should be maintained
during the downtime. In this paper, we investigate the beneﬁt and
overhead when deduplication techniques are adopted to the cloud
storage system. From the result, we discuss several challenges
across the cloud storage. Furthermore, we suggest the cloud
storage architecture and the deduplication engine to optimize the
deduplication feature in the cloud storage system. We expect that
our suggestions reduce the cloud storage system cost efﬁciently
without performance degradation of data transfer.

I. I NTRODUCTION
Cloud computing is an important transition and a paradigm
shift in the Internet technology. In recent years, emerging
cloud services, including mobile ofﬁce, web-based storage
service, and content delivery service have become popular.
Examples include GoogleDocs [1], DrobBox [2], and Amazon
S3 [3]. It allows users to store data on the networked storage
of service provider. The pay-per-use model of the cloud
storage services brings signiﬁcant savings for users. It offers a
ﬂexibility and scalability in terms of capacity and performance.
Amazon EC2 and S3 [3] service is the most popular cloud
service in the world. As shown in Fig. 1, overall storage
resources of the cloud service provider can be divided into
two sections. They are the VM image repository and user
data repository; it provides users with storages in two ways.
At the initiation time of a user’s virtual machine (VM), the
local storage containing OS image and essential system ﬁles is
assigned to the VM as a booting partition. The storage can be
backed up into a VM image repository when the VM instance
is turned off or snapshotted. If the user requests an additional
data space to the cloud provider, the provider will rent the
space of user data repository owned by the provider.
From the service provider’s perspective, the ability to utilize
storage efﬁciency technologies such as deduplication is a
critical metrics to provide a qualiﬁed services in a cost efﬁcient
manner. It is because servicing storage space can be cost
burden. While CPU and memory is only needed during the
runtime, storage space should be maintained even though the
user’s VM status is turned off. For this reason, the data
deduplication technology which saves storage resource has
been highlighted by the cloud service provider. The deduplication in storage area is not the new concept. However, the

Fig. 1.

Overall Storage Architecture of the Cloud Computing Environment

usage so far are limited to backup systems such as the bank
system. Data deduplication is an effective way of enabling
high-performance and efﬁcient storage system especially when
used in cloud computing environment. It allows the nominally
separate system images (OS, system ﬁles) for each VM into
a single storage space. By reducing the amount of storage
needed, deduplication can save other resources such as the
energy consumption, physical volume, and cooling needs to
store the data.
As a step to adopt the deduplication in the cloud service, we
investigate how much beneﬁt can be obtained from the deduplication. Comparing the beneﬁt with the overhead needed
for the deduplication, we discuss the challenges of current
deduplication techniques to be applied in the cloud storage
system. We insists that the emerging hardware components
such as ﬂash-based solid state drives (SSD), general-purpose
computing on graphics processing units (GPGPU), and multicore CPU offer a new possibility to realize a high-end and costefﬁcient deduplication system. Consequently, we intensively
discuss the future direction of deduplication system architecture for better deduplication in the cloud service.
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II. P RELIMINARY E XPERIMENTS FOR D EDUPLICATION IN
C LOUD S TORAGE S YSTEM
A. Deduplication in Cloud Storage System
The real implementation of the cloud storage system would
be much more complex than the system shown in Fig. 1
since the system is enormous size and each disk is connected
through the network. We simpliﬁed the cloud storage system
since our focus is on the high-level data layout for the
deduplication [4]–[6]. Brieﬂy reminding, the deduplication
removes the identical data block write. If there is the identical
data block already in the storage, the deduplication ﬁlesystem
memorizes where the block address is instead of writing the
block in the vacant disk space. To ﬁnd the identical data block
in the entire storage, the deduplication technique maintains the
hash values of data blocks in the storage and manages them in
the index table. Whenever a write request arrives, hash value
of the data to be written is calculated and the hash value table
is scanned to ﬁnd the identical hash value of the data.
There are a lot of deduplication techniques depending on
the algorithms chunking the data blocks to the deduplication
chunks, average deduplication chunk size, and so on. In this
paper, we choose Fixed Block [7] and Rabin’s Fingerprint [8]
which are the most well known algorhtms as the representatives. Fixed Block algorithm literally uses a ﬁxed size block
as a unit of the deduplication while Rabin’s Fingerprint uses
variable block size. Varying the average chunk size and the
chunking algorithms, we measured the deduplication efﬁciency
and overhead in two regions (VM image repository, User data
repository) of the cloud storage system, separately. We used
that the ratio of the deduplicated storage size to the undeduplicated storage size to show the deduplication efﬁciency. Low
value of the ratio indicates more efﬁcient deduplication.
B. Expected Efﬁciency of Deduplication
We have done several preliminary experiments in this cloud
storage system to measure the various effects of deduplication.
Since the objective of each storage region is different, trends
of the experiments with same deduplication parameter also
show some differences depending on the storage region.
We measured deduplication efﬁciency within a ﬁlesystem
itself, ﬁrst. Filesystems with Linux OS images represents the
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Fig. 4. Deduplication Efﬁciency Varying the number of Filesystems in a
deduplication set

data in the VM image repository, and ﬁlesystems without any
OS image represents the data in the user data repository. For
each cloud storage part, 3 ﬁlesystems are examined in total and
the averaged results are shown in Fig. 2, 3. The measurement
is the deduplication efﬁciency we deﬁned previously. Above
all, the efﬁciency differs in between storage areas. In case of
the result of 4KB chunk size and Fixed Chunk Size algorithm,
the VM image repository shows 77% deduplication ratio and
the user data repository reports 89%.
Depending on chunk unit sizes and algorithms of deduplication, the efﬁciency also varies slightly. When chunk size gets
smaller or Rabin’s ﬁngerprint is used instead of ﬁxed chunk
size, it shows better deduplication efﬁciency. While this trend
appears in both experiments similarly, the amount of changes
is limited within 6% which is small.
We measured the deduplication efﬁciency varying the number of ﬁlesystems in a deduplication set. Multiple ﬁlesystems
in the set means that there are more chances for data blocks to
be deduplicated. Especially for the VM image repository, each
ﬁlesystem might have similar or same ﬁles and data blocks if
the type of OS is same. In our experiments, ﬁlesystems for
the VM image repository commonly contains Linux OS. As
shown in Fig. 4, the deduplication efﬁciency of the VM image
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TABLE I
C OMPRESSION OF U SER DATA S TORAGE
Original Data Size
Filesystem 1
Filesystem 2
Filesystem 3
Total

69,797,949
171,938,885
89,323,298
331,060,132

Compressed
Size
56,989,893
150,690,143
49,671,737
257,351,773

TABLE II
O PROFILE R ESULTS OF C LOCK C YCLE E VENTS
Data

Comp.
Rate
82%
88%
56%
78%

repository gets better following the number of ﬁlesystems
in a deduplication set. In contrast, ﬁlesystems in the user
data repository contain typical user data such as video ﬁles,
music ﬁles, documents and so on. Possibility of the duplicated
appearance of these ﬁles in multiple ﬁlesystems is relatively
low. Thus, there is not much improvement of the deduplication
efﬁciency for the user data repository as illustrated in Fig. 4.
Additionally, we compared the deduplication efﬁciency with
the compression which is another storage saving technique.
Results in Table. I illustrates the compression efﬁciency of the
ﬁlesystems represented the user data repository in the previous
experiments. In average, it shows better efﬁciency than that of
the deduplication since the compression uses much smaller
size of data to detect the similarity even though it does not
scan all the data. In the ﬁlesystem with very bad deduplication
efﬁciency, the compression can be another option for the cloud
storage.
C. Expected Overhead of Deduplication
To measure the overhead of the deduplication, we ﬁrst
count the number of hash index entries which build the
deduplication table. Since the deduplication process should
scan the entries to ﬁnd the matched block regardless of the
possibility of the matching, it can be one of the performance
metric of the deduplication. We measured all index counts per
experiment done previously. In common, the number of index
counts is proportional to the data size after the deduplication
which is appeared in the form of the deduplication efﬁciency
in Fig. 2, 3. If the deduplication efﬁciency is good, the
beneﬁt includes not only space saving, but also the reduced
deduplication overhead.
In addition, we measured how much computation power is
needed to process the deduplication. Since a hash operation
per data block write should be done for the deduplication,
the computation burden is higher than that of general ﬁlesystems. Using oproﬁle(reference), the number of clock cycles
consumed for the hash operation is proﬁled when ﬁles are
written into ZFS deduplication ﬁlesystem [9] by bonniee++
benchmark [10]. We can see that the hash function in the
crypto library needs about half of entire clock cycles consumed
for the data transfer in Table. I.
III. D ISCUSSION
The cloud providers want to save the space while the deduplication does improve or not harm the storage throughput.
To mitigate the desire of the cloud providers, cloud system
has several interesting challenges across various topics from

Symbol Name
libcrypto.so.0.9.8e
libc-2.5.so
libpthread-2.5.so
zfs-fuse
bonnie++
librt-2.5.so
libfuse.so.2.8.5
oproﬁled

Event Count
1,438,001
582,005
291532
269,732
110,031
23,421
17,490
15,082

Ratio
52%
21%
11%
10%
4%
1%
1%
1%

overall storage architecture to the hardware speciﬁcation of the
deduplication engine in the cloud. We discuss the challenges
in detail through this section.
From the preliminary experiments in Section 2, we have
learned 5 kinds of lessons elaborated in the below:
1) OS Storage brings more deduplication efﬁciency.
2) Aggressive deduplication brings few improvement in
general.
3) More Filesystems in a deduplication set brings more
deduplication efﬁciency.
4) Compression is another option to save the disk space.
5) Deduplication overhead consists of hash computation
and large amount of hash entry reads.
For each item of challenges, we suggest the blueprints
thoroughly based on these lessons.
First, the deduplication engine should be constructed not
to be bottleneck of the cloud storage system. For the deduplication, we need the deduplication engine which computes
the key hash value from a written data block and search the
identical hash entry from hash index table. Due to enormous
size of cloud storage system, the deduplication will bring
large amount of hash operations and hash index entries which
is the direct overhead described in Lesson 4. To resolve
the bottleneck, our suggested deduplication engine equips
the emerging hardware components such as ﬂash-based solid
state drives(SSD) and general purpose computing on graphics
processing units (GPGPU). GPGPU can compute the hash
operations in parallel so that the system can be freed from
the hash operation bottleneck. While disk reads due to the
excessive hash index entries makes a latency of the write
requests higher, SSD which has better latency than that of
a hard disk can mitigate the latency problem.
Second, cloud storage architecture should be organized in
more smart way. In the fundamental view, the deduplication
efﬁciency gets higher when the similar data resides in the same
storage. We veriﬁed this from Lesson 1. However, data amount
of the VM image repository is the minor part of entire cloud
storage space. To save the disk space signiﬁcantly, the user
data repository should be deduplicated efﬁciently. The best
solution to enhance the deduplication efﬁciency is increasing
the number of ﬁlesystems in a deduplication set as described
in Lesson 3 while it also brings more performance overhead.
Monitoring the deduplication efﬁciency and overhead, a cloud
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provider can decide the appropriate number of ﬁlesystems
which ﬁts into the cloud provider’s SLA and charging policy.
Further, we can save the disk space more using the compression related with Lesson 5. If a data block is not pointed by
multiple users and the block is not accessed recently, it is
wasting the disk space. In other word, it is better to compress
the block to save the space.
In the last moment, policies of the deduplication will decide
the cost and efﬁciency of the deduplication. The cloud provider
should choose when the deduplication will be done. Current
deduplication techniques are classiﬁed into inline deduplication [5] and post-processing deduplication [11]. While the
former is done in front of the storage before writing the
data into the disk space, the latter write the data once and
reproduce the deduplicated image for the written data. In the
viewpoint of the cloud providers, inline deduplication is more
appropriate for the cloud storage system. Since write requests
to the storage with inline deduplication should come by the
deduplication engine before to be written, inline deduplication
has more latency than post-processing deduplication. Instead,
inline processing can earn space efﬁciency and reduced network transmission to the cloud storage system. Moreover, if
the data block to be written ﬁnds its identical block in the
cloud storage system, it can avoid a disk write. When the
cloud provider uses SSD as a basic disk unit for the cloud
storage system, the beneﬁt from the deduplication hit of inline
deduplication will be doubled since the write performance of
SSD is much below the read performance and the number of
write operations is limited for endurance of SSD.
IV. R ELATED W ORK
A number of works have investigated the performance
and efﬁciency of the deduplication. Among them, the most
recent research work of Meyer et al. [12] investigated the
deduplication effects in practical. They proﬁled about 857
ﬁlesystems in use. While it provides the practical results of
many deduplication issues, its work is bounded to the investigation for the traditional deduplication system. We extended
the viewpoint of investigation for the cloud storage system,
and suggested the future cloud storage system based on the
results of the investigation on the cloud storage system.
V. C ONCLUSION
In an attempt to adopt the deduplication technologies into
the cloud storage system, we have thoroughly analyzed the
dataset from diverse VMs and multiple users’ data. Consequently, we have reported on our experience on deriving the
blueprint for deduplication system for cloud storage system.
Our experience suggests that a deduplication system for cloud
storage should have the following features:
1) The emerging hardware components such as ﬂash-based
solid state drives (SSD), general-purpose computing on
graphics processing units (GPGPU), and multi-core CPU
offer a new possibility to realize a high-end and costefﬁcient de-duplication system without performance bottleneck;

2) Cloud storage architecture should be organized regarding the data similarity for the deduplication efﬁciency;
3) Cognitively applying deduplication techniques (inline
deduplication and post-processing deduplication) brings
signiﬁcant improvement in terms of deduplication efﬁciency.
We hope that these lessons will help to light the way to realize
deduplication system for cloud computing environment. The
initial discussions in this paper are the ﬁrst step in our attempts
to realize the deduplication system for cloud storage system.
As the next step of this study, we plan to expand on some key
lessons learned from our experiences and continue to work
on going forward to realize a deduplication system for cloud
storage.
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