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Problems

Introduction

@ About thousands of personal information leak of Korea are
hacked every year-

@ There are revised personal information security acts as follows.
To permanently delete the documents.
To separately store the documents at server.
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To encrypt each documents.
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Problems

Introduction

Client Storage

@ Must be Encryption

/vo Must Manage all of file

containing personal information

/->0 Must be Permanently Deletion

Must be Stored
on Isolated Storage

(a)

A user have to what to do for complying with the personal information
protection law.

@ A user have to encrypt all of file containing personal information.
@ A user have to delete in an unrecoverable manner.
@ The file have to be stored on an isolated storage.



Main contribution

® We proposed an automated privacy protection system to
comply with the laws automatically.

@ The proposed privacy protection system enhanced with
‘Virtual Synchronized File(VSF)'.

@ The system is able to conserve client’s storage space by
replacing the original file to 1KB size VSF file

(regardless of size of original file).



Overall System Design

Client Storage
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(b)

@ VSF manages file containing the personal information.

@ A user can open the VSF like a normal data file.

@ VSF gives users a transparent user experience.

Encrypted Origin




Overall Operation Flow of Privacy Protection System

@ Operation flow for privacy detection and VSF creation
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1. Privacy detector detects file containing personal information.

2. Privacy Protection agent performs operation to comply with the laws.
DKey generation for file encryption @Compression (GEncryption

3. Agent upload the encrypted file to privacy protection server.

4. Agent creates VSF and deletes the data region of the original file.



Overall Operation Flow of Privacy Protection System

@ Operation flow of VSF execution

Privacy Protection Server

Daemon Login

)

Authentication
MSG.3 | H{ID||Password}

Session & Key Session
P MSG4 @ E., |Session||Key(AES)} Creation

uE VSF Execution
VSF Request a File Corresponding VSF & send Session
MSGS : E fFile Name||Session}
=. Session Check
F & Requested pm—
. ﬂ' ) . D File Search wl
P Provide Encrypted Privacy File

1. A user login Daemon.

Privacy protection server checks client’s session.

A user executes VSF.(Agent requires a encrypted file.)
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Server provides the file to client.



Overall Operation Flow of Privacy Protection System

@ Operation flow of VSF execution
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4. Received file is decrypted and is decompressed from agent.

5. A user is able to work on the document.

6. After document work is finished, Agent check whether the opened
file has been modified or not.

7. If the file is modified, Agent updates the file stored at server.
@Key generation for file encryption @Compression (REncryption



Conclusion

@ We proposed an automated privacy protection system to
comply with the laws automatically.

@ A proposed privacy protection system enhanced with ‘Virtual
Synchronized File(VSF)'.

@ VSF is efficiency because VSF equally has 1KB size regardless
of size of original files.
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