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The number of victims of ransomware is increasing despite attempts to defend them, as
variants of ransomware are continuously being developed. Research and technology that
detects and repairs ransomware variants to prevent damage from ransomware ensure a high
level of security; however, they require additional tradeoffs, including computing resources, to
effectively apply them. In this study, to address these problems, we proposed a solution that
uses the electrical characteristics of a capacitor to detect abnormal data flow generated at
input-output channels of storage by consecutive encryption calculation. We observed that
based on Shannon’s information entropy, the encrypted files and normal files, i.e., unencrypted
files, can be distinguished based on entropy results. Through this, we assume that both types of
files will affect the voltage change generated at multiple inputoutput channel of storage
according to data flow. Consequently, we expect that this voltage change can be detected by
using a capacitor, and abnormal data flow can be identified by calculating entropy. This study
shows the possibility of computationless abnormal data flow to detect abnormal data flow using
a hardware-based capacitor module. Moreover, we expect that since our method utilizes
hardware characteristics, it will detect the ransomware avoiding the anti-ransomware
detection technique relatively more accurately compared with the software-based detection
technique. Our future work aims to perform this experiment on real storage devices such as SSD.
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