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Abstract— UAV(Unmanned Aerial Vehicle) uses a variety
of components, including cameras, sensors and weapons,
depending on the purpose. However, when the UAYV is hijacked
by an attacker, the UAV security problem should be dealt with
importantly because various damages such as casualty, facility
damage and personal information leakage can occur. Various
algorithms have been developed and various studies have been
conducted for successful detection of abnormal behavior of
UAV. However, there are difficulties in experimenting with
algorithms and anomaly detection methods due to the UAV
characteristics. Therefore, in this paper, we derive test bed
requirements for experiments of algorithms and studies for
detection of abnormal symptoms of UAV.
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1. Introduction

The UAV industry is a convergence of high technology
such as aviation, ICT (Information&Communication
Technology), software, and sensors. Unlike the past, which
was mainly used in the military industry, the UAV industry
1s used n various industries such as hobby, imaging, land
survey, transportation, and agriculture [1].

UAV is expected to be widely used in various industries
and has high growth potential and economic impact.
However, 1t can be used as a means of personal information
infringement, crimes, and assassinations for specific people
i the process of UAV loss and facility damage, and
information acquisition. It can also create national
security-related threats, such as the destruction of key
national facilities. [2].

As such various security threats occur, it is necessary to
identify whether a security threat has occurred in the UAV
when an abnormal behavior of the UAV occurs, and to
analyze the abnormal behavior. Therefore, in this paper, the
requirements of the test bed to collect and analyze various
data of UAVs are derived.

The paper is organized as follows. Section 2 analyzes
studies related to existing UAV testbeds. Section 3 suggests
the need for testbed to accommodate various UAV anomaly
detection researches. Section 4 derives section the testbed
requirements to accommodate various uav anomaly
detection researches. Finally, the conclusion of this paper is
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concluded 1n Section 5.

II. Related Works

In this paper, we classified three methods
(redundancy-based detection, leaming based detection,
behavior rule-based detection) of detecting abnormal
behavior of UAV.

Redundancy-based anomaly detection is a method of
cross-checking output in real time by duplicating key system
components. Fan Fei et al. proposed the detection of
abnormal behavior by additionally equipped with a flight
controller, which is a major component of UAV [3]. An
additional flight controller was installed to read and inspect
sensor data from existing driverless vehicle controllers to
detect abnormal behavior. However, there is a disadvantage
of low economical cost due to additional cost of replication.

Leamning-based anomaly detection i1s a method of
defining normal behaviors through learning and checking for
violations. Alirea Abbaspour et al. developed the NNAS
(Neural Network Adaptive Structure) algorithm that utilized
the existing NN (Neural Network) detection algorithm [6].
However, there is a difficulty in obtaining training data for
detecting abnormality of UAV.

Behavior rule-based anomaly detection 1s a method of
defining anomalies in a program and detecting anomalies by
observing state transitions. Robert Mitchell et al. proposed
anomaly detection based on rules that regulate the normal
operation of a sensor or actuator in a UAV [9]. When an
actions changes, it defines the anomaly through the
probability that can occur for the next action. However,
when there 1s continuous data, there is a limitation that it is
difficult to clearly define the normal operation.
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Fig. 1. Overview of UAV Anomaly Detection Testbed Platform
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TABLE I. Sensor Data Used for UAV Anomaly Detection Researches

Related Sensors
Mecthods . !
Research Gyro Accel Magn Pos Velocity Thrust Ctr-sign Actu
Redundancy 3] v v v v v y
Based [4] v v v v \ Vv v
Detection 5] N » v v ;
Learning [6] v v v
Based -
Detection (7] v
Behavior Rule (8] v v v
Based 9] v v v v
Detection [10] N Ny ;

III. Necessity of UAV Anomaly Detection Testbed

UAYV has various risks and threats, so if an abnormality is
detected in the UAV, the UAV should be equipped with a
security system that can identify the source of the security
threat and respond to the abnormality on its own. However,
UAYV has the characteristics of Cyber-Physics system that
combines both software and physical elements, so it is difficult
to consider software and physical factors in order to derive the
cause of abnormal behavior. Therefore, in order to detect
abnormal symptoms of the UAV, a process of complex
observation of factors influencing the state change of the UAV
including sensor data is required.

This section suggests the three necessity for UAV
anomaly detection testbed. First, various studies exist for the
detection of anomalies in UAV, but cannot detect various
anomalies through one algorithm. However, it is possible to
detect anomalies that are superior to one algorithm by using
various algorithms together. Second, UAV 1s used by
attaching various sensors and weapons according to the
situation. Due to the high extensibility of this UAV, various
abnormal behaviors can occur. Therefore, various data
generated during UAV operation should be collected to be
used for abnormal detection. Third, UAV has the
charactenistics of Cyber-Physics system that combines both
software and physical factors, so it is difficult to consider
software and physical factors in order to derive the cause of
abnormal behavior. However, if the UAV abnormality can be
reproduced, it may be easier to analyze the UAV abnormal
behavior.

IV. Derivation of Testbed Requirements for Detection of
Abnormal of UAV

This section derives testbed requirements for UAV
anomaly detection analysis.

A. Data Collection

UAV is used by attaching various sensors and weapons
according to the situation. Sensors required for operation and
weapons for attack can be attached, but pluggable modules can
be attached for abnormal detection. The existing UAV
anomaly detection studies mainly analyze the sensing data
generated nside the UAV. However, abnormal behavior may
occur due to additional sensors and weapons attached.
Therefore, 1t 1s necessary to collect not only internal sensor
data of UAV but also data that cannot be collected internally
such as battery temperature through pluggable data collection
module.

B. Data Archive

Table.1 shows that the data used in the existing UAV
anomaly detection studies are different. In addition, due to the
extensibility of the UAV | a wide variety of data are generated.
Therefore, this paper requires a database that can utilize
various data generated when operating UAV. In addition, the
database needs to be designed to ensure extensibility and
flexibility by considering the analyst's needs and the
characteristics of the data.

C. Trace Generator

There is a limitation in applying the method used in the
existing software fuzzing because it is directly affected by the
hardware sensing result. Therefore, in this paper, based on the
software fuzzing technology, randomly generated state values
that are difficult to occur during the normal operation of the
UAYV are injected into the UAV, and the abnormal state of the
UAYV is detected by continuously storing and monitoring the
state change of the UAV.

In addition, since it 1s a UAV that analyzes and operates
various factors, it is difficult to reproduce abnormal behavior.
However, through the Trace Generator, the same abnormal
behavior can be reproduced by making various factors the
same.

D. Data Analysis and Visualization

In order to analyze the various data collected to detect
abnormal behavior of the UAV, it is necessary to support
analysis and visualization tools according to the analyst's
needs.

V. Conclusion

In this paper, we present the necessity and requirements of
the testbed that can collect and analyze various data generated
in the operation of unmanned mobile vehicle to identify the
abnormal behavior of UAV. Through the researches related to
the excellent scalability of UAV and the existing UAV
anomaly detection, we could confirm the diversity of data that
can be used for the detection of the UAV abnormal behavior.
Flexible testbeds are essential to take advantage of the diverse
data generated by unmanned vehicle operations. To this end, in
this paper, four items (data collection, data storage, data
mjection, data analysis and visualization) were derived as
requirements of testbed for identifying abnormal behavior of
UAYV. Subsequent studies will conduct a study of designing the
testbed based on the requirements derived.
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