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Introduction

To contrat disease transmissian, monttoring the quarant s of patients duneg ERdemE tuaton Caused by dutates % :
stich 5 COVID-19 shouid be yivem utmast impertance [1 5, & 3] The 47 T) techrinlogy 1 wed fof eifeient Basic Design
quarantine monitoring to control highly mfectious diseases in many cxunt: [} i the latest 1o join the An 5-DE8 i 3 wystem for moaitoring information such as the current position and movement paths of a user. All 5-0E8s
it of countries that have tested a wristhand that can track pecgée g the C % pardiemic. Additionalty, South Korea present in the " nuoasly update thair dentities from the cantrol station. 4n 10 is 2 key that i designed to
and Hong kong have been using electronic trackers To heip enforce quarantime. Variess T technologhes are used to prevent uish users and I$ essential to transmit sensor vues
prople fram leaving quaranting for the na i type devices are Lted 23 & method
Figure 11 [1, 4], This type of dev n repart the e mform. i station, such as the Center for
Disease Control{COC), allowing the detsction of regustory vio temiowal of the monaring device and
umsuthorized iabetute Tram an isclated arns
However, thése technologies pase problemy such a8 leakage of persanal information because various persanal information.
focation infarmation, s coll To overcome such problemy, thit research propases a method for
ing 8 monitoring system that can ensure the cafety of persanal infarmation by using physically separated memary
3nd rel-time strmaming technslogy [4] Contequently, 3 meswre capable of ensuiring the safety of the personal information
of uters is presented by operating the p maticn of the user and the general deving information of the wystem
segarately

Hardware Struciure The hardware structire of the S8 (1 shown in Figure 1 & batiery
provides the power supply thit can run the S-0EB for 3 specified monitoring time. The
“Frocess Unit* messures the -8 sensor values and determines the system and user
abnormalties. Users must mount & "User Memory” 10 utiliie the S-DE8 syrtem ta use the
wystim and devices. The User Memary stores the wrique 10 of 3 user in the control staton,
when the wser receives the device and sives the sensing yafurs messured by the Process

instatied. f the User Memory is uninstalled abnormally or the uset viplates the palicy. the S
DER sendt the information stored in the User Memary 10 the Cantrol Statian.

I
Fig. 2. Hardware structire of $-DE8
— ___ User Memory User Memory conssts of volatile memory, Aftar the monitaring period is
complete, the user can manually unmaunt the User Memary from the 5-DES and delete the
5y data by twing the powet ofl i the User Memry is removed aebtrarly during the
& monitoring periad, the 508 reports the status af the user to the Coatral Station

Figl. Electionic bracelets far ussr manitoring Ruaktime Software Streaming The Control Station updates the ID stored in the User
Memory of S.OE8 through netwark stresming, Leaage of personal information can be
Re'ated WOI’k 7 pravented beeause the I0 is updated in real-time. The user can delete the iD and sentng
0 v L n recenang an information 1 real
g1 scation to changs Infarmation by ditmounting the User Memory or on recenang an informat TN
hrprorgrarka command fram the Cantro! Station

Solving the Challenges
Three major chalienges were presented in sacbion 3: (2 separation of penional miormation and derafication nformaton, (B
destruction of persanal information, and (¢} preventon of personal miormaton leskage I T WiiaCon e deicribe the
technigue by which the 5-DEB addresyrs thess chaleng:

mtialingen A: SesTies = e reca wcor e
memory Whan 3wt Mot P Liser Mescry 0 T
Heanto-Hears [H2H)S — Ithegurse?] 1o e Com

Christas Strydis{7] itudied methods to prevest malicious external scces in dnplantable medical device: (1N
in this dy, 4 new mplant systern archancture v propased, wheren the secunty and the man mgpiant frctomalty v
completrly decoupled by runming [he T25k5 O Two SEpraTe COres. WiTsies) IOMrAcation pasurs through 4 Cusmon secus
spplicatinn-specic instruction set processos, keown s Sorart-implant Securty C P
protocol. The secure tore i poweted by the energy harvestad from RF unti exteres resdsr mathentaanon @ periormes T
ensures safety agmnst malcous 3. wich i sttery deiab o servee attacks s e
tion. and the 5-068,
Heart-to-Heart [H2H| ¥ that uses Domwtre ndorate
{heartbeat data) as an authent: orwy By 4 meacE
IMD-beating patient. in addeen, ¢ £8 requests an (D8iock update from the Control Station
the new ID-Biack infarmation. 1f the 1D
yedt within 2 cettain time after an 0-Bleck Request. the
Furthermore, If
request from tha S-DEB within & specified petiod, the
this ta ba aboormal behavior and sends 3 Reset])

‘simple BT comipifison by extracy

Reporting of Sensing Data |1 o user violates the policy specilied by the Castrol
Station (scenarion tuch a1 3 user feaving the sotation sone, or if the User Memory is
Fg. & Operation seguence of S06Band  unmounted), the &-DEA transmits the user’s rerently measured sensing data and ID-
Camiral Station ok ta the Contrel Station, Figure 4 iustretes the process implemented f a user

viodates the specified policy.

i
wher the power i4 offt Therriom. she
the memory, The size of the v
buse. Next, we define ihe capats
including personal infarmatics
thieats il exiit, and we bellere

I ” £nd of Monitoring If the monitoring petiad it compiete, or monitaring i3 no further riquired, & user can unmaunt the User
s vulnerabilities thist could be expiosted g i d pe pier " quired, #

Memory fram the 5-DER by anesalf If the User Memary is unmounted. the semsing information and the I are deleted &t the
warme time. If & User could not unmaont the User Memary, the power 1o the 5-DE8 can be cut off by receiving @ Finishf]
command from the Cantrol Station to defete the internal data of the Lser Memory

Leakage of Data When the 5-0E8 is physically remeved fram the uses, the power i3 sutomatically cut off, and the dats in the

Device Mamary and the User Memory located inuide are deleted. Moreaver, if sboormal behavior 15 detected in the 5064 fsuch

a5 high network Jaad rate and timeout of Kequest/Hespare}, data leskag can be prevented by an Emergency Stopf) command
m the Cantrol Stabian

The self-destructible electronic s e e e wdoration. mestared

teal time ard rapidly disting e s and appreerate MO 0

environments whese trackin resl-time ‘ocats y sFectes by COVIO-19. $-DEB

attempts o minimize the leskage of pers

e volatilized and deiered whes

MORITOriFg USers 10 prevent vioiat

to impase sanctions only i wolation

monitoring has been tes

to any target, including the ¢

Information and distinguishing &

the leskage and shuse of perions

‘physically separable volatile memory

An 5-DEB was preserited 1o sddress the problem of personal intormation leakags and the abuie of the embedded syttems uied

10 MoNitor users in scenarios such as quaranting monitoring in pandemic sit duding COVID-19. By using the real-time

binary blogk stresming technology and hardware-lselated memory, the S-DE8 can prevent persanal information leakge and

abuse. Altheusgh this study has not been implemented, we expeet additonal research will help prevent the leakage and abuse

ot personal information in pandemic situations such as COVID-19. Furthermure, we will study data protection uing the velatile
atures of hardware memory propased in tha study in the future
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