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Abstract

Technological advances in the medical field are experiencing new leaps. In the past, medical inno-
vations were achieved by developments in fields such as medicine, pharmacy, and biotechnology.
However, recent medical innovations are expanding applications through the convergence of ad-
vanced digital technologies with medical and healthcare technologies [3]. As the medical paradigm
shifts towards digital medical technologies and digital healthcare models, the core values in the med-
ical field have changed to patient-centered medical practices rather than disease-centered practices.
Hence, the digital medical device industry has accelerated the development of medical software
and hardware as well as development of traditional hardware and advanced-technology-based fu-
sion medical devices. However, rapid developments in medical software and hardware have posed
digital threats to conventional medical devices[2][4]. Among these threats, the most significant are
attacks on embedded medical devices incorporating Internet of Things (IoT) technology. Recently,
owing to accelerated developments in IoT-based medical devices, the diversity of embedded medi-
cal devices has increased, and users can maintain their health with improves quality of life through
IoT-based medical and healthcare devices [5]. However, IoT-based medical devices that are in close
contact with users often store or use sensitive information, such as personal information about the
users regarding their medical activity records as well as location, physical, and medical data [1][5].
In this work, we propose a solution to minimize the threat of data leakage by physically limiting
the available period during which data is allocated to the memory of the embedded medical device.
The structure of the proposed system is presented in Figure 1. The system memory is separated into
specific areas, and each area is connected to a capacitor-based power supply. The charging manage-
ment module supplies power to each capacitor. In medical practice with IoT-based medical devices,
a specific portion of the operating system or the processes for operating the device are allocated to
the memory. The operating system then assigns a time limit according to the importance of the data
in the memory allocation process. Based on the time limits set according to priorities, the charging
management module supplies current to and stores the charge in the capacitor. In the case of high-
priority data, such as the user information and data concerning the medical sensor, the time limit is
short, and the capacitor connected to the memory area in which the corresponding data are allocated
is charged for a short period of time to ensure a small capacitance value. After the charging man-
agement module completes charging, the charge held by the capacitor is drained in accordance with
leakage current characteristics. When the amount of charge held by the capacitor is reduced to below
a certain capacitance value that cannot be measured, the corresponding memory power unit of the
memory area is connected to the ground of the device; this causes the data allocated in that memory
area to be physically volatilized. When power is cut off by grounding, the data and calculations in
the medical device related to user information that are allocated in the corresponding memory are
volatilized to block leakage. When such a scheme is applied to a general embedded system such as
a medical device, it is expected that resource consumption can be minimized and data leakage can
be prevented compared with existing solutions. As a further study, the system proposed herein will
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be manufactured in hardware form, and the actual data leakage prevention effects of the embedded
medical device will be evaluated experimentally.

Figure 1: Conceptual Architecture of the Hourglass-Concepted Memory
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