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ABSTRACT

This paper presents a taxonomy construction of anti-tampering
techniques from a system designer’s perspective. We have
constructed a taxonomy matrix and introduce a specialized
classification framework for anti-tampering techniques. The
proposed taxonomy matrix makes it possible to correlate an
identification number with the detailed techniques embedded in
each anti-tampering solutions based on the ‘sensing & reactions’
perspective and their ‘stackable position.” This approach enables
the creation of a roadmap for anti-tampering techniques and
facilitates anti-tampering orchestration to build secure systems
requiring anti-tampering techniques. Finally, we introduce
‘software-defined orchestration for the anti-tampering techniques
for enabling an automated catalog for selecting the most suitable
anti-tampering technology for a given system.
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1 INTRODUCTION

Over the past few decades, a wide range of anti-tampering
techniques have been proposed to prevent the leakage of
intellectual property embedded within systems [1]. Each anti-
tampering technology comes with its own unique advantages and
limitations. The applicability and suitability of a specific anti-
tampering technique can vary based on the physical characteristics
and security requirements of the target system [2]. In many cases,
it is necessary to apply multiple anti-tampering techniques rather
than relying on a single anti-tampering method. This is due to the
diversity of anti-tampering technologies, each with its distinct
strengths and weaknesses.

As a remedy to this problem, we focus on developing a
comprehensive taxonomy of anti-tampering techniques from the
perspective of system designers. We have created a taxonomy
matrix and introduced a specialized classification framework
designed for these techniques. This framework allows us to
correlate identification numbers with the detailed methods
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embedded in each anti-tampering solution, considering both the
‘sensing & reactions’ perspective and their ‘stackable position.’
The organization of this paper is as follows: In Section 2, we
propose a taxonomy design and a classification criterion for anti-
tampering technologies derived from our study. Section 3 presents
the classification matrix based on the proposed taxonomy for anti-
tampering technologies and an application scenario utilizing the
proposed taxonomy and classification matrix. Finally, Section 4
discusses the lessons learned from this study and suggests
directions for future work.
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Figure 1: Classification of anti-tempering technologies and
how they are driven by abstraction of system architecture.

2 TAXONOMY OVERVIEW

This section presents the abstraction of a system architecture for a
construction of the taxonomy for anti-tampering technologies,
which regarding the illustration for the applicable anti-tampering
techniques and their core principles at each system layer. Fig. 1
depicts the key components of a typical computer system and the
positions of possible anti-tampering technologies designed to
protect the targeting systems. For example, components such as the
CPU, memory, NIC (Network Interface Card), and peripherals on
a PCB bhoard are powered by the power supplier. To safeguard the
internal structure of semiconductors mounted on the PCB, a chip-
level defense cover can be employed as an anti-tampering measure.
Additionally, above the hardware, there exist the OS layer and the
application layer. The OS contains device drivers acting as
intermediaries between the devices and applications. The anti-
tampering technologies can be applied at the application level to
protect the information within applications. The anti-tampering
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technologies as a device-level defense can also be utilized to protect
the overall system, both hardware and software. Each anti-
tampering technology must take appropriate action in response to
external intrusion attempts, a concept we define as ‘sensing &
reactions’ in this study. We have established the classification
criteria such as the target of protection, the technology’s position
within the system, and the operating principles for each anti-
tampering technology, thus forming the taxonomy metrics. The
classification matrix based on this framework is detailed in Section
3.
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Figure 2: Overall research flow for constructing taxonomy for
anti-tampering technologies and the proposed taxonomy
matrix.

3  PROPOSED CLASSIFICATION MATRIX

This section outlines the classification matrix of anti-tampering
techniques, constructed based on the system abstraction and
taxonomy metrics described in Section 2. As illustrated in Fig. 2,
our research collected outstanding research results [3—4, 6-20, 23]
and commercial-off-the-shelf solutions [5, 21] from both research

[Name]:[Year]:

B

and industry era into the anti-Tampering technology pool. As a next
step, each technology was classified according to the defined
classification matrix so that each technology can be assigned a
unique ID corresponding sub-techniques.

The taxonomy matrix and detailed classification task for each
technology are shown at the bottom of Fig. 2. The classification
matrix is divided into two main parts: the left side contains the anti-
tampering IDs, and the right side displays the criteria used to
classify the technologies corresponding to the unique IDs. The
classification is approached from three main perspectives:
‘[WHAT] Anti-Tamper Approaches,” ‘{WHERE] Positions of
Anti-Tampering Techniques,” and ‘[HOW] Techniques for Anti-
Tampering.” We propose a structured classification matrix that
systematically categorizes these technologies, making it easier for
system programmers to interpret.

Fig. 3 illustrates an example of an analyzed anti-tampering
technique from research era, classified according to the proposed
matrix. The study to be analyzed titled ‘6thSense,” presented at the
Usenix Conference held in 2017, is assigned a unique anti-
tampering technology ID. The right side of the figure details the
principles of its operation (Where & How=Approaches), the
deployment position (Where=Positions), and the required
technical elements (How=Techniques) for this technology. The
‘6thSense’ study monitors events, situations, and anomalies
(MONI-EVET, MONI-SITU, MONI-ANOM) in the target system,
and detects these through monitoring actions (DETC-EVET,
DETC-SITU, DETC-ANOM). This technology operates at the
system software layer as a daemon (DEMN), with necessary sub-
techniques (EVDT, SIAW, MONI) identified. This classification
system allows for understanding the operational position,
principles, and necessary sub-techniques of each Anti-Tampering
technology through its unique identification code.

Additionally, this approach enables the creation of a roadmap for
anti-tampering  techniques and facilitates anti-tampering
orchestration to build secure systems requiring anti-tampering
techniques [22]. Finally, this matrix makes it possible to act as a
‘software-defined orchestration engines for an automated catalog
for selecting the most suitable anti-tampering technology for a
given system.
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Figure 3: Case Study: an analyzed anti-tampering technique from research era, classified according to the proposed matrix.
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4 CONCLUSIONS & FURTHER WORK

In conclusion, we have presented a taxonomy construction of anti-
tampering techniques from a system designer’s perspective. By
constructing a taxonomy matrix and introducing a specialized
classification framework, we have made it possible to correlate
identification numbers with the detailed techniques embedded in
each anti-tampering solution based on the ‘sensing & reactions’
perspective and their ‘stackable position.” This approach enables
the creation of a roadmap for anti-tampering techniques and
facilitates the orchestration of anti-tampering solutions to build
systems requiring advanced protection technology. Moreover, we
have introduced ‘software-defined orchestration” for anti-
tampering techniques, enabling an automated catalog for selecting
the most suitable anti-tampering technology for a given system.
For future research, we suggest exploring the application of our
proposed taxonomy and classification framework in real-world
scenarios to validate its effectiveness and adaptability. Further
studies could focus on enhancing the automated catalog by
integrating machine learning algorithms to improve the selection
process of the most suitable anti-tampering technologies.
Additionally, investigating the potential for expanding the
taxonomy to include emerging anti-tampering techniques and their
impact on system security would be valuable. Collaborative efforts
with industry professionals could also provide practical insights
and help refine the framework for broader applicability.
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