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Abstract. As a cyberattacks utilizing cloud infrastructure darD-day
vulnerabilities become increasingly sophisticatadyanced persistent threats
(APTSs) are evolving. One of the primary goals of AT is system detection,
and an attacker's ability to detect the securiffwsre on a system is a critical
factor in the success of the attack. In this werk,developed and experimented
with a testbed to detect locally installed antigiio a web browser environment.
This work analyzes how antivirus information is egpd in the web browser and
evaluates if it can be used for detection. Thebtebstconsists oDrchestrator,
System Snapshot Repository, Client X, Profile Server, and Collector, and is
designed to test antivirus detection scenariossacaovariety of antiviruses and
web browser environments. We detected specifiwiangies using methods such
as DOM monitoring, signature detection, and phiglpiage detection. This work
detects vulnerabilities in antivirus detection ielwbrowser environments and
contributes to future security improvements.
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1 I ntroduction

As cyberattacks become more complex and technaogdvance [1, 2], 0-day
vulnerability attacks targeting cloud infrastruetware increasing [3], and new attack
methods utilizing artificial intelligence (Al) tedblogy are also emerging [4]. This has
led to the emergence of advanced attack vectots asiadvanced persistent threats
(APTSs), which can detect antiviruses and desigack#t that bypass them [5].
In this work, we built a testbed specialized inidnts (AV) detection in a web

browser environment and analyzed security vulnétiglsidue to exposure of antivirus
information. This work investigates how antiviraéarmation can be exposed in client-



side web browsers and proposes a methodology ttusgeaantivirus detection
performance.

2 Implementation of Testbed

We built a testbed where we can test various antes and analyze their operation.
The constructed testbed consists @ifthestrator, System Snapshot Repository,
Client X, Profile Server, andCollector. These components are used to evaluate antivirus
detection performance and vulnerabilities in thebwaowser environment. An
overview of the structure and operation flow fog testbed is shown in Figure 1.
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Fig. 1. An overview of a testbed architecture for browisased antivirus detection.

The Orchestrator is a central control system that manages systapséiots for
Client X, collaborates with th€allector to analyze collected status data, and oversees
the entire experiment. THgystem Shapshot Repository stores snapshots with different
antivirus and web browsers, providing suitableingsenvironments. Th€lient X
simulates a web browser and antivirus environmeelitit antivirus responses, while
theProfile Server provides test scenarios, and @alector gathers and analyzes status
data in real-time. Th®rchestrator analyzes the collected data to assess antivirus
detection performance and identify vulnerabiliti@is flexible testbed supports
various antivirus and web browser configuratiomglding automated, repetitive tests
for detailed performance analysis.

3 A Methodology for Antivirus Profiling

In this section, we propose a methodology for firafiantiviruses in a web browser
environment by analyzing their operation underadéht conditions. In this work, we
examine antivirus responses to normal and malicieets pages to infer key features
and establish a hypothesis about the conditioridrilyger detection.



The hypothesis is tested by generating scenaritised?r ofile Server and setting up
different antivirus and web browser environmentshantestbed. The results, analyzed
through theCollector, help evaluate antivirus responses and identfcéf/e detection
conditions. These findings can inform new APT &tacenarios, offensive security
research, and antivirus improvements.

4 Experiments

This section describes the results of experimentsed at detecting antivirus
operations in a web browser environment and evialy#te ability to identify specific
antiviruses.

In our work, the three experiments were proceeded:

Experiment 1. Detection of antivirus operation through changethe Document
Object Model (DOM) structure [6]. Some antiviruseedify the DOM to control
security, allowing their detection.

Experiment 2: Loading a page with the Eicar [7] test signattoecheck if the
antivirus detects and blocks it. Most antiviruskxked the signature, and differences
in blocking messages or methods helped infer thgiars.

Experiment 3: Loading a phishing page [8] to test antivirused&bn. While most
antiviruses blocked the page, many did not genegstection notifications,
highlighting a potential risk in APT attacks.

In this work, three experiments were conductedetamg the Chrome browser, and
the results for various antivirus detections a@shin Table 1.

Table 1. A test results for three experiments from Chromb t®wser.

Type of AV Exp. 1 Exp. 2 Exp. 3 Results
Kaspersky Premium (0] (0] O Detect

Avast Free Antivirus X A X Partial Detect
AVG Internet Security X A A Partial Detect
ESET Premium X A O Detect
McAfee Total Protection X X X Fail

Avira Free Antivirus X X Fail
Bitdefender Total Security X (0] o Detect

360 Total Security X X X Fail
F-Secure Internet Security X X X Fail

K7 Total Security X X (0] Detect




5 Conclusion

In this work, we propose a methodology to identifytiviruses by leveraging their
detection and blocking mechanisms in a web broeseironment using a testbed. This
demonstrates the effectiveness of detecting anses in such environments and
confirms the testbed’s usefulness for analyzingvans performance and evaluating
security vulnerabilities. In the future, we plandarpand the testbed to detect other
security software in web browser environments antkst its applicability in mobile
and cloud systems.
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