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A Study on Automated Configuration System for Secure Wireless
AP through Analysis of Wireless AP Configuration Transaction

ol AFH, MAZ", wr]&t
Se-Han Lee, Chang-Ho Seo and Ki-Woong Park

AU Axdrerd Al g etn S&Feta’ AFsta Jr R s sta’
sehands@sju.ac.kr!, chseo@kongju.ac.kr”, Woongbak@sejong.ac.err

o of
& IoT(Internet of Things) 71&°] AMEE AH| X 541?4‘”4'%]9—3 F%QE]I’—, #A SgAn =7}
Aelgol weh, Fa vES AT 7|uke] theket 0T ~rtE 4o FEFa ok 74 UEYa &
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7] 344 Wore T2 olgrrl Ha o B =FdAs dEYA At FA ESa
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1. M8 o] F7F F7Fstal do] Heb 9 Fe| =&
Ao A3 = ICT 71€9] #d gEo] 42 4k =04]. olZ A3 AT FH FH
g o2 213 IoT(Internet of Things) 7]<4o] WA Wote] gk o]F7t TR gt
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Office

®

Requesting configuration data of
Wireless AP...

Getting configuration data of
Wireless AP...

Analyzing configuration data...
Analysis Result: Mot secure!

Generating transaction data
for securing Wireless AP

Sending transaction data for
securing Wireless AP

@ Configuring Wireless AP for secure

IAABREsta &A=l 2018

Scanning Wireless AP...

e =2
. (\C\\.\d
\ Analysis completed
configuration transaction data
for securing Wireless AP

Automated
Configuration

-‘® System

(29 1) b 7 Ff/7] EAEH A5t A" NdE
=R AL o Boh ANeE 2 =37 de HA s Fiste H9FES LR
oANA Ajtst= A3zt Alxgo A wiEd At Al ARE gF e Azlo] tHe]
T4 TR AF A Ak 23 2 A3 AR s des] A TSR] #eRte] B2
AR FF AP ASlel] dia] x4} o TR o A mFeR Qla s Abylo e
7 AA AEsel die Ay A £ sto] o At Q1S Fd FRoledl gk b A4
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PC (Windows)
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Proxy Tool
(Burpsuite)

Wireless AP

Security Configuration Data of Wireless AP (ipTime N804 v8.76) :

T 24 F
Aolx 9 A 5 HIT
o AP B A~

FA ekt Zb ipTime AFe] N804 v8.76, N8004 v8.70, N104R

[¢)
2ol <lE =z} v8.76, A604 v9.205 Wt o m FA )R trH11].

. Yy 2E

22| Xt
AE s

Authorization:
Basic bnNObGFkbWIuOmRwc2RwdG14bGRwZg==

Al )Rt
A 4

POST /cgi-bin/timepor.cgi HTTP/1.1

tmenu=sysconf&smenu=login&act=save&new_login=home&n
ew_passwd=qwe123&confirm_passwd=qwe123

_T'_Ojl
aT
UPnP A%

GET
/cgi-bin/timepro.cgi?tmenu=background&smenu=reboot&act=
&commit=upnp&...

- 105 -

o Aol L | |
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stV 2y
1oy GET
—3—7‘" COTSs &+ OXI;(-Ill /cgi-bin/timepro.cgi?tmenu=firewallconf&smenu=etc&act=dos_
~ submit&synflood=off&smurf=off&sourceroute=off&..
Ak Bk woh 4 | ¢ Y
2 53]
S A4 HHA ARE dFe7] 9 Ed A= A
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Configuring
. Wireless AP Router
= for Secure

[AP Checklist]

-

Analysis completed
configuration transaction data
for securing Wireless AP

AP Configuration
Checker

—1

C

Transaction Data Transaction Data
Generator Sender
L for securing AP
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o
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o
)
ol
oty
>
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%
4
oX,
ki

Toof gt

~

oA o= = R A o R e R

Secure

Scan
per 10 sec

Generate
configuration transaction data
for securing AP

Request

Generate

Not Secure

(29 4) A R7] @888 Abssk A2 dEasi=

IoT &742 FFatdA 7Hd dixd ez ALg 5=
0 e €73

A
A QUEL A
7.

[1] W. A, et a, “IoT based Smart Home Security
Challenges, Security Requrements and — Solutions”,
Proceedings of the 23¢ IEEE International Conference on
Automation and Computing (ICAC), pp. 527-532, 2017. (9.

[2] “ICT Brief”, 4x-3217]1%=31841E], 2018-1%, 2018 OL

[3] “&F71 7 Azrgu. AHgA Ayt whe] ke’
Hobywr2~, 2015. 04.

[4] “2016Y F47]9] ABHQ dAsFRAP
AZE 2016, 03.

[5] “GER]EFOR FHY| .. AE EZo|%

- 106 -



np BAT A Ed g, 2017 01.

(6] “=dl &7 A3 #eolx=m 9% g
X7 Hobw2 2018. 03.

[7] “AHE=dEHUN &% 2utE F-7bd Heb Jho] =7,
Qe Ul 591, 2016. 12.

[8] “Configuring a wireless router”, United States
Patent, US 9294353 B2, 2016. 03.

[9] &3], AAE, olafd, “FHTF7] ¥ Bt A
A HAAE A 2ard ) A, d=HFEA
Batg] sASEYE =5d, A 244, A 13,
pp. 101-102, 2016. O1.

[10] Air Marshal,
https://meraki.cisco.com/technologies/air-marshal-wips

[11] ipTime, http://iptime.com/iptime/

[12] Burpsuite, https://portswigger.net/burp

- 107 -



	프로시딩1
	프로시딩2
	프로시딩3
	Oral4_표지
	차세대_이세한_서창호_박기웅

