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the Efficiency of Resource Management in Linux Operating System

1. A4 &

=

o A

e lo

AFHAAE AT o e AFE AdEiEe)e] & di7]
4

cl=A 2EAHMUA O 22l e84 FUE fst 2ot

NESN =) Alﬁ‘%‘:“& A4
{sys.ryan0902,yibyeongyong,euntaejang,csh0052 }@gmail.com’, woongbak@sejong.ac.kr

Kim Seong-Jin, Yi Byeong-Yong, Eun-Tae Jang, SangHoon-Choi, Ki-Woong Park
Department of Information Security, Sejong University, Seoul, South Korea

2 o

0x
or
o

FREOAE

ABE = e BRE UHE2 Scel822 MetH0II M=o, BFE
FHA=E O S IJtse et a8H

s §
= O BICH AHMTEE MAZF ZAIGHE 2O T2AA, 2
SA M2 SI 20| BA A A o HPalZ HE HR(Aways-on)dtD Us T2 Al
Al o O AHY O 2e H2e & QI Sifts SAS JIXD UCH OlHe =g
i K22 BUs Zeo et SNo2 ANEO2M 2EY NES HE SENO2 ASE 4 o

Ct.

H
T
)

2 =20lM= Always-on 2419l Bot ZZHASC IS S22 HMO/ZeEl6t)| fo 2Eold
|§° Sofl 20 ZZNAE Jtaetold s A0 ERZ ots OiZ2el 322 #EHEol
Mtet Hot, Warm, Cold &EiZ =206t T2 AlA MEHOH HE HEE U2 ggEs SH2Z MOt

= Jl& ThermometerE HMICHSICH K219 ASEHZ D0 THEH 1AI2F S0OF 3012 Bot ZTZ HA(Clam AV,
Snort, Kaspersky)S2| HZ2l & AM2zs S22 21 2 =20A Ms ZZAHA Multi-State 2
2l Jl=28 288 HS Always-on AN HWol 2 44%° 22l XS EBAE 4= JUl=s HsS &
OIS ALY.

2 Qe wekA olHd fEY ZaAs

AgAol7] wWEol, o] AdE E&FHoE A

Sl o
g] AdgEe FHed wa AA3 oA -
B s o Abe mraE dgsn, EX %
gatr] el o B wxy F3he] 28T d=

e

& AL HAo HAFE Ase @7 A% Al T ¢ B vEgE 293909 - AFE Ade Hs B
g g2olth AFEVE AL o WEYE HFste] AP SXOoE ARD —’F U= Zolal o= s AREANA
&ote FAs ZEAZ0L, ZEAZE HEd ZE O £ AFE Aee ATE F Us Aotk
FEEol AS F dvh D BYE 7Ise FPs7] o B =FdAe 5@:%‘% A )] 284 SusE
3 MixegE HAFATr 7is T3S i F WrEgE Adsr] A8 A A5 2 FPol M ==
et FEEE ZE2AL 2) i AW FHE FA A2y vrEg d9Ees Fed nE FHoE 235y
3h7] Y& WEHE AL dRAlways-on)dtal e = Z2A| 29 AHE AT F = Thermometer% A <k
ZA 2 ol & B9, 9 2E oy, ] Bak¢-A, terminal k. Thermometer+= %é A A Aol A AEAL
T2 F2 ) §39 ZEAzd g, fHdREE o FRHS T Hl Z2A2E AYE B&HC
AARE ZAEE Bl Z2A 2 gss v 52 Al 2 #ddsiFe WY Selth

2 Q) F39 ZEAZ fFd Aotk 53], 2 8 B =39 AL ted 2o 2% A= Always-on
o ZRAlZE @ed] tirlsta e wet 54 APES WY ZRAZ2Y ZAFE AT A=l tel A
TdL wjo wre AE-FFo] ﬂﬂl ZPOlUrT ety 3oy 3Fel A= Always-on o] HoE Z2AAF9
BHY We B2 vMEYHE ARSE et Qe 5 Ade a8 ow #AYsty] fal AAF Thermometer
D T AR Ohdoe), Ak Br)g (ASWEn unsssh s

B9 E 20199 % | EAREANR] QYo FREAN]E A 1 1(No.2018-0-00420) % F=d7-Aet A-3A

(NRF-2020R1A2C4002737)¢] A& "ol e A9l

4

HIECHat W | 1P:223.195.37.+++ | Accessed 2021/03/31 15:50(KST)



o2 Aghe

A3 A= ol

RS

3] BeF ZEAMAE
3.

ZFdel7] wgel,
AdE Thsdt @
At FAE
M IEERE AF

oH

N

rlo

il

i)
R

(& ol o

]
E HAf3ta = Always-on ®2]e] Z2A|2olt}, o]
gk B4 wjZol, Bt ZEA 29 -t UL E&3
A W2 2 AMES 9% o2 7HA dFEe] YR
}.

Ali Hamzah+= A" A9 &4 #xloA v
H, Het T2 M2A2s WEYHE AFHoZ HF3a
= ZEAZzolER, Hdoo w2t FHE HAFE Add
e s HHow dgste Zlo] Bt Z2AM27 A5
st A= Azl UAAA ¢ FLI EATL A A
gt [11.

“Cloud antivirus cost model using machine learning”
o] A Hamzah2 S22 7|9ke] QiEuto]e] 2 43X
Eqoly AdEE ZAE siAstr] S8 <tEntol2i X~
o F v =], ZE AIIUES =7, A3 7Y WY
AWt e 9 5 Fol weh SHEHlol B~ A E g o] 9
g 2ds dAgsta wileds A&3 oA 2A E
g ER7IE ARESt FHZAstE SE9= 7Nk et
olgf 2~ AZE oo i3t H-§ RIS Ak [2].
2utE E3 e mukd X o)A & W ek E ol A
EZHAlways-on)dt= QFEHlol 2l e AE AdES 4
23at7] wjiol wiE e el P F IFES AN
[3], “Selectively -Taming Background Android Apps to
Improve Battery Lifetime” ¢] #* &} Martins3} Marcelo=
MO E ZA]S sk JFEREO|E QoA MY AR
g Y9 7 Jdv +9AA wWAYUS Tamers Altsh
o 4] 71&EY A8 dFE Tl & F UAxol, B
M2z gk WY Ad g dEe Ad &8
Sl oA wlg- Fa3F A olth

o [H 32

3. 583U AY AoE Y3 Thermometer A A

Process 0: Storage Scanner
Process 1: Network Packet Scanner
Process 2: Removable Storage Media Scanner

Behavior Detection:
Web Surfing

-
MAP MAP MAP
(Memory) (Memory) (Memory)

"

HOT || 16-32m8 HOT | s-eme HoT

Thermometer WARM || 4-tev8  [WARM | 4-ave WARM | | 4-sv

e
Temperature coLp 4MB coLp M8 coLp a8

Ceilometer i 1t i

Behavior Process Process Process
// ? : ,
@ Resource Orchestration Interface

Orchestrator éProcessVir- e

HOST OS

Engine (C iner)

O 1 B TRAA &Y AojS 93

Thermometer %

HIECHat W | IP:223.195.37. +** | Accessed 2021/03/31

$gl= Always-on W29 HoF Z2AAE0 YL &

&2 o7 Ao/AYs7] Y8l ThermometerES T) A3}k
Ak 87} A¢HeE Thermometere F+x= 29 13

2ttt Thermometerv %522 SFAA oA A&
o] PLAEAE T HQ} ZEMN2ES E8F0Z FHi
dlF= w7AYZo|lth. Thermometere] WiE =4 37}
A|(Temperature Ceilometer, Behavior Detector, Resource
Orchestrator) A4 ZEZ TFAF At

A A, Temperature Ceilometer= H<QF I Z A9 A
A BAE S 37EAY AHEI(Cold, Warm, Hot)&
SAs5a MAPe = #2]’ith. Cold dEl= HE Z=2A
27 752 F e HAY AdWEE TEHE 9
ot dutrow AHH oY Vled Tl B ZEA~
E 7MEEtetd FEAl7IE, A AMBY W R2ETE EEE
of glom (=2 A 27} Terminate %A 3 Running 4
HE FAIH. Warm AEje YRtz o s HQF ZEA X
7} Idle el o A®RSka W e o] ARgFY
40~60%E 2oVttt Warm FH oA = AAZFeZ o9
2 FAE HAD 7 e FEolARE, Hp ZEA~
& 58 F45M aRsHs AdYE $AE 4 Ak Hot
AElE Bok TEA 27 Burning AEHY o) AR3AW
=g Ho AFEFES 9w gttt Hot FEjdA& Het
Z 2 M| 27} Burning GEilA AL-E G glo] &
At

E4), Behavior Detector= Al&Ale] JFHEHS 5
Q3 HE ZEA2Y fAHAEYE ARBE + =
S92t} Behavior Detectores AF82Le] UwukziQl )
ARE 4387 sl 75 T ZEA 2 g2=E(Web
Brower, Editor, et0)E5< EUEHSIH, EX oHE 3
%] A H(File Copy, File Drop, Injection, etc)s< ® X3}
71 98l eBPF [5, 6, 718 &&3td A=HF FHE F
A g BEA%

npx]ueko 2 Resource Orchestrator= HQF ZZ A9
W2y A& %S Scale-Up/Down dFE 71%5S A L3
o Bl ZEA2E ZAHoY A T3 7HEskek
Privilege Mode®Z T+5A|71WH, T2E SGAA 2 A&}
gl 99& 25 ZUHHET 5 doh =3 HdH oY
ARo] B FHH ZZA2~E Running AejolA W=

o) =
A

P 2

o
Rl

g 2YFL FHOE AT 4 Utk B ERME
A Aofe] Mol AA WMmelz st MR
1A%, CPU Core, &5 1O, 7' w=e) 29 vmel

A7) T g Ade AAdE 5 Uk

A3} A o2 Thermometer= Temperature Ceilometer&
B3 BEma SGAA B AXEH HF Z2AAE9
Temperature MAPS A3}, Behavior Detectore}
Resource Orchestratorg &3l ol 2= HF ZEA
29 A dFHFES FHOE AojstHA EZ o A

Mg Ak

4. A% H7}t
B FAoME B T2 A0 AU ALAHoE T
3l7] 98l A AE Thermometere] A%-S H7}3ch

15:50(KST)



i E

2020@ A

EfoF

=70

et =

3 =23

41 49 &7
B =79 Ad 342 7dst g7(Virtual Box) oA 2
PR F5E st #8742 vCPU-Intel Core i7

9700(Z 2 M A 27ME AH&3F9 e, 16GB(DDR4)e] o &
g2 g9ttt S9AA= Ubuntu 18.04(64bit) S A&
stRon, Het Z2AH2E JPsE] f1% AH Y
AL docker 19.03.138 AF-&3}STh

4.2 W2 73 AGF Bl
<gl= Thermometere A%< H7lslr] Y& Bl
24| 2(Clam AV, Snort, Kaspersky)7} A==
/\}3%}7} *d A& 1A APk UH

T
ET@

o,

| &

AO: Always On

kaspersky(AO) DO: Danymic Orchestration (Thermometer)

snort(po)Y

Security App

Snort(AO)
ClamvAV(DO)=4//

ClamvAV(AO)

0 30000 (MB)
% 20 B ZRAL #E 7R e HEe 73
AHg- & W 2
A Ax= 39 29 2} ClamAV, Kaspersky9] 7 -
2EFA 99e A7ty A IEE BXE= Rt
z2aolt} [, 9] whEbA AREARS] F97E ) AMEd

AT 9 BgeAE Tl Y R oHEYL A
g F derg 9 2idF #E J= ClamAv,
Kaspersky= Warm e A&t Snorte] -9 =43,
7l 2A, ELYZ Y &A 7Iss AFHE (101
kA g A AP AE UESY T T HF ZEA
2%l Snort= Hot JElE FAISHAl €.

AR oz 1AZF B¢ 3719 Bl ZZ A 2~(Clam AV,
Snort, Kaspersky)E¢| W= +2 A&#FS SAH3E
A B =Fo A A¢ke 2 A~ Multi-State #&] 7]
=S &8 H$ AO(Always-on)9} Hlnsle] oF 44%9°]

e 2AdE dod F e AS G

5. A&

B =R A= Always-on W] T 24|20 AP &8
Aoz AR s A HAYUYZE AtstATt $-E

7} A ¢+g+ Thermometers %22 SAAA SANA A

£219] FYYEAHS B3| Ho TZAMAEL AT
#Estd AFHE gihE EEAHS NAHSE &tk

Thermometers ZHH oY 7]|&< E3) RO ZzA2Es
7pdslete] FEE T B ZEA| 20 A uwe HA

g vme dEEe FHORE AT Z2A XY 4

HIZEE L | IP:223.195.37. %%

6

He Bel Z2Ax~7 Ba= st wWry 3 Wk
(&3=Ho] we} Hot, Warm, Cold AHEl2 FEHH,
Thermometer”} AF3tol whe} HQ a2~ ZE ol
Wry dFFe =07 AojgoTn RO ETZAMA
Eoll osl AHgEE A AFEHES HAS g

% =R E 4EF EF Y AR o|HlE HHE
o= HH —Lixﬂz\e g sth= A -] A gl
ATFolAe ARER} g9l ME A" F AJAX
StEs Bl AFEAS] st 9 HRE E4E
EA2E JIAFoE BT F A= ATFE T
| o] .

l\:l f —{01' r‘r‘

LEONOQ;_

2

FaEHA

[1] Hamzah, SK Ali Abdullah, Sherif Khattab, and Salwa
S. El-Gamal. “Resource allocation for antivirus
cloud appliances.“ IOSR Journal of Computer
Engineering,(IOSR-JCE) 10 (2013): 2278-0661.

[2] Hamzah, Ali Abdullah, Sherif M. Khattab, and Salwa
S. El-Gamal. “Cloud antivirus cost model using
machine  learning.“ 2014 9th  international
conference on informatics and systems. IEEE, 2014.

[3] Polakis, lasonas, et al. “Powerslave: Analyzing the

energy consumption of mobile antivirus software.”

International Conference on Detection of Intrusions

and Malware, and Vulnerability Assessment.

Springer, Cham, 2015.

Martins, Marcelo, Justin Cappos, and Rodrigo

Fonseca. “Selectively taming background android

apps to improve battery lifetime. 2015 {USENIX}

Annual Technical Conference ({USENIX}ATC} 15).

2015.

[5] S. Miano, M. Bertrone, F. Risso, M. Tumolo and M.
V. Bernal, “Creating Complex Network Services
with eBPF: Experience and Lessons Learned,” 2018
[EEE 19th International Conference on High
Performance Switching and Routing (HPSR),
Bucharest, Romania, 2018.

[6] D. Scholz, D. Raumer, P. Emmerich, A. Kurtz, K.
Lesiak and G. Carle, “Performance Implications of
Packet Filtering with Linux eBPF,” 2018 30th
International Teletraffic Congress (ITC 30), Vienna,
2018.

[7] Deri, Luca, Samuele Sabella, and Simone Mainardi.
“Combining System Visibility and Security Using
eBPF.” ITASEC. 2019.

[8] ClamAV, https://www.clamav.net

[9] Kaspersky, https://www.kaspersky.com

[10] Snort, https://www.snort.org

[4]

| Accessed 2021/03/31 15:50(KST)



	리눅스 운영체제에서 자원 관리 효율성 극대화를 위한 보안 프로세스 Multi-State 제어 기술

