AT |
Ll

20234 sty SHE=LH

CISC-W'23

Conference on Information Security and
Cryptography-Winter 2023

202344 122 22! (£) | 0I=H0{ XICHE

e siazppsss| EESTR (F) olstoixitetm

% l:;aﬁteo%mormaﬁon Security &E:plclog! = {@'// EWHA WOMANS UNl\ESWY
S8 ies Ll o T}5F A~ AlE e
-?-E :EI:NAUETEL?GENCESE;VE |'° L I E = KISI\\ N UI.QOIE.I gt

gaHRS LAY '; -

%o&ﬂﬂs 53]

Korea Institute of Information Security & Cryptology



Vol.33, No. 2

Quick-Filter: A Framework for Filtering Malicious APKs using
Large-scale Language Models

Joo-Young Roh", Ji-Hoon Park”, Ki-Sang Choi",
Sang-Hoon Choi', Ki-Woong Park’

Dept. of Computer and Information Security, Sejong University

(Graduate Student”, Undergraduate Student™, Researcher', Professor’ )

2 ¢
JrRolmo AU IS AAENA Hr7E Hlor, qds] B2 o APKE©
WAE I vk $E7F AIFShE Quick-Filter el AE APKRHE wUA~ES F33
o} o] % LLM(Large Language ModeDel A& Fal S AolAdS weaEA 4, &7
A2 W Eolth Quick-Filter= A& o 3oz oAl APKE =7% + A58
HolEoh shARt, -2]7F Abgehs LLM2 s #4 & 540 AAHA dgtenz &
A7He2 Quick-Filter®] Aol w&2Ql N=E & 5 glvks A7 SAF agdee,
AR The g e ddd B, "she] 7l oA AR FHEEA & obd APKOl df
& =77 7hestn® ASA tEEtelY s £ A £ =] dAlE AT Al
2 7l
A& Al wpolg] s WAl SR AHH 2 =
= TF Austa AFsA Wk deo

Aﬂ?ﬂ AMEE A% dREe 4G 90
o B2 m B =
[ 28y demoe eagae 549 Au Aol BF R EA ATF FEE
= =)
uq o

A gFge Bl SHoA 9
o 2utd o= al?ﬂM% B
7kt EubEo], A AZE 2}
ool wRy FeskA wEAT 2] ¢
ol cfzelAlelde] AA wiAlQl APK 3l

=
FF AHgAsh Azdl 44w A9e 2o
[e} s

o3t EAd tesly] 98] Al 7]ure] H

B —Le«‘ﬁ;oﬂ*i—t« APK?®] vy H~E ﬁ} 1S

LLM(Large Language Model)S 3 &

719 (MZEYeEn ARR 5y wg) ’\H i—:— 7<4 :LtH o] QUICk Flltera

¥ upy
B odTs JJr F7EARFAT R ARV Gt FHEA
K EATA (Project No. RS-2022-00165794, 40%),  Quick-Filter= o] ®do| A =33k

APKoﬂ H

& Al E
SHHCT§ A (Project No. Project No.2022-0-00701, 10%), 4 %F . . PO —
U AE S S F=oFal, olE LILME =
el =3 4] 7] 7] AL (Project No. RS-2023-00228996, 10%), ) 8+ (Al Fds FEShL, o8 °l
ICTA AT 474 A4 (Project No. 2023-2021-0-01816,10%) 2w XEES E3] Ao 3t F2Jox o7
‘3‘}7@*'% Q17 Z o+ A (P . 202, 2 =
i 7H 1 T34l (Project  No.RS-2023-00208460, Aol el orAAL mEA BEI = 9l &

30%)9] AYE wol g A9,

281



Z =l

211 WyH=E
U A A~E
golsta 1
HEtdoly st o|t}, o] I}
5, M AE, golaa
dolg, 1ui &N T Fo ARE T
Skt}. otz g o] = o A= AndroidManifest.xml3}
o] ALgEY 7)o ofEg Aol A
JojEr}, oA H

ox 9

[e

S IE PN

I

L~
N

v}

N
il
o

kN

T oo XN

i)

B=)

r -0, o
o

=
it
AC)

Y

2o &Lk

o 2 e
L
ot L

ofl ol
>

o

no

x5

o

==

I
i
it

2
rr
E
ol

o =2 B
o —1}14
O_|>L [U{Nv
o ot

i

4

.
o

5
to T

[>
m
o

Sl
L

o

oy T

o 0 o B T
o

—

2
+ o
N EIN

-

o
i
o o
i & 7

(ih)

rr

o o
@)
s
(o)

b o

N
ol

=

Hofo K o & of du (M 2 ko 2 19

s

bR o=

}31 Word2vec 7]%+9]

fol
Lo i
oy
o >
B r%

TCN(Temporal Convolutional Network)
S &8st} o] 96.24%< A

Vol.33, No. 2

W oolelolw thd 2 pY AT A%
oz AYH 1 gt [8l.

2.2.1 LLM(Large Language Model)

1) PaLM2

Google Bard9 gy Edlol PalLM2S &
Natdth. PaLM2e] E4 5t gl
Hl& 3 g A, w2 &9 v, 1
g w2 S Algtelth EdH AME B
gk m Al 2A o] 7}s sttt

2) GPT

OpenAI7} 7§43t GPTE €l AERUE ojy
oluj A A THEZ AFsH, AF Al
= =% 59 A HeoHE oldste T
HojEr, "AE AdAa® GPT+ H&
2 el mdEel PaLM¥} LLaMAX Y ©
v AeS HoEdh

3) CLOVA

2 g oo ot T

CLOVA: A4Hd #e 918 a4 Al =
T2, A e A g A4 55, W
B Q% Ael 5 ohad Hopld meAe I

ti3tsicy, =3, HyperCLOVA X2 CLOVA
StudioZ 3] 719EL A4 HoEHE 83}
o] Est¥ LLMS 723 4 9}

222 7483d LLM< o] &3 ot APK +#
A e g

F&stE LLMS o] &3 "ol &4
< datEe] wUdA~E HrI v g
th= Bolrh. meba, HAZA] wiy
74" APK ®F7F 7bsdit}. ol
Asste APor Ggdas A7
g A Qlo] Hgo] AHHE T

FxI

F

oN

52

R - )

o = (W
« Mo rlo

III. Quick-Filter ZH YYD =

Target
Application Manifest.xml

[=h -
| Permission Extractor

[ Prompt Manager

]

[ Model Finetuning ]

! LLM(Large Language Model)

i| pam2 | [ Uama2 |[ GpT4a |[ clova |[ ETC
‘\

uccess Fail
(Y/N) (ex. Unfortunately, Apologies,
'm sorry but, ...)

13 1. Quick-Filter Z#HAdY=a %



Vol.33, No. 2

¥ 1. Quick-FilterE &&3F o4 APK &/ 429
. LLM Models
Malwire SHAZ6 PaLM2 | cLovA X | GFT | GFT
IRTA £fd29c57df2fb49013dfad0cf4182921e 0 X A A
(Malware) | 6ec36df41d69a4ch7838b09a4ba779b
Xloader ada2808ef254¢39e70f74c93c7fd3b 74 0 X A A
(Malware) | 58eca439beebfc1520650fd0e3e34990
Wroba 83baZb1c0352ea9988edeb608abf2c03 0 e A A
(Malware) | 7b1£30482bbc05c3ae79265bab7a44c9
TeaBot a34c1e334e9d76e97h8e8acth88bbc4ds 0 X A 0
(Malware) | cbed7ab7fc3a62e2£348c940136778af
SpyNOTE | eec5096dfcab6824317863f9225¢29f6¢4 0 X A 0
(Malware) | b3442c48fefa62dc382e3569bcabab0
v2rayNG 1ab89f7fbc73c7118fc414c8e2a92425d X X X X
(Normal) 7e6b5d8a353431c0b63df987dcle70a
Psiphon fc77d4a5bae04a621fc32aab7fbf52d01 X e e X
(Normal) 774chba7dde9ed795ch 787156127396
Mitt3 1fbeb532b179199bcc251edOcc71e59e7 X X X X
(Normal) 8lac3flcdb8da3fb6a87el faa061{f367
Marketagent | f1fc57728f37ea2cd209ffafd16feb8c27 X X X X
(Normal) 4fadd8d4e7al6a103b7197e458bd55
27k Adse Quick-Filers [1% 113+ 4 971 wiel wele fags dg4e A
2t} Quick-Filter= &3td LLM 245 o] s}
tgIEe 144 BRE BAoz @k

P AAg dAdzE E/F ZHdae] §

53 2vh. Quick-Filterdl APK
@3k}, ©o]%  Permission Extractor
ste] APKoll Al manifest.xml 3} &
t}. Prompt Managere= & AAsha,
LLM =EdoA A7] &= Hallucination &7
WAsE7] skl n7l o] %9 PromptE A4
Al ¥tk F Aol Model Fine tuning &5l A

e
©

2 o o
AR
N
o gl

£ e i o

o

o 2 o

o O N td

£

o

N
N 1o, o=
ol ol ol
- - -
£

Quick-Filter&
21¢F 2ok -g7F Adste

A Ao, AARR BE Ao

g Boom
i

5ol
Prompt Managerel] 2|&] Prompt =7}

310
o=
G-3ste] ARSI ARge

ek [H oot B oM 8 ool W

283

d
Yes, the following Andro

The permissions 'RECEIVE_| i . EGROUND_S . _LOCK
*, 'ACCESS_NETWORK_STATE', 'SEND_SMS', 'RECEIVE_SMS', 'READ_CONTACTS' are
all dangerous permissions that can be abused by malicious apps. For exampl
e, an app with the 'RECEIVE_BOOT_COMPLETED' permission can start running i
n the background as soon as the device boots up, even if the user is not a
ware of it. This can be used to send SMS messages, read contacts, or acces
Js other sensitive data without the user's knowledge.
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android:name="qrymo.uiruv.vrnyxfzn"
>

</uses-permission>

<uses-permission
android:name="fjajuwon.ehsl.hbepj"
>

</uses-permission>

<uses-permission
android:name="gafwyc.chpky.hrmev"
>

</uses-permission>

<uses-permission
android:name="android.permission.WAKE_LOCK"
>
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