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Abstract

Recently container technologies have been receiving attention for efficient use of the cloud
platform. Container virtualization technology has the advantage of a highly portable, high density
when compared with the existing hypervisor. Container virtualization technology, however, uses a
virtualization technology at the operating system level, which is shared by a single kernel to run
multiple instances. For this reason, the feature of container is that the attacker can obtain the
root privilege of the host operating system internal the container. Due to the characteristics of the
container, the attacker can attack the root privilege of the host operating system in the container
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utilizing the vulnerability of the kernel. In this paper, we propose a framework for efficiently

detecting and responding to root privilege attacks of a host operating system in a container. This

framework uses a memory trap technique to detect changes in a specific memory area of a

container and to suspend the operation of the container when it is detected.
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