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ABSTRACT

Electronic documents are efficient to be created and managed, but they are liable to lose their originality because copies
are created during distribution and delivery. For this reason, various security technologies for electronic documents have been
applied. However, most security technologies currently used are for document management such as file access privilege
control, file version and history management, and therefore can not be used in environments where authenticity is absolutely
required, such as confidential documents. In this paper, we propose a method to detect document forgery and tampering
through analysis of file system without installing an agent inside the instance operating system in cloud computing
environment. BubbleDoc monitors the minimum amount of virtual volume storage in an instance, so it can efficiently detect
forgery and tampering of documents. Experimental results show that the proposed technique has 0.16% disk read operation
overhead when it is set to 1,000ms cycle for monitoring for document falsification and modulation detection.
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Fig. 1. Overview of BubbleDoc Framework
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