[= 2 SRR EIEE =2 X 20181 102

[elle: I

Hor g HE NS SHE

Security Threat Verification Automation Platform to Build and
Operating Secure Container Environment

A wlkEg ulby) e ol
Sang-Hoon Choi, Jun-Gyu Park, Ki-Woong Park

(05006) HEEHA] JRAT SE7 209 L)ty AR R 587} A A oA AR K sk
{csh0052, wnsrb3001} @gmail.com, woongbak@sejong.ac.kr

P
FZ Aelolye 78] 7P} wAlET e 5 e =9 theket AFE MR oA o2 sk ol
A1 IT AN B2 s W ok, kA9 Helofy 7|Wke] Zei-2 tee] AHlo||7t Ad S F-frab] wiie
o Afel= A FHe] rbeaiths wAIRY F okt si71AE ARSSkE ZHo|Y o|n|A| 7} tie] AREALe} Ffr 2
T Uths FAI T TR SHdA ] Bl 3ol EAlgtt. B w=iellAe okde Aol ] 75 B 9E
&l CISellA B3 Docker Benchmark £419] Hot A|FBAE 58 AFslel] A5 @ 4= I SHES A
et B =FollA At T A9 A Bl AT AE 97714 dE Uist AFsskE AE5S sk, ZAH oY
olw|xlef| tigk Hokd AEH Heloly AxElxe] g9E AT 5 e A BUHY 752 Algeith

Abstract

Containers are attracting much attention in the IT industry because they have the advantages of
lower operating overhead usage than existing virtual machines and stable operation in various
computing environments. However, there are security threats in various aspects such as a problem
that a container-based platform can be attacked through a side channel because of a single kernel
shared with a plurality of containers, and a container image using a vulnerable package can be
shared with a large number of users. In this paper, we propose an automated platform which
verifies the security checklist items of Docker Benchmark documents published by CIS for building
and operating a secure container environment. The proposed framework verifies 97 security
checklists automatically, and provides real-time monitoring functions for analyzing the vulnerability
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of container image and behavior of container instance.
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_ ) Docker
g M= Bench | Batten | Drydock
Security
Create a separate partition for
1.1 containers 0 0 o
1.2 Harden the container host
1.3 Keep Docker up to date [0) ]
Only allow trusted users to control
1.4 Docker daemon 0 0
1.5 Audit docker daemon [0) ]
Audit Docker files and directories
1.6 - /var/lib/docker 0 o
Audit Docker files and directories
1.7 - /etc/docker 0 0 0
Audit Docker files and directories
1.8 - docker.service 0 0 o
Audit Docker files and directories
1.9 - docker.socket 0 0 0
Audit Docker files and directories
1.10 - /etc/default/docker 0 0 o
Audit Docker files and directories
1 - /etc/docker/daemon.json 0 0 0
Audit Docker files and directories
192\ "2 usr/bin/docker-containerd 0 0 0
Audit Docker files and directories
113 - /usr/bin/docker-runc 0 0 0
Restrict network traffic between
2.1 containers 0 0
2.2 Set the logging level O O
Allow Docker to make changes to
2.3 iptables 0 0
2.4 Do not use insecure registries (0] [e]
2.5 |Do not use the aufs storage driver 0] (0]
Configure TLS authentication for
26 Docker daemon 0 0
2.7 | Set default ulimit as appropriate O O
2.8 | Enable user namespace support [0)
2.9 Confirm default cgroup usage 0]
Do not change base device size
210 until neede 0
2.1 Use authorization plugin 0]
Configure centralized and remote
212 logging 0]
213 Disable operations on legacy
: registry (v1)
214 Enable live restore O
215 Do not enable swarm mode, if not
: neede
216 Control the number of manager
: nodes in a swarm
217 Bind swarm services to a specific
: host interface
2.18 Disable Userland Proxy )
Encrypt data exchanged between
2.19 | containers on different nodes on
the overlay network
220 Apply a daemon-wide custom 0
: seccomp profile, if needed
Avoid experimental features in
21 production 0
Use Docker’s secret management
2.22 | commands for managing secrets
in a Swarm cluster
223 Run swarm manager in auto-lock
: mode
224 Rotate swarm manager auto-lock

key periodically
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g= HREs Bench | Batten | Drydock = MFES Bench | Batten | Drydock
Security Security
31 Verify that docker.service file o) o 5.1 | Do not disable AopArmor Profile ]
ownership is set to root:root 5.2 Verify SELinux security o o o
Verify that docker.service file : options, if applicable
3.2 permissions are set to 644 or (0] 0] Restrict Linux Kernel
Vet :;o;edres:ncuvek T 53 Capabilities within containers Y 0 0
33 omevrshi% S oot 0 o) 5.4 | Do not use privileged containers 0 0
Verify that docker.socket file Do not mount  sensitive host
3.4 permissions are set to 644 or 0O O 5.5 system directories on 0 O
more restrictive containers
35 | Verify that /etc/docker directory o o 5.6 | Do not run ssh within containers
ownership is set to root:root 57 Do not map privileged ports o o
Verify that /etc/docker directory : within containers
86 perm'ss'n%}sé ?gitfl‘zﬁfv‘; 755 or °© ° 5.g| Open only needed ports on 0
Verify that registry certificate fil ' container
erify that registry certificate file 7
37 ownership is set to root:root 0 0 5.9 Do not share the host’s 0 0
- - — - : network namespace
Verify that registry certificate file — -
3.8 permissions are set to 444 or 0 0 5.10| Limit memory usage for container o) (6]
more restrictive 511| Set container CPU priority 0 0
3.9 | Verify that TLS CA certificate file 0 0 ) appropriately
ownership is set to root:root 512 Mount container’s root o o
310 Verify that TLS CA certiﬁﬁf file o o : filesystem as read only
. permissions are set to or — - - -
(e Bind incoming container traffic
- more restrictive 513 to a specific host interface 0 0
Verify that Docker server 7 - 7 -
3.11| certificate file ownership is set to ¢} ¢} 5.14| Set the ‘on-failure’ container 0 0
root:root restart policy to 5
Verify that Docker server 5.15 Do not share the host’s 0 0
3.12| certificate file permissions are 0] 6] | process namespace
set to 444 or more restrictive 5.16 Do not share the host's IPC o o
a3 \‘/fgnfv tEat ?locker sen/ﬁ_r ) o o ) namespace
. certificate key file ownership is Do not directly expose host
v .fsethto ;ootl;root 517 devices to containers 0 0
erify that Docker server - —
3.14| certificate key file permissions 0 o] 5.18 Override default ~ ulimit at 0
are set to 400 runtime only if needed
Verify that Docker socket file 5.19| Do not set mount propagation 0
315 ownership is set to root:docker 0 0 mode to shared
Verify that Docker socket file 5.20| Do not share the host’s UTS o)
3.16 permissions are set to 660 or (0] (0] y namespace
more restrictive 521 Do not disable default 0
317 Verify that daemon json file o o : seccomp profile
ownership is set to root:root 5o Do not docker exec commands
Verify that daemon.json file : with privileged option
3.18 permissions are set to 644 or O 6]
more restrictive 5.23| Do not docker exec commands
Verify that /etc/default/docker : With user option
319 file ownership is set to root:root 0 0 5.24 Confirm cgroup usage 0
Verify that /etc/default/docker 5.25 Restrict container from o
3.20| file permissions are set to 644 or 0] 0 ) acquiring additional privileges
more restrictive 5.26| Check container health at runtime 0
4.1 Create a user for the container [0) ] [0) Ensure docker commands
4.2 Use trusted base images for o 5.27| always get the latest version of
' containers the image
43 Do not install unnecessary 5.28 Use PIDs cgroup limit 0
i packages in the container g
5.og9| Do not use Docker’s default o)
4.4 | Scan and rebuild the images to - bridge docker0
: include seourity patches Do not share the host’s user
45 | Enable Content trust for Docker 0 5.30 NaMmespaces o
Add HEALTHCHECK instruction
4.6 N Do not mount the Docker
fo the container image 531 socket inside any containers o
47| Do g?é#g?nu&%atgognksém%'O”S 0 Perform regular security audits
6.1 of your host system and
48 Remove setuid and setgid containers
: permissions in the images - -
6.2 | Monitor Docker containers usage,
49| Use COPYDE”CSI}:gﬂeOf ADD in 0 - performance and metering
- 6.3 Backup container data
4.10 Do not store secrets in —
Dockerfiles 6.4 Avoid image sprawl 0 0
4.1 Install verified packages only 6.5 Avoid container sprawl o) O
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CVE: CVE-2016-6662

Abstract: Allow attackers te {remotely]
inject malicious

Patch: MySQL 5552 update

| Image list
¥ Ubuntulatest
» Apache24.34
» Mysgl6.0

* Sparklatest

» mysql:3.0

Up:
O =N
— ! W

Mysgl:3.0

Image
Verification
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Image pu

" Local Dacker
Image
Storage

Image Verification

Dacker Engine Module

Kernel
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Emvironments Verfy :

‘ Application ‘ ‘ Application ‘ + Ubunty
+ Apache

App-Libs ‘ + Mysql
‘ * Spark

Image Verity

Instance tracer

Securty Validation Scanner
A

App-Libs ‘ ‘ App-Bins

hbcoltamer Docker Engre libcontainer

‘ App-Bins

Dockerd Dockerd + Hadoop
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