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Abstract

In the current role-based privilege management infras-
tructure (PMI) scheme based on X.509, a verification server
should verify a chain of attribute certificates (called privi-
lege delegation path) for a verification request. It makes
the server adopt verification cache to reduce an elapsed
time taken for handling repeated certificate verification. In
previous cache scheme, one cache entry has a verification
result of one certificate. Unfortunately, this approach do
not restrain the increase of verification time as a result of
the increasing length of privilege delegation path. This pa-
per presents a design and analysis of the delegation-path-
based verification cache. In our proposed cache, an entry
has an integrated verification result of all certificates in a
valid privilege delegation path. Using our proposed cache,
a verification server can leave out further lookup of cache
when the cached verification result of the delegation path
to be verified is found. The performance evaluation con-
vinces that this cache yields a 46% to 62% reduction of the
average verification time of a privilege and a 4 to 23 times
higher throughput in comparison to conventional certificate
cache.

1. Introduction

Authorization systems play a key role in achieving a
high security of computer users, and thus various ubiqui-
tous services need to build authorization infrastructure to
protect privacy-sensitive resources from unauthorized ac-
cess. We have implemented a campus-wide ubiquitous en-
vironment, U-TOPIA [11], which consists of various ser-
vice devices such as U-Kiosks, U-Print, Zigbee-enabled ap-
pliances. In our environment, users access these devices
using our wearable computer platform, UFC!, under au-

'UFC : Ubiquitous Fashionable Computer [8]

thorization system. In U-TOPIA, most service devices are
resource-constrained though the verification procedure is
CPUe-intensive job. Thus we hand over the verification pro-
cedure to several resource-rich servers to enhance verifica-
tion speed.

Since the number of services for campus members in-
creases and the majority members are students with sched-
uled lectures, service users try to use their privilege in a
specific time period. For example, when a lecture having
hundreds of students is about to begin, then the verification
servers receive substantial service requests in a relatively
short period of time. As a result, the converged load of
authorization process increases latency of the users. Thus
an efficient authorization system is necessary to provide the
authorization with proper latency.

As a fundamental way to enable authorization, role-
based privilege management infrastructure (PMI) based on
ITU-T X.509 attribute certificates (ACs) [1, 2] is used due
to its ease of integration with public key infrastructure (PKI)
and the convenient management of privileges.
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chain in role-based X.509 PMI
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However, the authorization infrastructure is based on
certificates that require verification of digital signature, thus
the increase of the number of certificates that need to be val-
idated leads to the increase of user’s latency. Figure 1 shows
an example of privilege delegation path in the role-based
X.509 PMI. To verify a privilege of the end user #2, all
ACs in role specification hierarchy, ACs of manager, and the
ACs of commanders between the end user #2 and the SOA
(Source of Authority) have to be verified. If a commander
is inserted into the delegation path, highlighted as gray box
in Figure 1, ACs of the inserted commander and the ACs of
the commander’s role specification hierarchy also have to be
verified. In addition to this, the centralization of offloaded
CPU-intensive job to the server depletes the server’s CPU
time, which causes long latency for user to use the privi-
lege. Consequently, these overhead degrade throughput of
the verification server.

In PERMIS [3] project, the problem is partially solved
by integrating certificates in role specification hierarchies
into one policy AC written in XML. That approach reduces
the verification time of a privilege by reducing the num-
ber of signature verifications with policy AC. As a solution
about the depletion of CPU time in server, credential cache
[9] reduces the expected number of CPU-intensive job by
caching verification results. However, the cache does not
restrain the increase of verification time as a result of the
increasing length of the privilege delegation path.

This paper presents a new privilege verification cache to
accelerate the verification procedure. More specifically, this
paper focuses on the performance enhancement of cache in
verification server with two ideas. First idea is that every
privilege delegation chain can share some of the verifica-
tion result of other delegation path. For example, when the
end user #1 and the end user #2 have the same comman-
ders (commander #1, #2), the two end users can share the
same delegation subpath composed of the commander #1,
the commander #2, and the SOA. Hence the verification
server can use verification results of the certificates in the
shared delegation subpath whenever the two users’ privi-
leges are verified. Second idea is that we can cache the
verification result of all certificates of a delegation path into
one cache entry because a privilege is valid if and only if
all certificates in the delegation path are valid. If the verifi-
cation server uses the cache proposed in [9], the server still
has to lookup entry of next certificate in path. But, in our
approach, the server does not have to repeat cache lookup
and verification when cache hit occurs because the hit entry
contains all verification results about the delegation path.
Thus we reduced the average number of signature verifica-
tions for verifying a privilege of user.

The use of these ideas yields a 46% to 62% reduction of
the average verification time of one privilege, and thus a 4
to 23 times higher throughput in comparison to traditional

certificate cache. In addition to this, the number of LDAP
(Lightweight Directory Access Protocol) [13] requests for
delegation path discovery is also reduced. This paper ana-
lyzes the throughput of server and performance impact of
this cache in detail.

The rest of this paper is structured as follows. Section 2
describes related works including standards and researches
in this area, followed by description of notions and archi-
tecture of proposed privilege verification cache in Section
3. Section 4 describes results of performance evaluation.
Finally, Section 5 draws conclusion of this paper.

2. Related Works

The verification overhead of the delegation chain in
role-based X.509 PMI standard was found by Knight and
Grandy [7], and this was also noted by the authors of
RFC3281 [4]. But delegation of authority is one important
feature required in the secure organizations, federations,
and virtual organizations, there are some efforts to make
delegation of authority more efficiently. Offloading CPU-
intensive operations from resource-constrained devices to
the resource-rich servers is an obvious solution to reduce
power consumption of service devices and service response
time. In RFC3379 [12], a DPV (Delegated Path Valida-
tion) server takes certification path validation process from
clients and returns the validation result. It is useful at the
point of view for its acceleration effect by offloading cer-
tificate path discovery and path validation to server. How-
ever, it concentrates on offloading principle of validation
operation so that there is no consideration of arising prob-
lem, centralization of CPU-intensive operation, in offload
server. Centralization of offloaded CPU-intensive opera-
tions causes longer response time of service devices. Be-
cause the digital signature verification of a certificate is a
CPU-intensive job, centralization of the certificate verifica-
tion procedure depletes CPU cycles. Then the delayed time
by reason of wait to get CPU time for processing is shifted
to users. Finally, the users are forced to wait during the
delayed time.

Use of certificate cache for the verification server can
solve this problem by caching current status of creden-
tials, that is, validity of X.509 certificates. Online cer-
tificate status protocol (OCSP) [10] defined in IETF RFC
2560 describes a network protocol to verify the validity of
an X.509 public key certificate. Under OCSP, a verifica-
tion server, OCSP responder, receives verification requests
of certificates and replies the current status of the certifi-
cates. To accelerate the verification procedure of the cer-
tificates, RFC2560 allows the verification server to deploy
a certificate cache to manage status of already verified cer-
tificates. Though it is essential for the server to reduce the
verification time, there is no detailed explanation about the
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implementation of cache. The OCSP only represents a com-
munication protocol between verification server and related
clients, and it is the administrator’s responsibility for the
use of certificate cache to enhance server’s performance.
Furthermore, OCSP burdens the resource-constrained ser-
vice devices with protocol overhead and the OCSP respon-
der have to sign all responses which depletes server’s CPU
cycles for the verification requests. Server-based Certificate
Validation Protocol (SCVP) [5] which supports certificate
validation also has same weak point.

Jiangtao et al. [9] proposed a credential cache to de-
fend the DoS (Denial of Service) attack which depletes CPU
time. The contribution of their work is reducing the num-
ber of signature verification using the credential cache to
reduce latency of the service user. The credential cache is
effective to secure CPU time to serve more verification re-
quests, but it can be enhanced. Because it does not consider
the fact that the privilege verification is performed by veri-
fying multiple certificates along a delegation path from end
entity’s certificate to trust anchor. Our work starts from this
point.

3. Proposed approach : Path-based Verifica-
tion Cache (VC)

We present a novel caching mechanism for maximizing
effect of caching valid certificates’ verification results. The
cache entry containing verification result of entire delega-
tion path of a privilege makes it possible for service users
to reduce the latency of the verification procedure.
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Figure 2. Overall scheme of proposed path-
based verification cache

3.1. Cache Entry based on Privilege Dele-
gation Path

Once a verification procedure along a delegation path is
completed, the verification server inserts verification infor-
mation of the valid delegation path into a cache entry. Fig-
ure 2 shows some part of caching procedure of valid dele-
gation path for the end user #2. When a privilege of the end
user #2 needs to be verified for the first time, the verification
server verifies a certificate of the end user #2, the comman-
der #1, the commander #2, and the SOA sequentially. After
the completion of the verification procedure, three entries
are inserted into the cache. The first one contains a veri-
fication information of the delegation path between the end
user #2 and the SOA. The second entry contains information
between the commander #1 and the SOA. The third entry
holds information about delegation path between the com-
mander #2 and the SOA. Therefore, the verification server
can reuse the second entry for the privilege verification pro-
cedure of the end user #1. Both cache schemes maintain the
same number of entries as many as the number of certifi-
cates in the delegation path without the SOA.

struct _entry {

PATH delegation_path;
SERIALS certs_in_path;
TIMEPERIOD validity;

TIMESTAMP last_valid_timestamp;

CRL_LOCATIONS cridist_point;

Figure 3. Fields of an entry in path-based ver-
ification cache

Figure 3 shows fields of a cache entry. The first field con-
tains a pair of AC’s serial numbers, (start AC’s serial num-
ber, AC’s serial number of the SOA), representing a valid
delegation path. We use a fingerprint value of the first field
as a key for cache lookup because of the serial number’s
uniqueness. The second field contains all serial numbers of
ACs included in the path for deletion of the cache entry. The
third field conveys a maximum time period that all ACs in
the second field are valid according to the Validity field of
each AC. Because the cached entry is valid only if all ACs in
the entry are valid. The fourth field contains the latest times-
tamp when the field is certified as valid. After cache hit, the
verification server has to look up certificate revocation lists
(CRLSs) to assure that all ACs in the path are not revoked.
But there is no need to search CRLs published before the
time when the entry is certified as valid. Thus, the hit entry
contains timestamp when the entry is verified last. The last
field contains CRL distribution points of whole ACs in the
second field of the entry. If all ACs in the second field have
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noRevAvail extension, this field has nothing.

The above cache entries are indexed using hash with a
key value of the delegation_path field. Insertion of entry
occurs when the new subpath is created by the signature
verification of certificates in the delegation path. Removal
of entry occurs when the entry expires or invalidated certifi-
cates are found during CRL lookup. The verification server
searches index with the fingerprint value of the key, and tra-
verse the list until target is found or the last entry is identi-
fied.

3.2. Privilege verification procedure

Figure 4 shows the verification procedure of the pro-
posed delegation-path-based verification cache. The veri-
fication procedure is a combination of a CRL lookup and
a recursive work composed of cache lookup and the vali-
dation of uncached certificates. The procedure starts with
entire path between an end user and the SOA, denoted as
sp(n), where n indicates the number of certificates in the
path. The first thing is calculating fingerprint value of the
key representing sp(n) and searching the target path in the
cache. A pair of two serial numbers, (serial number of the
end user, AC’s serial number of the SOA), is used as a key.
If the cached entry is found, the privilege verifier inves-
tigates whether the entry expires or the certificates in the
entry are revoked. The privilege delegation path in the hit
entry is determined as valid when the entry passes those in-
vestigations. However, if there is no such entry in the cache,
recursive verification of individual certificates has to be per-
formed. In other words, if the verification result of target
path is not cached, the verifier verifies one certificate which
the delegation path starts from. If the certificate is valid,
then the verifier creates subpath by subtracting already ver-
ified certificate from the target delegation path. Then the
key for cache search is (serial number of next certificate in
the path, AC’s serial number of the SOA). The verification
result of generated subpath is searched in the next cycle of
the verification procedure. This recursive procedure ends
with two cases. One thing is when the hit cache entry is
determined as valid after CRL lookup. The other thing is
when the AC of the SOA is verified.

After cache lookup, the privilege verifier has to confirm
that all ACs in the hit entry are still valid at the verifica-
tion time. To achieve this, the privilege verifier retrieves all
CRLs from distribution points in cridist_point field of the
hit entry. Then the privilege verifier looks up serial num-
bers in certs_in_path field from the CRLs. If no one is found
in the CRLs, the path is determined as valid. But if one of
the serial numbers is found, the cached verification infor-
mation is useless, so the entry is deleted and the path is
determined as invalid. The final procedure is inserting new
entries about the valid subpath, if exists. When the entries of

subpaths sp(n),sp(n—1), -+ ,sp(n—k+1) are not in cache
but subpath sp(n — k) is in the cache, the entries about sub-
paths, sp(n),sp(n—1),---,sp(n—k+1) are inserted into
the cache.
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Figure 4. Privilege verification procedure
with path-based verification cache. n is the
number of certificates in a path and k is the
number of cache miss.

3.3. Comnsistency of cache entry: delayed re-
vocation check

To achieve the consistency of cache entry, we delayed re-
vocation check procedures of certificates in the hit entry to
ensure validity of the cached verification result. A cached
verification result is a snapshot about the status of the cer-
tificates at the cached time. So, the validity of cached veri-
fication results cannot be assured at the verification time. In
addition to this, a privilege is verified based on the path in
the proposed path-based VC, CRL lookup cannot be done
with each certificate’s verification. As a solution, we de-
layed CRL lookup procedure of all certificates after cache
hit. This procedure, called delayed revocation check, is
shown in Figure 4. When a delegation path is hit, then the
verification server retrieves CRLs recorded in crldist_point
and verify whether certificates in path is revoked after the
time in last_valid field of each entry. After checking all
CRLs, the validity of the hit entry is confirmed.

4. Performance Evaluation

In this section we show the performance evaluation re-
sult of our delegation path based caching strategy in com-
parison by simulation. Our simulations were carried out on
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an Intel 4-way 3.40GHz Xeon processor machine with 4GB
of RAM running Linux Fedora Core 5. We assumed that
every message transmission is secure and the verification
system has already public key verification infrastructure for
user and attribute authorities.

The experimental environment consists of four compo-
nents and communicates with each other. When an end user
tries to use his privilege to get a service, a service device
sends user’s information to the verification server. Then, the
verification server investigates whether the delegation path
is valid. The procedure includes retrieval of ACs related to
the end user’s privilege from directory server? including re-
vocation information. Then the verification server replies
verification result to the service device in a secure way. The
service device reacts to the request with the verification re-
sult as if the service device verified user’s privilege of its
own.

Because this proposed method is for the U-TOPIA envi-
ronment in KAIST campus, the target authorization hierar-
chy reflects the organization of KAIST. We have assumed
that a privilege of a graduate student is delegated along the
real path? according to the organization chart for KAIST.
We have also assumed that 2 to 4 levels of hierarchy are op-
tionally required to manage hierarchy among students. So
we decided that the maximum delegation length of a privi-
lege is ten, the number of policy AC for all privilege is one,
and the number of CRL is one with one revoked certificate.

We implemented a path-based verification cache based
on Figure 4 using C language. The following results are
generated from the simulation with the implemented codes.
For the measurement of server capacity, we assume that ver-
ification requests arrived at the server with Poisson distribu-
tion.

In the following subsections, we show how the
delegation-path based caching method affects verification
delay and server throughput. Then we also show simple
calculated results about the effect of the proposed method
to the certificate path discovery. In those results, we refer to
Jiangtao et al.’s method as CredentialCache, and proposed
verification cache as Path-based VC.

4.1. Elapsed time of privilege verification

Table 1 shows the number of cryptographic operations
required to verify a privilege on each works. In this table,
n indicates the number of certificates in the path and j indi-
cates the number of policy ACs for the privilege delegation
hierarchy. p means the hit probability of the verification re-
sult for each one certificate. Note that the verification proce-

Directory server stores attribute certificates. We assume that LDAP
directory server is used.
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dure of a delegation path followed description in RFC2459
[6]. But we neglected other operations in verification pro-
cedure because those have little portion of operation time
in comparison with signing and signature verification oper-
ation.
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Figure 5. Verification time comparison of one
privilege of a user according to the length of
the delegation path. The p is hit probability
of the cache.

Figure 5 shows that the reduced number of signature ver-
ifications results in significant reduction of the verification
time of one privilege where the delegation path lengthens.
When the hit probability p is 0.9 and the length of the del-
egation path is one, the proposed cache scheme reduces
verification time of a privilege to 13.6ms in comparison to
the verification time, 25.5ms, of CredentialCache. Further-
more, even the length increases, proposed path-based VC
restrained the increase of verification time despite the result
of the CredentialCache increases. When the length of del-
egation path is ten with same hit ratio, the proposed cache
yields a 62.2% reduction of verification time of one priv-
ilege in comparison to the CredentialCache. This reduced
verification time make the verification system more scal-
able for the decreased relevance between verification time
and the length of the delegation path.

Figure 6 shows the throughput of one verification server
represented as the number of requests responded less than
500ms. 100,000 requests were used for the experiment. Be-
cause the proposed cache scheme reduces the required veri-
fication time of one privilege for one user, more users can be
served by one server on time, represented by the throughput
of the server. For the path-based VC with hit probability
0.9, server throughput is almost 20 times larger than the
CredentialCache, though it has large deviation. The large
deviation of the server throughput is the weak point of the
proposed path-based VC. It is because entries have same hit
probability despite each entry has a verification result about
different length of delegation path. We left the reduction of
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