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A Design of Deep Neural network-based Network Intrusion Detection System
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Abstract

Recently, deep neural networks (DNNs) provide the good performance for image recognition,
pattern analysis and intrusion detection. In this paper, we analyzed experimentally the success
rate of detection by manipulating various parameters for intrusion detection method of deep neural
network. We used the KDD CUP 99 data set, which is a widely used intrusion data, and modified
each parameter using the TensorFlow machine learning library to measure the detection accuracy.
We also analyzed linear regression (LR), naive bayes classification (NB), k-nearest neighbors
(KNN), decision trees (DT) and random forests. (random forest, RF). We analyzed the parameters
by modifying the number of nodes in each layer, the number of dropouts, and the activation
function. Experimental results show that DNNS has the highest detection with 93.8% accuracy
with 5 hidden layers.

1) Az

ERETYR 2019, 09, 23 AARIAF 2019, 09. 24 AASHUA 2020, 02. 21



IE]
aoTT o

SR ERE SIS

=

==X| 20204 28

719 = AdFAA 2=,

AFEUIES A, 71A1g<s, KDD CUP 99

Keyword: Intrusion detection system, Deep neural network, Machine learning, KDD CUP 99

1. A&

A% 7142
(information and communication technology,
ICT) o] H&rz s ek sAgr ol2iet 4
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ol-gsto] olulx] Q14 [5], 73 14 6], HE 4
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Aelehs BElE o] fr o] BEE Algto] 4
A B E sk 7S waled et o
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7} 59 »==< Dropout, 33} &<, epoch 4=
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T WA Z WEL Al A AH-E= KDD CUP
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A9 A0 ZHE Wolslr| 218k ofe] 7H#] W
SFAEN]15] Foll FHBAAAE 1] &

ede] gt vi-S o]8sto] e BHlskaL
ApFsh= Al2Elo|t}, o] AARRE- F(rule) 7]HES.
2 29lS B3] LLH_?_oﬂ AR 07 AE)
(false detection) 7} 35 Holt} o] e~
ATl E 34 HES vk wAled Vles
ol gallA &4 S Aeletal ZxEA (false
detection) & &AWz}t olesh WAl 27 |es
A2l vy © g AL EWE] HAl (support vector
machine, SVM) [16], SJAFE% E2](decision tree,
DD [12], wloJAQF w57
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SYAHES Foto] tlolE fAMIS Zhe S

AFsF3ith Hatim et al. 917+%1[18]> k—means
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AR [19]-& deep belief network (DBNs) 2 ©]

gato] IYEAsh= WS Hol53lal, SVM &
dntt £ o 6% /MY Aes 7FASI E uE
ATE Jo et al. AT[20] 2 forward additive
neural network (FANN) %} 7] SVME2e] 4
W= vlaste] JAYEAshs A5 ARsiGlt
FANN &7 3}H(back—propagation) 2] FoFd<
B eksto] Ak dharglFolth. FANNS- SVME
o & o 2 Jgis} $HES HojErh
Held Bes o]§8h JIEA] Atellx thszs
O F 4714 A7} lk WA, Kim et al.[21] <A
Tl SJaia Held el o] gk HYEAAAE]
o tisto] Akt o] A
unsupervised,
supervised, reinforcement 5ol th3t Tkt o
PR Es o] 8 IYFAAAES FA8IGIH:
+ WAZ, Mathai, K et al.[22] 97732 state
preserving extreme learning machine (SPELM)
daelEE o]8sto] 7| Deep Belief Network
(DBN) ¢arglgrnt & 9 Adeo] 7ide Zle B
o}F%tk. SPELM €aEl5e d=ils], B3t
A2 HIELA HEA] Q12ell Ak 4= Qltt o]
A% NSL-KDD dloJefAle] thste] SPELM
WS o]88lA 71 DBNe] 52.85 Al B4
£of vlal 93.2% BAE = 7FASITE Al A
Z, Aggarwal, Preeti et al [23] 94%-& KDD
CUP 99 HlolE|E o]&sto] A el st
o] A7sIGlth o] dAellA= KDD CUP 99 Hlo]
BE Aste] ofe] 719 class labels w413191
t}, 0|23l class labelel thate] 17158E 47) 5
attribute  class=  ®Alell 188t Random
forest, OneR, Naive Bayes HP o] tjslo] &4
(detection rate) 2} Z3HA] (false detection) &
AT o] gt 48 EEllA o attribute
7 7V T3 7R ol Al A Stk
vl WAIZ, Gurung, S et al [24] A7 NSL—
KDD Hlo[HAE o]gato] UESA FYeA
el ARl o] A-elA= sparse auto—

encoders W02 wjele]| tfsir -G5S shar

o] A= supervised,
semi—supervised, weakly



SIEAMCIE TS 2K 20203 0H

sparse auto—encodersE E3|A sh5H AREA}
o] = El-S |ogistic regressions Za4 B4
sk WS ARt o] WS F3EllA 87.2%

1] &2 e BTt

tloJE| Al SHelA, Held 7S o83t HY
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Ozelr, Atilla et al [25] 7% 2F =20 =%

A, Aol A ARE-E= dlo]EjAlel KDD CUP
99, NSL KDD, DARPA® tslo] #4928 313tk
T3k o]yt HolElE ol&ste] BAE A&
SVM, LR, DT 59| s=3t0] "W o] =Fo] 2%
=4 B899t - WAE, Meena, G et al [26]
102 KDD CUP 99 ©lo]ElAlz} NSL-KDD
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3. AR

Held 7Y Fof] drdulEYAE o] &5
< U HAERS olgste] e Rdlo]
Vigneswaran et al. A4 [32]oM= Z
(layer) ol mhebA] HYEAAIAE L] sS4
U8-& whsieint s T HyrdulES A
= 7t 5 W odet 7 T B, 843 S
dropout, epoch Sl thekst gebn|e 7} &) sk},
A28 AR} 7ol A ofw gt shetu]E 7t ]Itk
A ~Ele] QGJ3kS = Aol disk U185 o3l
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(28 1) 7 o] GrdulES ] tish A8
TA1L 9lEZ=(input layer), Y3 (hidden layer),
=95 (output layer) 0= 77d%°] vk 495
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ArkElo] Yepdt, 714 0% 84
ol Tl =3t 7R 9] Fofl SJsiA
AAAE @Al =H S0k 1L 2894 ¢
e o wEUESIE oldd A S
gradient descent 2} back—propagationS AR
B HAo] B E 2o mM, ZF ol 9l
© HA9 s E ofe] W] SIS Sl
A AR Euzit, wEUE A9 e shgo]
Elof| o]EHo]7] wiite] ghsHlolE| o] HAEsh=
o] FQsitt.

o

[o Jm b o [ 32 2
1o
o

H ook

weighted link neuron

Hidden

(T 1) EREUENTe 7

HrdulE Aol 3== sebrle et 44
QAEL &3} - (activation function), =%
o} (Dropout), BiX] AFo]=(batch size), HH=-3]
Z(epoch), ZF 2] ==<(Number of node), &
Y39] S74=(Number of hidden layers), &4
s} dae]F 5ol itk WA, &3t
function, sigmoid function[33], ReLU function
o] Ao FE Ut} o] = sigmoid functiond}
ReLUE HHAA S ZE AMEEY, sigmoid function
S 0 1Abele] e e vy seEA,

e

U step

s

1

T ltet
+ gradient vanishing ZAIE a4 37| $18liA AL
SH= FoR 54 dAA o3 welle= y=29
12} A& o7 =713} gradient vanishing ¥415
sl dskz W oR AMgEL)E T HAR, Sy
(Dropout) < M3 ¥ (over—fittig) & =7| £t
o2 HJrduEQ ) 8t T o, dHY
sHAl 54 Tt Shgehe S WelghomM,
Fo| 54 tlolHol| A5E= @S Holth Al
WA 2, 855 (learning rate) = gradient decent

Axel o, s @A EATE WSk vlE
24, A% stgES Ashs Aol Fasith U
I Z A9Qof= overshootingsle] WHAlel= du}
= 7PHe 1 YH 2o ™ local minimum A9
oA FHAghs 3] Freks A7) Egsi ol
A= 7F 5] 1wl = 3 Toll ddE sl

NFS Sulsta 7t Z9 frE 2959 & AT

S(t) 9] g2 zh=t} wbde] RelLU

Sk
o

=
=

L
R

= oujsit). FHA st daglEe erHE 4
sk ufj, 943} (back—propagation) & E38l4] 314
Hed o duEss gEF AP
(Stochastic Gradient Descent) [34] ¢4} Adam
U P|E[35] 5= AREEITE
5. 4887 9 4849

HrdUES IS o] &t AYFAAIAES] A
s wAEP] Sl Ao R dAMERS-
(Tensorflow) ™Aleld zlo]|2 2] [36] & A
sl o, A= Intel(R) Core(TM) i3—7100
CPU @ 3.90GHz9} GPU* GeForce GTX 1050
= AHgeIsith AduolH Al == DARPACIA
Azt 417H4] HS3o] 3= KDD CUP 99 |
O AlE Egste] AFE sISITh olefdt AHS
3 ArdulECIA 7} sletulElel <8t A
so] oA = A At

5.1 dlelel)
Hlole A& DARPA iz 13ie] 98|A] ID B}



= 9J&ll MITell )= Lincon Labsel oJaiA vHs
oJ5it}. o] tlolEAe] FQ HAL- D] AT-E
Aakal Agske o] AREESITE tisEA]R] Holy
Ao zH, vrekst ol el Egsto] AR
5 33 Ao s 288 Sl ol Al
olt}. dloJEA[14] oA A&== 10% S7H H]
olgAle F7} Agato] Ega3ith 1999k
Ak KDD CUP 99 [8] ®llolef Al ey
o] z ol Moz AREE AL 3lth DARPA
9] ID H7k= UNIX == 100070 oVl 95 &
Qb A%A O & LAN 7|9be]l g-rollA] F2€ UE
¥3 Arolu, TCP dlolElE F%3}o] training
datax= 77, test datas= 25°7F A4 10098 2] A
GA}Z5E] Woba] KDD CUP 99 Hlo|E|AlS: A4
aF3ick MIT 17-4ellA DARPASE AFLRLY #]
A& Woba] HoJEAE eIt on, o] Holy
Ae] FA1E 771 €] Av] 2.9 32709 F A *
Fsfe] & 30071¢] &4 AlEHlel s 7FssiAl o
= Zlo|th

AN 2EE B7keb] flstel KDD CUP
99+ g AREE] gtom 41709] feature® -
Aeo] vk AR AEHCIHYE FHES
DoS (Denial—of —service attack) 32, U2R &
7} (User—to—Root attack), R2L 32 (Remote—
to—local attack), Probing 342 IA T&3
t} DoS2 34Eo|| oW =t devs w2 oF
o] "olH& Alaato] 4291 M| Alg-E At
HIA7E 32 Bjolt) = MAlR UZR 348 A
EALe] 71E HE E3lA root WA gda)
© &7 Yot Al WA= R2L 22 A 9l
= AR gl A Aske doar #iFl
= BUe 34 WS gujsith v WwAE,

KDD CUP 99 HoJE|A 3714 15 0% w5+
Ht} WA basic features 2= TCP/IP M EY

Aol 35T 4 Y SHES Juld), T wA)

= traffic feature:= 27X 2 FAIES] Y= H),
2 SAE 7S dA A5 w4 SRS
Zbe SAEIRS Ad 2% B3t &R AL
st A}, BF, AB|s SAAY 55 HolErh
Hof| Uk AH| A 75 ARl A4 7 Fdst
HIAE A 2% FRFe] A4 HAalsieh Al W
= content features:= 27181 A9 34 FEI]
A&k Sl ol tist AIARAR] QA4S Ko

=
<t

5.2 HwvlEN
zt sEh el ojate] HirdulES] 1ol thet A

s 8] flsto] Hde BAshs HirdvlE

B¢} 720l w7} B Asg ST |
TFAUENTSY 2ol 4 29FY NeE
DNN 17} layerol| X8 77} layer7b<] ZH2+e] A
oo BB 38 243 g5 /3 2714
= 247y 283 s 3k =HolE, Epochs thEA

sjo] AABAALH A5S wlaskoick

(B 1) Iv2dERTe =

2t &9l H # X2k
Fully connected layer 1024
Fully connected layer 768
Fully connected layer 512
Fully connected layer 256
Fully connected layer 128
Fully connected layer 64
Fully connected layer 32
Fully connected layer 1
Fully connected layer ReLU / Sigmoid function

(&% 2) B7REUESZ zi2folE

H & 5 o SRz
Optimizer Adam
Learning rate 0.01
Dropout 0.01/0.05/0.1
Batch size 64
Epochs 10~100
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5.3 X% 3%

0o - Accuracy
BTN et 55 Tk g > Preciin
—+— Recall
QAE E8A S A% (Accuracy) = -+ F1score
AA FIE FolA 8] Est IR oE 1004 )
2 9wt YU = (Precision, P)+ TP(True <
N N = g5 T
positive) & FP(False positive) g+2] TP2] Wi P % ° o °
m -----------
2 Zo7t gk AldE(Recall, R)= TP} . —_—
FN(False negative) 2] 3] TPO] wlit-&= 4]
Hok Fl-score= U= (P) &} AldE2] 314 85 . . ; )
o . 0.001 0.05 0.01
HR) S on|sich Dropout
5.4 Ad2# (322 3) Dropoutoll ©E ElFIEST0 Ciet B
MsEN

(1% 2% 243 S 0 HiravE
2100 ThF S A Alolek, AE 1w
25591 $7457} BopTIekE Al Aol o
HAA) ke AL B % ek o AN &

o] 71 570 (5—-DNN) & o} 93.1% A& «1

(T8 = 249F M7 IR HduES
A(1-DNN) of] :=Ere] w45 245t Arjo]
th A3 B =7 1024, 768, 512 Y o,
Cow b e e % ] (12 B j:ﬁiokl 2% XéﬁlJ}:ojg l-é;i
oB:Dropow0l W Spaisgias) g A4 TS SRR A Bl v
HeiFED) o) ff PgRAUESIE euE Uy T T T AT
770 (1-DNN~7—DNN) 7k4] 9] AA| F#3F 3k

IN' o

om&iuo

oL,
0|
il

HolFE o] el B ERiolse] SEge] o Accuracy
SIS g ARlE 27 AT oM P o Tecsen
—— eca
UES A2 Aol 23]8] Wolx|&= A& & F 9l - F1score
Atk 1001 e—o—9—o o0
L ogsl v w ¢ x o ¥
=& Accuracy 3
-& Precision E :_6_ ?-__'?__-g___g-- ?
—i— Recall %04 ~ - N -
- F1 score
1001 6—8—0—06— 66— —6
] ¥ 35 T T L] T T L] L]
_ 1024 768 512 256 128 64 32
= Number of node
£ 85
© g0 (T2 4) DNNTOIM X ) Sof| c==pol| me
75 EIQIEtR|A|ARlo| MSZin}

7[' T T T T T T T
1 2 3 4 5 6 7
Number of hidden layer

(T3 2) 245 7irol|l mE ErEUIERIFo ThEt
d5EY
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- Accuracy
-8 Precision
—a— Recall
- 1 score
100+
904
. 804
= 701
[
w 604
14
50
404
30

T T
RelLU Sigmoid

Activation

(32! 5) Basfaiol me HRIERAAHe| Mz

- Accuracy
- Precision
—— Recall

-+ F1 score

1001 ¢—p—0—0—0—0—0—0—0—0

954 —%—y—%—3y—F—%x—F—F%—F

O-0-0-0-0-0-0-0-0-0

Rate (%)

a5
oo

T T T T T T T T T T
10 20 30 40 50 60 70 80 S0 100
Epoch

(a2l 6) Epocho|

= X|
= ™

QIR ARle| AH52in}

oco=

(14 5) & 243} el whe HdvlESA

Jes B Aot o] w, HwEuEYA
—8—‘%% 1785€ 770 (1-DNN~7-DNN) 7}4]

HojZErh A9E W RelU 3¢
A3l w o] U] 2L AL B 2= 9o} o]
+ gradient vanish &J22 QI&)A] sigmoid &
7]_ Hokx%o] le]u]_ RelLU= E P.X% 0171]x] ])\Pﬂ 1
= IXH g Z713817) wiiEel| gradient vanish
AL wo} T} & Skesls AL B 2= o)t}
‘jE‘r 6)< Epoch el W& Hrdu|ES 22
A dajoltt, o] o, YrdvES A=
= 105E 77H(1-DNN~7-DNN) 7}A] A
Al Bagke BolFrh Epoch 771 10 o3 o),

o o T o [

]

(2
o
o=

o
o=
T 1

78] Ag50] MISEPA FASIE 2S B 5 U9k
<E 3> TRE S 1| wle] HirddES

1t A5 49 mofieel T v
Y7IH % 2k 92.5~93.8%A10]2] 4 HolTE=

o E
= 21t HduEY A= 5—DNN
] rﬂ% AT 93.8%%} F1 score’} 96.1%.2.%2 7}
74 0 H 01311;]_

(I 3) CIE mAlg{aiHniel A= Hiw -
LR Lear Regressiong 2|o[5l2, NB= Naive
baysiang 2l0], KNN& K-Nearest Neighbors&
ojn|, DT+ Decision TreeZE 2Jn|, Adaboost= Adaptive

BoostingE 2J0|, RF= Random ForestE 2|oj&t,

H & Accuracy | Precision | Recall |F1 score
1-DNN 92.80% 99.90% 91.30% 95.40%
2-DNN 92.40% 99.80% 91.20% 95.30%
3-DNN 92.80% 99.90% 91.30% 95.40%
4-DNN 92.50% 99.90% 91.10% 95.30%
5-DNN 93.80% 99.90% 92.50% 96.10%
6-DNN 93.10% 99.90% 91.20% 95.40%
7-DNN 92.50% 99.80% 91.80% 95.60%

LR 84.90% 98.90% 82.10% 89.70%
NB 92.90% 98.90% 92.40% 95.50%
KNN 92.90% 99.80% 91.50% 95.50%
DT 92.90% 99.90% 91.30% 95.40%
Adaboost 92.50% 99.60% 91.40% 95.30%
RF 92.60% 99.90% 91.10% 95.30%
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