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Abstract

The UAV(Unmanned Aerial vehicle) system uses a variety of hardware and software components in
the process of operation. The UAV system operating in combination with various components is
exposed to various defects and security threats for each component. Accordingly, various studies for
detecting abnormal behavior of the UAV system have been continuously studied for some risks and
threats of the UAV system. Thus, considering the various defeats and threats of the UAV system,
it is necessary to reliably introduce the anomaly detection algorithm in a practical unmanned mobile
operating environment. In addition, it is necessary to improve the robustness and security of the
overall UAV system by extending the detection coverage for each element that causes abnormal
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behavior. However, in the process of integrating and verifying the existing anomaly detection
algorithm, there is a difficulty in integration due to differences in data used by each algorithm.
Therefore, we design and implement a software-defined UAV testbed capable of multi-faceted
collection of variables that can be a factor of various abnormal behaviors and analysis of UAV
behavior results. Through this, we intend to increase the usability in the development, application

and verification of abnormal behavior detection.
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