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Abstract

Microservices architecture is a distributed software architecture mainly used in software
development. However, due to the elements added for communication between microservices, 1) an
issue of increasing structural complexity and 2) an issue of increasing attack surface arises. A
distributed tracing scheme has been proposed to solve the issue of increasing structural complexity,
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and recently, related research for the purpose of improving security has been conducted by
applying this distributed tracing scheme. However, since the distributed tracing scheme is
originally intended to manage service performance and perform debugging, the scope that can be
used for the purpose of improving security is limited. To solve this problem, this paper proposes a
container snapshot method for tracking the attack provenance. The attack provenance trackable
container snapshot scheme utilizes the causal relationship information of the distributed tracing
scheme to selectively perform container snapshots of only related microservices in which cyber
threats have occurred. Through this, it is possible to efficiently perform the container snapshot
process. To verify the practicality of the proposed scheme, an arbitrary microservices environment
was configured to measure the overhead and delay time incurred during the snapshot process. As
a result of the experiment, a memory overhead of 0.7% occurred during the container snapshot
process, and an average of 172ms was required. The attack provenance trackable container
snapshot scheme proposed in this paper can be used in various ways to detect abnormal signs
occurring in microservices environments, and through this, the security of the microservices

environment can be improved.
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