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ABSTRACT

Moving Target Defense (MTD) is being used to implement an active protection strategy in the Internet of Things
(IGT) environment where various things are connected to the Internet to form a hyper-connected society. However,
there is a disadvantage that the use of an MTD strategy that is not based on an optimal strategy can act as a large
overhead for the system to be protected. In this paper, we survey and analyze recent MTD strategy research to solve
this problem. And we derive various properties of the 3 perspectives in MTD strategy from analyzed MTD strategy
research. With derived various properties, we propose a method to derive the research direction of the new software-
defined MTD research for secure IoT device in the future.
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1. X2

Adlje] Y3} Aol = thFet AREo] A= QIEUlo g2 AAE|o] XAZALR]E o] F= ARERIE
UI(IoT, Internet of Things) AFS|7} 57dto] skl Qltt. o]2]sh ARERIEUl 7]&e] WHo =
IT 7]%0] Thst 4Hd 2ok (5 5ol AH&F3Y Abeal, AULE 9|87]7], AntE 2| E F)olA &
2531 Qlt(Mardiana Binti Mohamad Noor & Wan Haslina Hassan, 2019). 5FA|%F IoT 7]£2]
A o =o] thdRt Alold /o] Uehdal Q= A&olnh. tiE4] o g njgfo] Xuls o]-&3F A
ofH] I A7} EAlistH, ol= F st IoT 71717} e T Eof| 7o) Bl TAE PC7F FH| PC
& oF8 o] Tt DDoS 320l A= o™ A= IoT AlH|A v 7} S| IE Al o]oh(M.
Antonakakis et al., 2017).

IoT 7]&0] At ZRto| A ARGE] AL Ql= & Aol Rlo] S o3t AlAElS 55402 Hogh 4 9l
£ EZQI AlolH B & Z2Fo 2 MTD(Moving Target Defense)(Jin-Hee Cho et al., 2020)7} &
B3 ok MTD Ak 7]29] AAQl E42 AUl e AlAE0l 55421 352 Al-sto] Al
B HT IS Y 4 AT =32 T, A B2 A 22T e Qs Aol
Je{uk MTD ks -85l Qlof 229 A=k q/do] vigto] 7] ¢fom 235|8 7|& AlARo
shte] 2 eHsER 2h8sto] H|-G tH] &&4¢] Be AJAH] G150] of3 R Tlo] )it o]
£ a7 gt shuke] Wheto 24 MTD H2ke Al 714 844491 33 (When to move, What to
move, How to move)9] T}t £/8 2302 :3lsto] 2|4 o] kg Ak st g =&
Heto] Qg 4fgolot.
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2. 3 o1
2 ZolMs EA 10T B2 tde® sk AtolH] Het o] Folo] QI=AIE ZAbelaL AT
gttt =5 MTD(Moving Target Defense) Z2Fo] FolQ1z|o tisl Amstal, MTD H2ke] 7}

of
2}
MTD A2 8-835}17] 5t Al| 714] a4 291 34 (When to move, What to move, How to move)

of fstol Mrgatet.

2.1 10T FX| Chdf AtO[H 2ok 218 At

IoT 7]&2] 35201 B3+ Ufeh A 71a2 E-8sto] A= B 717, QIR Ate]o] 24 HES
A5 st AR AT 2HE-S F3chs Zlolth @59 [T 7|&2 ARtE dAA o], 2R3 2}
52t ARtE AE] 5 THget Hofoll] E-85|aL 9lon Tt IoT A7t 5736kl i Mardiana
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2.2 MTD Z2ke| 7

MTD(Moving Target Defense) M2k F29] th/do] H= 52 Al2H] 2] 34 oy FHS
AR O7|3 A&A 02 HISIAIA FAATL 34 B3t AARIY] o AAIE 7] ofA| 5F
7] QI3 shtel AlAE] 55 H S HEko|tk(Jin-Hee Cho et al., 2020). MTD ke 28514 =4
IoT 2ol A1 2] Atolr] Yo thste] 554 02 t-3& 4= A= o] Jlom, F A7} o]xof n
2] ojofgk FHop o] EAfstt|gke Al7to] AUA] o]& Faslel 4= )l o] gt MTD A
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3. FUHQ| MTD F2f Q17 ZA 2 24
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AIE ARSI oW, elol| A e MTD A&k A+t Aatzs F 7719 A4 AiE ARSI
<H 2> =2 MTD 2 28 A7 ZALE 2M
25 HnEs AT U8 HE et
(Sxjot201g) | APTBHORTEI BALE Ol NAY HE R4S EEGI0] | SW ALY
=S APT(Advanced Persistent Threat) 39| HEMS Kphet A QA
| (@AELOBIS, | S Mt oistohalg) i SIS 2AB] 91 S
QA 2019) PHT(Preposition Hash Table)2 A&t MTD HIFLIES H|otet, *
Hash Key
: . L HE3A
(e, #ATL, | HTN(Hidden Tunnel Networking)O|2H= UIES{3 7|5t MTD H P xA
== =1 = S T
2ChA, 2019) 2f0f| 2t IP A0t XE HS E HFSH= HILIS Mghet. o mE Hs
(JinB.Hongetal, | AE& 7|gto| 222l MTDE 0|23t SDN HIERXI EEZX| &2 HESIA
2017) Mg Soff 2| Mol HIEYT 714 Hots Kot EEZX|
(J. Narantuya et al,, | SDN(Software-Defined Network) 7|2t LIER|3 220l i HEY=
2019) 9| SDN ZIEE2{E AFE3I0 IP FAE ME2E. P34
(Samuel Woo et al., | NAS(Network Address Shuffling)S AF2st0] x12k L HIESI3 CAN
2019) £ 235617| 2[5 CAN IDE ME3YE. HIE/SID
(R.Brownetal, | 3t AIEE AFESI0] ECU IDE 2AIRIZ Mdsh= 22 CAN ECUID
29| 2020) HA I2EZSS H|QHe
(Jun-Gyu Parketal, | HIEQIZ ZIRES HY IiHS f93f04 IfHS 2D A= AR | HESR3A
2020) 2F MEHO|| MM AS 2= Qli= HIFHLIES H|2te. DZES
HS M SAE A|AE1IO| 24 JjZE J|HOZ2 HIEQA A
(Seunghyun Yoonet | =7 =y mE HESR=
25 A )2 MZ2st of}7
1. 2020) QA0S SO|MACKL, IP 74, RE WR)S MBRS= MR | 07
LIZS mlett
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A7) MTD A A= SWE 7|80 2 BE 7|42 st Qlon, 22 YEY A AlZo| 27
Sk AlARLS B5517] 9fgh At Wol ZIgg=| 1 ok, tiE2Q) 54 BHO 2= IP 34, Port ¥
3, MAC 47 E250] Qe A &R1E 4= Qlt}. &5t HESA EE27|, w7l ID, HESZ =
EEZO| Hgts T A A 1T 2

SW 7[5t 71 o]0l HW 7|9 7]& 55k 77t Zd=| 1 9l 28 &9l ﬁkaﬂﬂr Exog:= 2}

&5 21 UjHol X3 CAN 54 A J| 22 A2
oS 3)AA Al2Eol] D g & 4= QS SHe A Axto|ch

2 ollMs 3olA] 4G 2Fe] MTD A At A 21 W8-S v o2 MTD Ak Al

7}A] SA] Q1 34 (When to move, What to move, How to move)2] T}t £44 52 =&35},

S AT APt ojst £ ES AU =X E HeElsHA RIS 4 J =& Alzststo] &gH

o}, 5t T2 £A49) ot 23S v o A2 AL EQ o] o] MTD A A5 434l
Ao} stte] A m= S8 4 Q= At WS =Eche ¥Rl ish Alekeitt.

A Y =5 Wk Abstr] sl ARl =2 iRt £/d52 <3 3> Aok A BiAR
"When to move" TolA= & 2719 £S5 EE5131 o1, AR ol (Prevention)9] 73¢9+ 34
2 (Detection)2] 7492 EHEQlch & HA 2 "What to move" ToAE= & 10719] £42 =
=319 on YEQ]A TP F4(Network IP Address), HIEES A EE HE (Network Port Number),
HEL T MAC F4(Network MAC Address), HIE93 T & EZ(Network Protocol), HESZ
37! ID(Network Packet ID), UIEQ|3 EZZX](Network Topology), UIEYZ 37! W Hash
Key(Hash Key in Network Packet), ECU =] ID(ECU Device ID), |2 2 =(Circuit Board), A]
2H 37 9 A(System Environment Elements)2 £-57%| %Itk okx]2o 2 "How to move" ¥4
M= F 6719 £4& =&k e, n)7](Decoy), Hol(Variation), 4E (Shuffling), F4=3}
(Randomization), THE18H(Patternization), HW A9 2| 2 E&%|ich.
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