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ABSTRACT

Malware is being commercialized and sold on the black market, primarily driven by financial incentives. With the
increasing demand driven by these sales, the scope of attacks via malware has expanded. In response, there has been a
surge in research efforts leveraging artificial intelligence for detection and classification. However, adversaries are integrating
various anti-analysis techniques into their malware to thwart analytical efforts. In this study, we introduce the “Malware
Analysis with Dynamic Extraction (MADE)” framework, a hybrid binary analysis tool devised to procure datasets from
advanced malware incorporating Anti-Analysis techniques. The MADE framework has the proficiency to autonomously
execute dynamic analysis on binaries, encompassing those laden with Anti-VM and Anti-Debugging defenses. Experimental
results substantiate that the MADE framework can effectively circumvent over 90% of diverse malware implementations
using Anti-Analysis techniques and can adeptly extract relevant datasets.
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Table 2. Information of Malware

hgalwgre Sha256 Hash MITRE_ATT&CK Comment
amily Technique
WannaCr ed01ebfbc9ebbbbeab4baf4d01bf5f107166 | T1497.003 Employ various time-based methods
v 1840480439c6ebbabe8e080e41aa (Anti-VM) to detect analysis environments.
Dharma 6b114d1924fh0e5067df18dfc5063d409f3bf | T1497.003 Employ various time-based methods
2ee0d14b381b3f583e0d0da3aed (Anti-VM) to detect analysis environments.
TeslaCrypt 9b462800f1bef019d7ec00098682d3ea7fc6 | T1569 Designed to be performed by
yP 0e6721555616399228e4e3ad122 (Anti-VM) ransomware in a win7 environment
DoeioCrvpt 10bce0ff6597f347¢3cca8363b7c81a8bff52 | T1569.002 Designed to be performed by
oeIotIyp d2ff81245cd1e66abellach25da (Anti-VM) ransomware in a win7 environment
Jigsaw 3ae96173d805e1d3995253db4d910300d8 | T1497.003 Employ various time-based methods
g 442e2a603737a1428b613061e7f61e7 (Anti-VM) to detect analysis environments.
Lock bc98c¢8b22461a2¢2631b2feec399208fdcde | T1497.003 Employ various time-based methods
Y cd1cd2229066¢2f385caa958daa3 (Anti-VM) to detect analysis environments.
BlackBasta 17205¢43189¢22dfcb278f5cc45c2562f622 | T1497.001 Check system flags and API's to
b0b6280dcd43cc1d3c274095eb90 (Anti-VM) detect code emulation or sandboxing
BlackMatter 99d3003¢ch77¢3635bchb883634037469b3 | T1622 Designed to hide
5c¢3b1a31109dc145600bble683d4b (Anti-Debugging) Threads From Debugger
Satana 683209da219918258¢58a7f61f7dc4161a3 | T1542.003 Infect the MBR area to proceed
a7a377cf82a31b840baabfb9a4a96 (Anti-VM) with encryption on reboot
Petva 4¢1dc737915d76b7ce579abddaba74ead6 | T1542.003 Infected and rebooted MBR
v fdbbb519alead5308b8c49b950655¢ (Anti-VM) area to proceed with encryption
Thanos 58bfbh9fa8889550d1342473956dc2aTecdf | T1562.009 Reboot to Safe Mode
3abb18fd3faeaa38089d513c171f (Anti-Debugging) to disable debugging

Table 3. Experimental Results of Extracting Datasets by Malware
MADE Framework MADE Framework
Malware Malware
Family S1 S2 BM Family S1 S2 BM
(Time) (Time) (Time) (Time) (Time) (Time)
0] O O O
WannaCry | (1gp) (607s) (183 | DlackBasta X (606s) X
@] O O O
Dharma (181s) (608s) (795 | BlackMatter X (607s) X
O O O O
TeslaCrypt | (143 (605s) (188s) Satana X (606s) X
. A O AN AN
DoejoCrypt | (459 (607s) (161s) Petya X (606s) X
. A O A
Jigsaw (166s) (607s) (127s) Thanos X X X
Locky X (6008s) X
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Spec
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Ubuntu 20.04
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