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ABSTRACT

Today, mobile devices have become ubiquitous and have a large user base. The importance of security for these mobile
devices is growing. To this end, classification and detection methods using Android system API call data have been actively
researched. Our proposed classification system API call sequence data to analyze the behavior patterns of malicious codes
that exhibit similar variable names and techniques. We establish classification criteria based on the DTW algorithm for each
family, enabling more accurate classification of malicious code families. In the future, we plan to acquire more datasets to
collect system API call sequence data information and apply it to machine learning or conduct research on classification in
parallel with static analysis.
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Fig. 1. SBD and Cosine Algorithm Heatmap
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Table 1. Reduce Data Size with Processing

Before After
Processing Processing
2692 Kb 40 Kb
1088 Kb 30 Kb
1439 Kb 35 Kb
1334 Kb 34 Kb
15564 Kb 42 Kb
599 Kb 3 Kb
2676 Kb 28 Kb
196 Kb 5 Kb
2311 Kb 37 Kb
1843 Kb 36 Kb
1990 Kb 37 Kb
2628 Kb 33 Kb
537 Kb 4 Kb
1321 Kb 34 Kb
1512 Kb 34 Kb
14054 Kb 26 Kb
2568 Kb 32 Kb
1305 Kb 3 Kb
9079 Kb 40 Kb
1344 Kb 3 Kb
1454 Kb 3 Kb
87 Kb 3 Kb
86 Kb 2 Kb




AR H 53 =] (2025, 2) 71

Android AN —IK N\ @}E
Sandbox ﬂ — stace 5
Android OS Log L,l 2 _|
Upload to Host N APK =\
Injection to Client | 1. Tracing Zygote | (1) Strace Extract ) Sequence
pa— Processing
APKPID || 2 Parsing APK XMLPID |
— L strace.log o’°“°/° N
</> D] |:||:| — pTW — {:} | sequence
= ‘ QEMU/KVM ‘ '.© oo E Data
ADB HOST (4) Classification (3) DTW Processing

l Syscall Trace
Tools Fig. 3. System API Call Data Progress
1. ADB Connector

Z3atglet. olwf, k=Re]= OS ol APK &=,
A, Adls 934 gkeRe]=edlA AlFs= ADB
£ o]&3te] Alofstsict. ADBE 2l Al2HofA]
shell W3 & 3ol AP = 9la, o= 7|ut
o7 92+ QEMU/KVM A3, ADB 9%, ADB
root A3 A% APK 2=, APK A7, strace
Alel strace A3 dloly & SAE A=

2. XML Parser

KQ ‘ 3. PID Parser |

4. Strace Extractor

iy Output
1 Malware
APK

Sequence Data

5. Syscall Processing

6. Squence Processing

Fig. 2. Android System APl Call Extraction Python =% Al%}a}sict.
Framework A2®H AP 3% $4 ARE B3 o F& B

3
5 918 AndroZoo(9)elA AlFshe AES -

2 Q5= A7re] 31,561.4 sollA 6.3 so& F4s) 2 9ol g AndroZoo AWZolA ©w: 7}
3 =2 5 {8 UJ 15} =

Sk elE E }m]_% Aol A et =2 gl2g] F Trojan? Fakelnstall & 7§¢] 7}l
dHZE F3 T 2 R 7IEE A= del g2 garez AZs AAsgrl. A4 = e

] 9 ZedE n)L shes W m zo
%oj 13\15'_75' AH3k vlgog s 2 R J]ES Fhelze]oll 4] Virus Total(10) 4 A4=7} 30 o]
A 4 3l o) AES HE AER A4S AT BESS
. ) teol= v, VM Ao FAR Qlsle] A
AL APl 25 =M BES SR ER T g0 wia g5l HLL ol el el
a3 = oAl 73 90 AEAS b TR %
135719 A& /‘l/\ PIE &3t Ags Al

£ GolMe Alzdl APl 3% ¢4 HHE 53 st}

e ] ERE S el aet 294 A Lol A)2El AP 32 AHE Snl2s
25 A8k A ZEel diste] s Z]sgde 2Z317] 98] QtmRo|t 7)x Z2A2Ql Zyeote
zH YA 2= Fig. 2.9 2k = HAe® strace =75 AT 7 i ZeA
i Zed Aol dlelE= Fig. 3.9 &l oA AAE B4 g} Z2A 29 H7]14%-E pidof
AR $4, APKellA] Adel] td AA AJH mejol 2 Z2Zslo] A&sleltt o]F AAE 7))
APl 3% ARE 233 T vlolHE <A AR e suko R clone A2~El 1;.% E35 AME A}
2 7Hggt olF DTW dae|&s o]&ste] 7] A ZEA A pidE Waren &9 A gict @
& st A 7]l WA o] SRt & F3tel Fig. 4.3} 7e] &nt2A dia} APK

3.1 AlAH”l API 3& &M EE

\N AS
gt @olt A2 APl 53 4] AHE 233 gﬁg @ strace

A
B

Lo
7] 9181 QEMU/KVM 7]4ke] B4 3738 75319 APK = °
o} & A eA sl t=Rol= OS WefA] (1) Strace Extract

strace =715 &8&3le] A28 AP] 3% AWE F ,
Fig. 4. Strace Extract and Process



72 A" APl 3% ¢4 ARE 53 9

e 2ol obAd I= de

714

s

= =35 A

strace log® %3 4 9ot

M HE HMA2|

e
A

3.2 A|2E APl &

W kol=rt
447} ek il
ol write F4E 0] 43
AlZkel] W& A|2~H] 3 Els

w3k AR HES 2231 pread6d Tt
write &<, ioctl ¥4 28I recvfrom TrE
o]-g3te] return #r 2327} Ak, FHE ] H
E& o]831d return 3k 729 Al2E APl 3E9|
AR dlY e evh BxEse oA 9l
A28l APT 3% AHHE7} ofr]el] o3t ko]
ZF5 AAs=s HAo] 83t} fEl= ko|=E Al
A7) $l8l strace =7 WellA] Adehe= AqFEd
Al 71%& ol&sle] Table 2. o 7|3 AJxH
APl 3% &5& HeH3ld FE39)

o] &% A2 APl 3% AReE $27
3= File 1/0, Process Contorl, Socket Connecte}
FHE A" APL 3% gite] 2=} Al
228 APT 322 A% o 10ms WellA @2 Al
g API 3%o] Ha8HA AdsEs T2 o] Fo|A]
ot WA, shte] Al API Zo] A= uj
3 &0 BT Evi] Aol Ims WolA] o =
Zo] WAEl= A= glaL o]=|3t A9 strace &
T4 (continued) ¢} (unfinished) ¢ =j7}¥i4
F Ele] FE9d &9 e e 28E s
= A4 AR xolzo)7] wtel AAd= 3
do] Hgsjr}

i "3
°>~
o
v
rO
@
r
oty
g
=
2
>
>~
>

ol

lu}

Lo

N

el olE #3824 shelaeld $ME 3

=3
-4
§ Azl g ddeR wipieE Addskeln

N

Table 2. Filtering System API Call Function List

Category System API Call Function
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and t, recv, recvfrom, recvmsg, re
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Table 3. Filtering System API Call Parameter List

Function System API Call Parameter
openat() base.apk, /storage/emulated/
E 0, /data/user/0, /sdcard
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connect() AF_INET, AF_INET6
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Table 6. System API Call Sequence Data by Malicious Behavior

Category Family SHA256 System call Sequence
03d1 mk)mk)coyco)wv(Create) )wv(handleStartActivity) >wv(ResumeActivit
Fakelnst | rufraud 8702 y))styop)wv(Pause) )wv(RestartActivity) )wv(handleStartActivity) )wv
(ResumeActivity)
063f mk)mk)coyco)wv(Create) )wv(handleStartActivity) 'wv(ResumeActivit
Fakelnst | rufraud b73a y))styopywv(Pause) )wv(RestartActivity) )wv(handleStartActivity) )wv
(ResumeActivity)
Fakelnst | opfake 02c9 mk#d)wyop#T)w)wv(APACHE_CONNECT)#7)op#10)wv(Create) )wv(handleS
P 9cof tartActivity) ) wv(ResumeActivity) )mk
Fakelnst | opfake 053a mk#>wyop#T)w)wv(APACHE_CONNECT)#7)0p#10)wv(Create) )wv(handleS
P e357 tartActivity))wv(ResumeActivity))mk
" . 0a7f mk)mkymk)mk)wv(Create) ywv(handleStartActivity) ywv(ResumeActivity) )mk
Trojan ddlight
ec48 YmK)Cco)co)w)co)w)w
. . 246b mk)mk)mk)mk)wv(Create))wv(handleStartActivity) )wv(ResumeActivity) ymk
Trojan ddlight
a6l5 Ymk)co)co)wycoyw)w
. 141a mk#4)w)wv(Create) )wv(handleStartActivity) 'wv(ResumeActivity) )w#10)mk
Trojan glodream
0298 )COYCOYW)COIW
. 16a0 mk#4>wywv(Create) )wv(handleStartActivity) )'wv(ResumeActivity) )w#10)mk
Trojan glodream
7649 )€0>Cco)W)Co)w
Troian lotoor 04c5 mk)w)wy)wv(Create) )wv(handleStartActivity) 'wv(ResumeActivity) )wyco)co)
0a otoo 80d1 stycodcoywycorcorstywycorcoystrycot10)st#5
Trojan lotoor 201f mlk>w)wywv(Create) )wv(handleStartActivity) ywv(ResumeActivity) »wyco>co)
) bb06 stycorco)wrcorcorstywrcorcorstycot10)st#5
951b mk)wv(Create) )wv(handleStartActivity) ywv(ResumeActivity) ywv(Pause) )co)c
RAT AnMyth 75f7 oystrcodcoyst)st
RAT AnMyth 99d8 mk)wv(Create) )wv(handleStartActivity) wv(ResumeActivity) ywv(Pause) )coyc
312d oystycorcorstyst
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Table 7. System API Call Sequence Data to DTW Algorithm

Famil
y

adrd

*au

*bb

*dd

*fd

gm

*gd

ic

im

*ks

*lo

*nd

*of

"pjl

pj2

ra

ru

i|*ah

adrd

79.6

34.1

67.5

111.1

109.8

114.1

104.1

64.8

102.1

112.3

44.1

84.0

90.2

56.0

115.2

24.9

63.3

83.9

19.3

46.7

29.1

au

79.6

68.6

42.4

94.4

54.4

61.1

58.5

41.6

58.2

57.2

56.3

50.9

46.9

46.1

51.4

56.4

43.4

48.9

84.1

48.9

62.9

*bb

34.1

68.6

0

57.7

111.4

91.5

101.0

100.8

69.7

94.0

96.9

74.4

80.8

82.5

42.8

103.4

33.5

60.9

77.1

69.3

38.7

77.6

*dd

67.5

42.4

57.7

0

79.2

55.2

62.8

51.4

42.0

66.4

54.6

57.6

44.1

48.0

42.2

52.2

51.5

42.7

36.5

71.3

45.6

66.8

*fd

111.1

94.4

1114

79.2

0

73.0

77.6

71.3

114.9

49.3

69.5

148 .4

81.0

71.5

97.2

105.1

108.7

111.2

112.§

103.5

144.5

gm

109.8

54.4

91.5

55.2

73.0

0

47.9

57.8

64.3

61.0

45.7

86.6

59.2

45.8

72.9

59.8

80.8

66.5

50.8

119.5

73.5

100.3

*gd

114.1

61.1

101.0

62.8

77.6

47.9

0

59.3

63.5

66.4

53.4

85.9

58.3

52.6

75.8

62.6

84.9

71.5

63.2

121.2

78.3

103.9

*ic

104.1

58.5

100.8

51.4

71.3

57.8

59.3

60.8

68.0

51.0

84.1

55.1

47.8

65.4

57.9

79.0

56.5

50.4

110.0

69.7

88.4

64.8

41.6

69.7

42.0

114.9

64.3

63.5

60.8

0

68.8

58.8

37.3

41.0

52.2

31.6

47.0

42.4

34.2

60.5

64.6

31.6

45.4

*ks

102.1

58.2

94.0

66.4

49.3

61.0

66.4

68.0

68.8

0

57.7

75.4

57.2

59.0

71.9

71.3

79.0

60.7

57.8

109.2

74.2

78.9

*lo

112.3

57.2

96.9

54.6

69.5

45.7

53.4

51.0

58.8

57.7

0

7.7

52.2

47.1

70.8

57.0

82.4

54.9

49.3

116.4

71.0

82.1

*nd

44.1

56.3

74.4

57.6

148.4

86.6

85.9

84.1

37.3

75.4

7.7

54.6

77.8

59.2

59.0

39.9

47.4

84.2

46.5

30.5

34.0

*of

84.0

50.9

80.8

44.1

81.0

59.2

58.3

55.1

41.0

57.2

52.2

54.6

0

52.3

48.6

55.5

57.8

40.9

46.5

87.2

46.8

65.1

pjl

90.2

46.9

82.5

48.0

71.5

45.8

52.6

47.8

52.2

59.0

47.1

77.8

52.3

0

57.9

52.8

72.3

50.7

44.2

97.5

58.7

83.2

pi2

56.0

46.1

42.8

42.2

97.2

72.9

75.8

65.4

31.6

71.9

70.8

59.2

48.6

57.9

0

58.2

49.4

35.2

49.7

55.4

271

60.8

*ra

115.2

51.4

103.4

52.2

105.1

59.8

62.6

57.9

47.0

71.3

57.0

59.0

55.5

52.8

58.2

63.6

47.5

44.7

126.4

51.2

62.2

24.9

56.4

33.5

51.5

108.7

80.8

84.9

79.0

42.4

79.0

82.4

39.9

57.8

72.3

49.4

63.6

0

40.6

74.0

31.4

38.8

24.8

uul

63.3

43.4

60.9

42.7

111.2

66.5

71.5

56.5

34.2

60.7

54.9

47.4

40.9

50.7

35.2

475

40.6

0

45.7

67.1

26.8

45.6

*uu2

83.9

48.9

77.1

36.5

76.0

50.8

63.2

50.4

60.5

57.8

49.3

84.2

46.5

44.2

49.7

44.7

74.0

45.7

89.8

58.4

95.1

*uul

19.3

84.1

69.3

71.3

112.8

119.5

121.2

110.0

64.6

109.2

116.6

46.5

87.2

97.5

55.4

126.4

31.4

67.1

89.8

47.8

22.5

*wi

46.7

48.9

38.7

45.6

103.5

73.5

78.3

69.7

31.6

74.2

71.0

30.5

46.8

58.7

27.1

51.2

38.8

26.8

58.4

47.8

0

37.4

*ah

29.1

62.9

77.6

66.8

144.5

100.3

103.9

88.4

45.4

78.9

82.1

34.0

65.1

83.2

60.8

62.2

24.8

45.6

95.1

22.5

37.4

0

*au:andup,*bb:basebirdge,*dd:ddlight,*fd:fakedoc,*gm:gingermaster, *ic:iconosys,*im:imlog, *k
s:ksapp,*lo,lotoor,*nd:nandrobox, *of:opfake,*pjl:pjapps-1,*pj2:pjapps-2, ‘ra:ramnit, *ru’rufra
ud, *uul:uuserv-1,*uu2:uuserv-2,*uu3:uuserv-3,*wi: winge.*ah:anmyth
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Algorithm 1 System Call Mapping and DTW Algorithm
1: Input: Two sequences of system calls .o = {0y ... 6y)
and = {4y Hm}
: Qutput: DTW distance 2(r. 1)
. Define System call mapping function feyeoui(s)
: for i =1tow do
Map System call r; to integer: ., ¢ fl i)
: end for
cfor j=1tomdo
Map System call y; to integer: 7 < foyeeanig)
9. end for
10: Initialize matrix £ of size {4+ 1) x (m+1) with D{0.0) =10
11: for r =1 to w do
12 DA =w
13: end for
14: for j = | to m do
15: D=~
16: end for
17: for i = 1 to n do
18: for j =1 to w do

19: cost = o, —

20: D0 J1 = cost+min( i = L)L DL j=1). D{i=
Lp=1n

21 end for

22: end for

23: return f3{a. )

Fig. 7. System Call Mapping to DTW Algorithm
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Table 8. Validate Baseline With Sample Data

Family | samplel | sample2| sample3| sample4| sampleb
adrd 34.73| 101.99| 11.49| 24.88| 114.87
*au 68.63| 79.23| 75.24| 56.36| 56.96
*bb 2.241104.99| 32.88| 33.48| 96.65
*dd 57.70| 76.04| 68.53| 51.49| 55.48
*fd 111.50| 50.20 | 117.42| 108.72| 68.67
*gm 91.63| 68.93| 101.55| 80.81| 46.79
*gd 101.03| 70.11| 109.13| 84.90| 53.94
ic 100.85| 66.51| 105.75| 78.96| 53.01
im 68.82| 95.56| 63.36| 42.36| 58.62
“ks 94.04| 54.14| 97.04| 79.00| 59.97
“lo 96.87| 58.53| 98.88| 82.40| 177.34
*nd 74.851 130.38| 46.71| 39.94| 19.82
*of 80.81| 72.40| 88.80| 57.81| 50.99
*pjl 82.54| 66.48| 91.36| 72.27| 47.24
"pj2 42.79| 88.75| 56.99| 49.43| 70.15
ra 103.33| 101.48| 87.30| 63.65| 56.36
ru 32.30 | 99.76| 27.59 0| 83.77
uul 60.89| 100.02| 66.47| 40.63| 54.28
uu2 77.08| 69.18| 85.22| 74.03| 48.82
uul 69.32| 103.70 | 45.41| 31.38| 119.43
*wi 38.70| 94.05| 49.75| 38.78| 70.73
*ah 77.86| 131.87| 36.48| 24.78| 81.80
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