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a b s t r a c t
In this paper, we describe a protocol framework that can perform classiﬁcation tasks in a privacy-preserving manner. To demonstrate the feasibility of the proposed framework, we implement two protocols supporting Naive
Bayes classiﬁcation. We overcome the heavy computational load of conventional fully homomorphic encryptionbased privacy-preserving protocols by using various optimization techniques. The proposed method diﬀers from
previous techniques insofar as it requires no intermediate interactions between the server and the client while
executing the protocol, except for the mandatory interaction to obtain the decryption result of the encrypted classiﬁcation output. As a result of this minimal interaction, the proposed method is relatively stable. Furthermore,
the decryption key is used only once during the execution of the protocol, overcoming a potential security issue
caused by the frequent exposure of the decryption key in memory. The proposed implementation uses a cryptographic primitive that is secure against attacks with quantum computers. Therefore, the framework described in
this paper is expected to be robust against future quantum computer attacks.
© 2017 Elsevier B.V. All rights reserved.

1. Introduction
With the explosive increase in computing power over recent decades,
machine learning methods that leverage this power have become extremely useful in various ﬁelds. Machine learning is now commonplace
in applications such as spam classiﬁcation, medical diagnosis, and credit
evaluations. The broad ﬁeld of data classiﬁcation often relies on a twostep machine learning approach. The ﬁrst is a training step that involves
determining the parameter values for the classiﬁcation algorithm. This
step uses sample data (which we call ‘training data’) that have already
been mapped to classiﬁcation results. The second, prediction step classiﬁes the data using the trained parameters (which we call the ‘model’).
Consequently, the classiﬁcation results for the data are obtained.
Classiﬁcation can be used in many areas. For example, it can be used
for services that predict future diseases and potential health risk factors
based on survey results or medical history data. It is also possible to
measure the value of assets based on a users ﬁnancial status. In addition, users can assess their ﬁnancial credit rating by providing certain

information (e.g., by supplying their credit card balance and ﬁnancial
assets).
Many of these services require sensitive information from users. In
the examples above, users must provide medical information to the
classiﬁcation algorithm in order to receive medical services. To predict
credit ratings, sensitive ﬁnancial information must be provided to the
classiﬁcation algorithm. The risk of such sensitive information being exposed to the public is one of the main obstacles to the wider application
of such classiﬁcation services. Thus, it is of vital importance to oﬀer
adequate protection to private and sensitive information.
Moreover, the security of the classiﬁcation model itself is important.
To obtain a high-quality model, a considerable amount of training data
is required. Thus, the value of such models is very high. As a result,
it is imprudent to oﬀer general users any information regarding the
model when providing the above services, because this privilege may
be abused, i.e., by selling the information to other service providers.
Therefore, it is essential to perform data classiﬁcation without exposing the models or the sensitive information used as input for the
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classiﬁcation algorithm. This problem is called the privacy-preserving
data classiﬁcation problem.
A deﬁnition of this problem was ﬁrst articulated in [1], and some
solutions were proposed in [2–4]. Speciﬁcally, in a classiﬁcation service,
there are two types of actors—the client serving as a user and the server
providing the classiﬁcation service. The server has a model w and a
classiﬁcation algorithm C(), and the user has a feature vector 𝑥⃗ denoting
the data to be classiﬁed. The user sends a service request, which includes
𝑥⃗, to the server. The server computes 𝐶(𝑤, 𝑥⃗) and returns the result to
the user. During this process, the user should obtain only 𝐶(𝑤, 𝑥⃗) and
should not acquire any additional information about w. In the case of
a server, no information about 𝑥⃗ and 𝐶(𝑤, 𝑥⃗) should be known during
the classiﬁcation process.
Previous studies [1–4] have not been able to run C() with the server
alone without exposing 𝑥⃗, owing to the limitations of the cryptographic
tools used. Instead, C() can be computed by invoking a protocol between
the server and the client. For this process, the necessary information
must be shared securely between the client and the server. These methods require additional operations, which increase the computational
cost and the number of communications over the entire system. This
is a great burden for the following reasons.
The ﬁrst is eﬃciency. To operate C() with an interactive protocol
consisting of multiple rounds, the server and client must store and manage the state of operations and communications. Moreover, there is a
disadvantage in that a protocol that is composed of multiple rounds is
diﬃcult to implement reliably in a situation where the communication
channel is unstable. In particular, in a situation where the server is faced
with a large number of users, such as in a cloud environment, maintaining communication with all users creates a heavy burden on the server.
Furthermore, the communication pattern between the server and client
is diﬀerent from the communication pattern that occurs in general web
applications. Therefore, existing methods are unsuitable for web-based
applications [5]. As web applications are popular and convenient among
those using the Internet, this is a clear disadvantage.
The second reason is security. In previous methods, the client uses
a private key during protocol execution for decryption operations. This
means that the clients private key is frequently loaded into memory. This
situation is undesirable because the memory contains data in plaintext
form that can be easily exposed in the event of an external attack.
In this paper, we propose a new protocol to run a classiﬁcation algorithm in a privacy-preserving manner with only a single round of
communication. In the proposed protocol, if all necessary information
is given, it is possible to perform C() on either the server or client side
without the help of the other party. Because no communication occurs
during the C() operation, the proposed protocol consists of simply passing the input of the C() algorithm and returning the algorithm execution result, i.e., the classiﬁcation result. Therefore, the protocol party
who does not perform C() can be oﬄine while the other party is running C(). Thus, it is possible to perform the classiﬁcation protocol using
a communication method that does not require both the sender and the
receiver to be online at the same time, much like e-mail. Furthermore,
all information used to compute C() is provided in the form of ciphertexts. Therefore, the protocol party who computes C() cannot acquire
any information about the inputs of C() if they are supplied by another
party to the protocol.
In addition, the proposed method only requires a private key during
the decryption process, i.e., when acquiring the classiﬁcation results of
the user. This private key, then, is not required until the decryption process. Therefore, the private key information is only loaded into memory
for a very short period of time, mitigating the security problem stemming from the memory residence of the private key.
To obtain the above advantages, the proposed protocol employs fully
homomorphic encryption (FHE). With the operations supported by an
FHE scheme, we can implement any algorithm that can be eﬃciently
computed, such that it can run with any inputs that are encrypted using the encryption algorithm in the FHE scheme [6]. The output from

running the implementation also takes the form of FHE ciphertext. The
user then needs to decrypt this in order to obtain the result.
The process of the proposed protocol is as follows. First, the classiﬁcation algorithm is implemented using the operations provided by the
FHE method, such that it can operate when the FHE ciphertext input is
given. The implementation results module is placed on the server. In addition, the model information is placed on the server in a special form,
such that the server can perform the operations with FHE ciphertexttype inputs. A client wishing to use the classiﬁcation service encrypts
his/her input using a public key generated by the client. The client then
sends this input information to the server, and the server carries out the
classiﬁcation with the encrypted input from the client and the model
information. The execution results are delivered to the client, and the
client obtains the classiﬁcation results after decryption with his/her private key.
The proposed protocol is suitable for a cloud environment in which
the server has high computing power, because classiﬁcation is performed in the server. In addition, the proposed protocol cannot encrypt
the model, owing to the nature of FHE. Therefore, if the cloud server is
exposed to an external attack, the model information is likely to be captured by the attacker. To resolve this problem, we propose another classiﬁcation protocol. In this protocol, the model information is encrypted
with the server’s key and delivered to the client prior to classiﬁcation.
When the classiﬁcation is executed, the client uses the encrypted model
and their own input, which is in plaintext form. The client then sends the
results to the server. The server decrypts the results and returns them to
the client. With this method, when the client sends the classiﬁcation result to the server, it randomizes the classiﬁcation result. Thus, the server
cannot know the classiﬁcation results after decryption. Hence, insofar as
the model exists in an encrypted form, a pre-distribution of the model is
possible before the protocol is executed. Therefore, the proposed method
can be considered a single-round protocol.
In this study, we implement a Naive Bayes (NB) classiﬁer, a machine
learning tool used to predict the classes of various data (e.g., diseases in
the Clinical Decision Support System [7]) using the operations in an FHE
scheme [8–11]. The reason for choosing the NB classiﬁer is that, despite
its simplicity, it is known to be better suited to medical diagnosis than
other sophisticated methods [12,13], and it has never been implemented
exclusively with operations in an FHE scheme.
We realized the proposed protocols with the implemented privacypreserving NB classiﬁer. The main hurdle was the performance of the
FHE operations: previous methods did not implement protocols exclusively with FHE because of the slow performance of FHE operations.
In this paper, we describe how the performance can be improved using
various techniques.
We implemented the proposed protocol using HELib [9–11]. The
implementation environment was an Intel (R) Xeon (R) ES-1650 v3 @
hexa-core processor with 64GB RAM running Ubuntu 16.04 LTS as the
server. We used an Intel i7-6700 3.40 GHz @ quad-core processor with
16GB RAM running Ubuntu 14.04 LTS as the client. After the implementation, we evaluated the classiﬁcation performance using the actual
data in [14]. The server required approximately 69 s to perform the
classiﬁcation and the client required approximately 90 s. These results
conﬁrm that the proposed method can be used in a practical environment requiring high security.
The remainder of this paper is organized as follows: Section 2 summarizes the related work. In Section 3, we introduce the NB classiﬁer and
FHE as preliminary information. Section 4 describes the system model
and motivation for the proposed protocol, outlining the goals of the proposed privacy-preserving classiﬁcation protocols. The proposed protocols and an explanation of the NB implementation with FHE operations
are described in Section 5, and a performance evaluation is presented
in Section 6. Finally, Section 7 concludes the paper.

2

JID: CSI

ARTICLE IN PRESS

H. Park et al.

[m5GeSdc;December 12, 2017;20:29]
Computer Standards & Interfaces 000 (2017) 1–22

2. Related work

However, DGK allows the server to know the two numbers being
compared, thus violating the privacy of the user data. To prevent this,
the user can transform the original data using a random number before
delivering the result to the server. The server performs a comparison
operation based on the modiﬁed data. In this case, however, because
the original data have been transformed, the server needs to perform
additional interactions with the user to exchange more relevant data
and perform more decryptions. Such an increase in interaction is a heavy
burden on the server—it must maintain communication while working
with many users. Furthermore, frequent decryptions are not desirable,
given the increased exposure of the decryption key, which might become
the main target for attackers.
Existing protocols have another security problem: a side-channel attack can be performed by analyzing protocol executions. If a classiﬁcation protocol is a combination of building blocks, the pattern of the
messages generated during the interaction for each building block, the
total number of communications, and the communication time depend
on the building block currently being executed, which risks exposing
additional information about the user input and model. For example, in
the case of a decision tree classiﬁer [1], information about the depth of
the model can be exposed by measuring the tree evaluation time. Although an improved version [3] managed to reduce the computation
time required for tree evaluations, there is still a risk that the depth of
the model will be exposed.
Many non-interactive privacy-preserving classiﬁcation protocols
that avoid the above problems have been studied [26–28]. In such
schemes, message transmission only occurs when the client sends the input and receives the classiﬁcation result. However, most of these methods have problems in terms of classiﬁcation accuracy or can support only
a weak level of security, where the privacy-protection problem deﬁned
in [1] cannot be solved. For instance, [26] implemented a decision tree
and a random forest classiﬁer that requires only one round of interaction, using additive homomorphic encryption and the oblivious transfer
protocol (OTP). However, because this method exposes the depth of the
classiﬁcation tree, which is part of the model, its security is weak. Moreover, a special method is used to implement the two classiﬁers, making
it diﬃcult to apply this method to other cases.
There have been other attempts at performing only one round of
interaction [27,28], and these approaches are suitable for implementing arbitrary classiﬁers. These methods utilize somewhat homomorphic encryption (SWHE), which is similar to FHE, but with a limited
depth of multiplication operations in the circuit. They implement linear means and Fisher’s linear discriminant classiﬁers, which include
privacy-preserving model training. In addition to the advantage of oneround interaction, these methods also have the security advantage that
no user feature information is exposed to the server. However, with the
limited multiplication depth of SWHE, the method requires the user to
decode the ﬁnal output to determine the classiﬁcation result. In doing
so, the user obtains information regarding the range of output values
corresponding to each classiﬁcation result class. Therefore, such methods do not satisfy the security requirements in [1], insofar as model
information is exposed to users.
There has also been research on the FHE method itself. In [28], the
authors exploit Cox proportional-hazards regression and a linear regression classiﬁer that takes encrypted patient data as input. However, this
method focuses only on protecting the user’s input. Information about
the model required for the regression process is disclosed to everyone,
including the patient. Speciﬁcally, when a user receives a regression result, the probability value used for classiﬁcation is transmitted, rather
than the class value. This probability represents model information, and
therefore does not satisfy the privacy requirements proposed in [1].
As mentioned above, a common problem [27,28] is the lack of a comparison operation between ciphertexts. This forces the user to determine
the class value of the user input by comparing the regression results to
a reference value. Consequently, model information is exposed to the
user. In [29], the authors proposed an improved method that mitigates

Studies on privacy-preserving machine learning have been diverse,
as explained in [15]. Many of them are not focused on protecting user
input for classiﬁcation, or on the privacy of the model for the classiﬁcation process. Rather, they tend to focus on protecting the privacy of the
collected training data. Examples of such methods are randomization
[16,17] and anonymization [18], which concentrate on transforming
the collected training data with minimal impact on the overall training
outcome.
Privacy protection in classiﬁcation protocols has recently been deﬁned as the problem of successfully completing the classiﬁcation, providing the classiﬁcation results to the client while preserving the privacy
of the feature vector 𝑥⃗, which is the input of the user (i.e., client), and
the model information w, which is owned by the server [1]. That is, no
private information from either party should be exposed to the other
during classiﬁcation.
A common solution to this problem is to use a secure two-party computation (STC) protocol that can be applied to arbitrary algorithms [19–
23]. If the machine learning algorithm is converted to an STC protocol,
the algorithm can be executed in a privacy-preserving manner. However, signiﬁcant computation and memory resources are needed to run
such a protocol. In addition, the classiﬁcation results given by such protocols are somewhat inaccurate [1]. In [1], a privacy-preserving NB protocol was implemented using the STC protocol of [21,22]. However, it
was conﬁrmed that more than 256GB of system memory was required
to run the NB classiﬁcation for data with three features. In [24], the
probability that simple operations such as addition, argmin, etc. would
fail when using limited memory of 4GB or less was 71.4% for [21] and
14.3% for [22]. Thus, without signiﬁcant memory resources, it is difﬁcult to create a high-accuracy, privacy-preserving classiﬁer using this
approach.
For this reason, many attempts have been made to create a customized protocol that combines various methods. With these combined
methods, the core-element operations necessary for implementing the
classiﬁer take the form of a protocol that can be performed with encrypted data. Thus, the classiﬁcation algorithm can be executed by running the relevant protocols [1–4] in sequence. In this case, a number of
interactions occur between the server and the client. In one study [1],
NB and hyper-plane classiﬁcation protocols were implemented using
additive homomorphic encryption, which (unlike FHE) provides only
a limited type of computation. To implement a decision tree classiﬁer, both additive homomorphic encryption and FHE are used to construct the protocol. In [2], NB and hyper-plane classiﬁers were implemented using commodity-based cryptography, where both the client
and server share the necessary operations in a secure manner through
pre-distributed correlated data in the setup phase. A subsequent study
[3] improved the performance of the classiﬁer proposed in [2] by updating the building blocks. Moreover, [4] proposed an NB classiﬁcation
protocol for medical diagnosis using a customized protocol based on
additive homomorphic encryption and a customized multiplication protocol.
Unfortunately, all of the above combined methods are ineﬃcient:
they require multi-round interactions between the server and client.
In addition, intermediate values must occasionally be decrypted during protocol execution, resulting in the security problem of the private
key information residing in memory [1–3].
One technique that suﬀers this type of problem is the DGK protocol [25], which is used for numerical comparisons with classiﬁcation
protocols [1–3]. Under DGK, it is assumed that the user has encrypted
data and the server has a private key. The user transmits his/her data to
the server containing the secret key in order to compare the encrypted
numbers in the data. The server decrypts the encrypted numbers, performs the comparison, and then transmits the results to the user. Basic
interaction is thus essential with this protocol.

3

ARTICLE IN PRESS

JID: CSI

[m5GeSdc;December 12, 2017;20:29]

H. Park et al.

Computer Standards & Interfaces 000 (2017) 1–22
Table 1
Comparison of existing privacy-preserving classiﬁcation protocols in terms of security, message transmission eﬃciency, and number of intermediate decryptions.

[1]

[2]
[3]

[4]
[26]
[27]

[28]

Classiﬁer

Communication
(# of rounds)

# of
decryptions

Naive Bayes
Hyper-plane
Decision tree

4(𝑡− 1)+1
4(𝑡− 1)+1
4.5

3(𝑡− 1)
3(𝑡− 1)
6𝑡− 1

Naive Bayes
Hyper-plane
Decision tree

(q+1)+t+1.5
(q+1)+t+2.5
𝑞 + log 𝑡 +2.5

–
–

Hyper-plane
Naive Bayes
Decision tree
Random forest
Linear Means

(q+1)+t+1.5
log t + 2
1

t+1
1

1

1

Model
info.

1

1

Model info.

Fisher’s linear
discriminant
Cox proportional
hazards regression
Linear regression

this, relative to [27,28]. To do so, [29] deals with statistical analysis
techniques such as matrix multiplication, comparison operations, a contingency table, and linear regression over FHE ciphertexts. In particular,
linear regression and the comparison operation allow for the design of a
privacy-preserving linear regression classiﬁer. For example, when a user
encrypts an input and sends it to the server, the server performs linear
regression using the model and the transmitted user input. Because the
server can perform the comparison operation to classify the results of
the regression over the encrypted data using FHE, the user ultimately
receives only the class value corresponding to the classiﬁcation result.
However, because the computation time required for the comparison
process and the required storage space both increase in proportion to
the exponent of the bit length of the input data and model data, the
comparison operation is only practical for limited-sized integer comparison.
Compared to the privacy-preserving comparison operations based on
a garbled circuit in [30], the comparison operations of [29] are slightly
faster than the comparison of integers that are less than 216 . However,
if the maximum value is increased to approximately 224 , [30] requires
at least 20 times more computation time and at least 106 times more
storage.
In [31], the authors address useful techniques such as Bayesian spam
ﬁltering and decision tree evaluations over FHE-encrypted data. In their
work, the database stores keywords and the probabilities that e-mails
containing these words are spam. If any of the keywords is included in
the e-mail, the Bayesian spam ﬁlter determines whether each word contained in the encrypted e-mail is included in the keyword set stored in
the database. If we know which keywords in the DB are contained in
the email and their associated probabilities, we can easily calculate the
probability that the email is spam. Unfortunately, [31] does not describe
a method for calculating this probability when the keyword matching
result is encrypted by FHE. Thus, the performance analysis in [31] focused exclusively on the keyword-matching operation, without considering the calculation of the probability of spam using the probability
stored in the database. For decision tree classiﬁcation, when a comparison result is given for each node, the study suggests a tree evaluation
method. However, this assumes that the comparison results between the
user input and tree node value are known. Thus, the study does not provide details of the comparison itself.
Table 1 summarizes the methods described in this section in terms
of the number of necessary message transmissions, the number of de-

Leaked
information

Possibility of sidechannel attack to
extract depth of tree

Possibility of sidechannel attack to
extract depth of tree

Depth of tree

cryptions performed during protocol execution, and the information exposed. In describing [26] in the table, we used the superior method in
terms of security and number of message transmissions among the two
proposed methods. In the case of [4], it is possible to return the best
k( ≥ 1) results, but we assumed 𝑘 = 1 when calculating the values in
the table. The number of message transmissions in [1–4] was calculated
assuming that messages that can be transmitted simultaneously are sent
together.
3. Preliminaries
This section describes some basic concepts used in the rest of this paper, and deﬁnes the symbols and notation used. First, the NB classiﬁer
is described. Then, we introduce FHE, which is essential for the implementation of the proposed protocol. The symbols and notation used in
the remainder of this paper are given in Table 2.
3.1. Naive Bayes classiﬁer
The NB classiﬁer is very eﬃcient and has been widely used in applications such as text classiﬁcation [32,33], medical diagnosis [34,35],
and system performance management [36]. The NB classiﬁer is brieﬂy
described as follows.
Given a set of feature vectors with d elements 𝐷(= 𝐷1 × 𝐷2 × ⋯ ×
𝐷𝑑 ) and a set of classiﬁcation results Cr = {c1 , ⋅⋅⋅, ct } for an input feature
vector 𝑥⃗ ∈ 𝐷, the classiﬁer determines the corresponding classiﬁcation
results cy ∈ Cr . In other words, if 𝐶𝑤 (𝑥⃗) is the result from running classiﬁer Cw with 𝑥⃗, the NB classiﬁer returns y to represent cy . In the NB
classiﬁer, y can be determined with the following formula:
𝑦 = 𝑎𝑟𝑔𝑚𝑎𝑥1≤𝑖≤𝑡 𝑃 𝑟[𝐶 = 𝑐𝑖 |𝑋 = 𝑥⃗]
= 𝑎𝑟𝑔𝑚𝑎𝑥1≤𝑖≤𝑡

𝑃 𝑟[𝐶 = 𝑐𝑖 ] ⋅ 𝑃 𝑟[𝑋 = 𝑥⃗|𝐶 = 𝑐𝑖 ]
𝑃 𝑟[𝑋 = 𝑥⃗]

= 𝑎𝑟𝑔𝑚𝑎𝑥1≤𝑖≤𝑡 𝑃 𝑟[𝐶 = 𝑐𝑖 ] ⋅ 𝑃 𝑟[𝑋 = 𝑥⃗|𝐶 = 𝑐𝑖 ]

(1)

Given 𝑥⃗ = (𝑥1 , ⋯ , 𝑥𝑑 ), it is assumed all elements x1 , ⋅⋅⋅, xd are conditionally and independently drawn from one another. Thus, the following
formula can be derived based on Bayes’ rule:
𝑃 𝑟[𝑋 = 𝑥⃗|𝐶 = 𝑐𝑖 ] =

4

𝑑
∏
𝑗=1

𝑃 𝑟[𝑋𝑗 = 𝑥𝑗 |𝐶 = 𝑐𝑖 ]

(2)

ARTICLE IN PRESS

JID: CSI
H. Park et al.

Computer Standards & Interfaces 000 (2017) 1–22

Table 2
Notation.
Notation

Description

sk
pk
Encrypt
Decrypt
[a, b]
⊕
·
s
u

Private key in FHE
Public key in FHE
Encryption algorithm in FHE (Encrypt())
Decryption algorithm in FHE (Decrypt())
{𝑎, 𝑎 + 1, ⋯ , 𝑏 − 1, 𝑏}
Encrypted_XOR() in FHE
Encrypted_Multiply() in FHE
Number of slots available in a ciphertext
Smallest unit of a slot rotating in the Rotate operation. Slot
movement using Rotate can only be done in multiples of u slots.
Rotate the slot inside the ciphertext to the left/right by
i · u slots (0 ≤ i < ⌊s/u⌋) using the Rotate operation
Shift the slot inside the ciphertext to the left/right by
i slots (0 ≤ i < s) using the Shift operation
Size of the set of classiﬁcation result classes (=|Cr |)
Set of classiﬁcation result classes (= {𝑐1 , 𝑐2 , ⋯ , 𝑐𝑡 })
ith class in the set of classiﬁcation result classes (i ∈ [1, t])
Random variable associated with the set Cr
User’s input feature vector 𝑥⃗ = (𝑥1 , 𝑥2 , ⋯ , 𝑥𝑑 ) ∈ 𝐷
Number of attributes in 𝑥⃗
jth element in 𝑥⃗ (j ∈ [1, d])
Random variable drawn from D
Random variable drawn from Dj (j ∈ [1, d])
Domain of all possible xj , where j ∈ [1, d]
kth element of Dj , where j ∈ [1, d] and k ∈ [1, |Dj |]
D1 × D2 × ⋅⋅⋅ × Dd
Model of a classiﬁer
Classiﬁer deﬁned as a function from D → Cr
Constant number multiplied by the log-scale probabilities to render
them integers
Array of ciphertexts to store 𝐾 log 𝑃 𝑟[𝐶 = 𝑐𝑖 ] in the NB
classiﬁer, where (1 ≤ i ≤ t)
Maximum bit length that can be used to represent one value
in the NB classiﬁer
Ciphertext that has 1 in the least signiﬁcant slot and 0 in the other
slots
Ciphertext that has 1 in q slots that are in the designated positions.
This will be referred to as a ciphertext containing 2𝑞 − 1.
Ciphertext of the user input feature vector 𝑥⃗
Resultant ciphertext in the proposed classiﬁer in the server-centric
setting, which stores Cw (x)
Resultant ciphertext in the proposed classiﬁer in the user-centric
classiﬁcation, which stores Cw (x) > > R r, where r is randomly
selected from {0, 1, ⋅⋅⋅, ⌊s/u⌋}
Data provider

< < Ri /
> > Ri
< < Si /
> > Si
t
Cr
ci
C
𝑥⃗
d
xj
X
Xj
Dj
vj, k
D
w
Cw
K
S
q
LSB
MAX
U
R1
R2

DP

• Setup(1λ ): takes a security parameter λ and returns
a system parameter param.
• KeyGen(params): takes param, the result of the
Setup operation, and returns a private/public key pair
(sk, pk).
• Encrypt(params, pk, m): takes a plaintext m,
params, and public key pk. It outputs the encryption
result (ciphertext) ctxt. Here, m may contain a vector
of plaintexts.
• Decrypt(params, sk, ctxt): takes a ciphertext ctxt,
a private key sk, and a security parameter param.
It outputs a plaintext m if ctxt is the result of Encrypt(params, pk, m), where (sk, pk) is the result of
running KeyGen(params). Otherwise, it returns ⊥.
• Encrypted XOR(params, pk, ctxt1 , ctxt2 ):
returns ctxt3 ,
where Decrypt(params, sk, ctxt3 )
produces m1 ⊕ m2 , if ctxt1 is the result of Encrypt(params, pk, m1 ) and ctxt2 is the result of
Encrypt(params, pk, m2 ), where (sk, pk) is the result
of KeyGen(params). Otherwise, it returns ⊥.
•
Encrypted Multiply(params, pk, ctxt1 , ctxt2 ):
similar to Encrypted XOR, but the result of the
decryption of ctxt3, the output of this algorithm, is
m1 · m2 (component-wise multiplication).
• Recrypt(params, pk, ctxt): returns ctxt , which
contains the same plaintext as ctxt. For this operation
to work correctly, the depth of the multiplication operations from ciphertexts created by Encrypt to ctxt must
be less than or equal to α. Then, ctxt can be multiplied
by the depth α − β, where α is the value determined in
params and β is the value associated with the Recrypt
operation. To perform multiplication operations at
depths greater than α − β, this operation must be
performed again after performing multiplications at a
depth of α − β.
• Pack(params, pk, m0 , m1 , · · · , ms−1 ): takes arbitrary
plaintexts m0 , · · · , ms−1 and generates a vector of
plaintexts m.
• UnPack(params, pk, m):
returns m0 , · · · , ms−1
encoded in m.
• Rotate(params, pk, ctxt, i): rotates the plaintexts
in the ciphertext ctxt to the left by i · u slots. Here,
u is the minimum unit of data movement provided by
automorphism without increasing the noise, and i has a
range of −s/u < i < s/u. If i < 0, it is rotated to the
right by −iu.
• Shift(params, pk, ctxt, i): moves the plaintexts in
the ciphertext to the left by i on the slot basis, and
fills the last i slots on the right with 0s. Here, i has a
range of −s < i < s; if i < 0, it is moved to the right
by −i. Unlike Rotate(), this increases the noise in the
ciphertext.

Using the above formula, (1) can be rewritten as follows:
𝑦 = argmax 𝑃 𝑟[𝐶 = 𝑐𝑖 ]
1≤𝑖≤𝑡

𝑑
∏
𝑗=1

𝑃 𝑟[𝑋𝑗 = 𝑥𝑗 |𝐶 = 𝑐𝑖 ]

= argmax(log 𝑃 𝑟[𝐶 = 𝑐𝑖 ] +
1≤𝑖≤𝑡

[m5GeSdc;December 12, 2017;20:29]

𝑑
∑
𝑗=1

log 𝑃 𝑟[𝑋𝑗 = 𝑥𝑗 |𝐶 = 𝑐𝑖 ])

(3)
Fig. 1. FHE algorithms [43].

From (3), we can perform NB classiﬁcation if the following sets are
available:
HELib [42] provides the ability to transform multiple independent
single-bit-sized plaintexts into a single plaintext such that it can be encrypted with a single encryption operation. In the transformed plaintext,
one slot is assigned to each original plaintext bit, and this slot structure
is preserved in the ciphertext. The total number of slots for the ciphertext is given by s, whose value is determined by the selected parameter.
This is also related to the security of the FHE scheme and the speed of
operations in FHE. The Pack/UnPack algorithms support the ability to
pack/unpack multiple plaintext bits into/from a single plaintext vector
for encryption.
HElib’s FHE scheme relies on the Ring-LWE (Learning With Errors)
problem [44] for its security. In schemes that rely on this problem, the
encryption algorithm normally adds a small amount of noise to the ciphertext at the end of the enciphering operation. If the size of the noise

{log 𝑃 𝑟[𝐶 = 𝑐𝑖 ]|𝑖 ∈ {1, ⋯ , 𝑡}}
{log 𝑃 𝑟[𝑋𝑗 = 𝑥𝑗 |𝐶 = 𝑐𝑖 ]|𝑖 ∈ {1, ⋯ , 𝑡}, 𝑗 ∈ {1, ⋯ , 𝑑}}
Therefore, we can treat the above sets as a model for the NB classiﬁer.
3.2. Fully homomorphic encryption
In the proposed protocol, we adopt the FHE method [8–11,37] to
implement a privacy-preserving classiﬁer. It is easy to demonstrate the
feasibility of this method, because its implementation is open; it is based
on the Homomorphic Encryption Library (HELib) [13]. HELib’s method
is one of the most practical FHEs yet developed [38–41], and provides
the following operations (see Fig. 1).
5
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is small, the corresponding noise can be canceled in the decryption operation with the correct decryption key, allowing the correct plaintext
to be obtained by running the decryption operation. This noise value is
a key factor in ensuring the security of the Ring-LWE problem.
Unfortunately, the noise value increases when performing operations
between ciphertexts. If the size of the noise in a ciphertext exceeds a certain threshold, which depends on the security parameters, the ciphertext
cannot be decrypted correctly. Therefore, when developing an application based on encrypted data with FHE, it is necessary to manage the
noise inside the FHE ciphertexts. The noise included in the ciphertexts
of FHE increases slightly when the Encrypted_XOR is performed and increases signiﬁcantly when the Encrypted_Multiply is performed. Thus,
after a certain number of these operations, we need to reduce the noise
in the ciphertext to allow more operations to be performed. The Recrypt
operation plays this role. This operation produces a new ciphertext that
has the same plaintext as the original ciphertext, but contains only a
small amount of noise. As some ciphertext operations are executed with
the new ciphertext while running Recrypt, the number of ciphertext
operations possible with the new ciphertext is smaller than that of a
ciphertext created by the encryption operation.
We manage the number of consecutive multiplications2 using ciphertexts for noise management. Based on this, we can estimate the size of
the noise in the ciphertexts and can determine when the Recrypt operation is necessary.

From the above argument, if conventional machine learning techniques are used, attackers could acquire patients medical information
by applying the methods in [46] and [47]. This is a serious problem, and
may also violate medical-records legislation. Therefore, it is important
to protect the privacy of the model information used by the classiﬁer,
as well as securing the user input to the classiﬁer and the prediction
results.
The security/functional requirements for privacy-preserving classiﬁcation can be summarized as follows.
•

•

4. System model and motivation
The system model proposed in this study is as follows. There are
three types of entities in this system. First, there is a Data Provider (DP).
During the system setup step, the DP performs a training process to create a classiﬁcation model based on a pre-owned dataset. Second, there
is a server, which receives a classiﬁcation service request from a user
and provides a prediction result to the user. Third, there is a user (i.e.,
client), who requests a classiﬁcation service using their own information
from the server. Finally, we assume that the server and client follow the
Honest-But-Curious (HBC) adversary models, in that the server wants
to obtain the private information of the client and vice-versa. However,
they are assumed to obey the protocols [45]. The main focus of this
study is services that operate under the above system model with the
privacy-preserving requirement. A typical example is the Clinical Decision Support System (CDSS) [7], which performs classiﬁcation based on
data collected by a hospital consortium or government agency. Based
on the underlying model, CDSS provides automatic diagnostic services
to doctors and patients. The privacy-protection requirements of these
services are as follows. First, to use the automatic diagnostic service of
CDSS, doctors or patients must submit the patient information required
as input for the classiﬁcation task. At this time, to protect patient privacy, neither the inputs provided to CDSS during the protocol execution
nor the classiﬁcation results corresponding to the diagnosis should be
exposed to CDSS. Second, for CDSS, the model information is a high-cost
asset. Therefore, the model information stored in the server should not
be exposed to the doctors or patients who use the service.
However, existing machine learning methods that are not privacypreserving cannot satisfy the above conditions. Indeed, [46,47] show
how serious privacy breaches can arise from open access to models,
classiﬁcation results, and user data in machine learning. Speciﬁcally,
[46] shows that it is possible to infer private information used to generate the model values using published model values, and [47] illustrates
a method for identifying the user corresponding to a classiﬁcation result by combining the classiﬁcation results with other non-personally
identiﬁable information.

•

Privacy-preserving: when the user input and classiﬁcation results are
exposed to the server that provides the classiﬁcation service, the service provider can acquire sensitive information about the user, a potentially serious privacy violation. Therefore, the information should
not be exposed to the server. Moreover, the servers model requires
a large amount of data for its generation, which entails considerable
cost. Therefore, if this information is exposed to the user, the service
provider operating the server risks suﬀering ﬁnancial harm. Thus,
these privacy-preserving requirements should be maintained even
in the face of quantum computing attacks.
Non-interactive: if multiple rounds of interactions are performed between the server and the user when running the classiﬁcation protocol, both the user and the server must be online during these interactions, and status information must be managed to keep the protocol
running. This can be burdensome to both the service and the users,
and makes it diﬃcult to provide the service in the form of a web application. In addition, the communication patterns from running a
protocol can be used for side-channel attacks. Therefore, communication between the server and the user should be minimized. Ideally,
all work should be completed in one round of communication (i.e.,
input transmission and receipt of results).
Minimal use of decryption when executing the protocol: during protocol execution, the user and the server must minimize the decryption
of intermediate protocol results, because these are vulnerable to attacks when private key information is present in memory over a long
period of time.

5. Proposed protocols
In this section, we propose a new privacy-preserving classiﬁcation
protocol that meets the requirements stated in the previous section. The
key idea of the proposal is to use FHE to enhance security, along with
various optimization techniques to improve the performance of the proposed protocols FHE operations.
5.1. Protocol overview
We propose two protocols that operate in diﬀerent settings. The ﬁrst
protocol is aimed at an environment where there is excellent available
computing power for the server and the support of high-level system
security to keep the model secure. In this case, the goal is to ensure the
privacy of the users information against the server. An overview of this
server-centric protocol is shown in Fig. 2-(A). The second protocol targets an environment in which the server needs to ensure the security of
the model, because of its relatively low computational complexity and
security. In such an environment, the user’s information operates only
in its own computing environment, and the server must provide model
information to the user in order to perform the classiﬁcation operation
for the client. The server only needs to decrypt the results of the operation and transmit them to the user. An overview of this user-centric
protocol is shown in Fig. 2-(B).
In the ﬁrst model (Fig. 2-(A)), the server only has the user’s public
key (pk), and performs classiﬁcation using the encrypted user input and
a plaintext form of the model. Because the classiﬁcation is performed
by the server, its results are encrypted with the user’s public key. Thus,
the server cannot obtain information about the classiﬁcation results. Because the user receives only the ﬁnal encrypted results from the server,

2
This value is determined by the multiplicative depth of the circuit that is executed
with the ciphertext. Because Recrypt is very costly, we need to design our algorithm’s
multiplicative circuit depth to be as shallow as possible for eﬃciency.
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Fig. 2. Overview of the proposed protocols: (A) server-centric, (B) user-centric.

Fig. 3. Structure of a ciphertext storing a q-bit integer.

it is diﬃcult to know information about the model used for the classiﬁcation. The user has the private key (sk) and can obtain the classiﬁcation
results by decrypting the output received from the server.
In the second protocol (Fig. 2-(B)), the user performs the classiﬁcation directly, and the model information used to do so is protected
by encryption using the server’s public key. Users have access to the
server’s public key (pk). In this environment, the DP generates a model
and then encrypts it with the server’s public key. The model is then released to the user during the initial stage. The user performs classiﬁcation using his/her input information and the model, and then transmits
the classiﬁcation results to the server and requests decryption, which is
done using the servers private key (sk). The user hides the classiﬁcation
results with a random number in the encrypted classiﬁcation results before the decryption request, making it diﬃcult for the server to deduce
the classiﬁcation results after decryption. After receiving the decryption
results from the server, the user removes the random number used to
hide the classiﬁcation results and obtains the ﬁnal results. In the servercentric protocol, the setup is completed only when the model is stored
in the server. Therefore, when this procedure is completed, the user can
send input information encrypted with his/her public key to the server
in order to proceed with the classiﬁcation. For the user-centric protocol, the encrypted model information must be distributed to all users,
incurring the cost of ensuring the integrity of the information. Thus, the
server-centric protocol has the advantage in terms of the cost required
to distribute the model. Nevertheless, the user-centric protocol has several advantages over the server-centric protocol. First, the server-centric
protocol needs to store a plaintext form of the model in the server. In
the environment assumed by this protocol, each user transmits the input
feature vector 𝑥⃗ encrypted with his/her own key to protect 𝑥⃗. There-

Fig. 4. Illustration of encrypted model w(S, T).

Fig. 5. Structure of U, an encrypted user input 𝑥⃗ = (𝑥1 , 𝑥2 , ⋯ , 𝑥𝑑 ).
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fore, to perform classiﬁcations with various 𝑥⃗ encrypted with diﬀerent
keys, the model exists in plaintext form and must be encrypted with the
public key used to encrypt 𝑥⃗. For this reason, the model cannot be managed in an encrypted form. Therefore, the security of the model in the
server depends on the system-level security of the server. In contrast,
the user-centric model exists only as an encrypted value. Consequently,
the probability that the information will be leaked is very small. Moreover, because there is no model value inside the server, the management
cost of the server data is low. Second, there is the advantage that the
operations required for machine learning are distributed to each user.
Even if the cloud has a lot of resources, running an application based on
FHE is computationally expensive. For example, one study of machine
learning using FHE [27] showed that the proposed classiﬁer required
approximately 0.3–21 s per run. Even if we assume a cloud environment with suﬃcient resources, providing services to multiple users at
the same time can be problematic in practical terms. For user-centric
classiﬁcation (Fig. 2-(B)), in contrast, the server has minimal computational overheads, insofar as it exclusively performs decryption. In addition, in the case of a non-interactive protocol conﬁguration, the server
can collect the classiﬁcation results from users and transmit the results
with only one broadcast. This is possible because the classiﬁcation results are hidden by random numbers added by individual users.
The following subsections discuss the practical implementation of
the privacy-preserving machine learning protocols in the two environments described above. The tool used in this study is FHE with the NB
classiﬁer.

Fig. 6. Ciphertext structure of the classiﬁcation result: 𝑅1 (= 𝐶𝑤 (𝑥⃗)) and 𝑅2 (= 𝐶𝑤 (𝑥⃗) >>𝑅
𝑟).

5.2. Proposed implementation for the Naive Bayes classiﬁer
This subsection describes the implementation of the privacypreserving NB classiﬁer.
5.2.1. Data representation
We now address how the values used for classiﬁcation are represented in ciphertexts. In the NB classiﬁer, the model w refers to all probability values that are used to classify a user’s input 𝑥⃗ ∈ 𝐷. The classiﬁer,
denoted by Cw , is deﬁned as a function Cw : D → {c1 , ⋅⋅⋅, ct }. Hereafter, we
use i and ci interchangeably to describe the classiﬁcation result Cw (x),
unless there is some ambiguity. To implement the classiﬁer eﬃciently
as a circuit for FHE operations, the proposed method uses a modiﬁed
version of the NB classiﬁer, where the logarithms of all probabilities are
used as described in Section 3.1. Further, to express the probabilities
in ciphertexts, where an integer representation is preferable, they are
multiplied by the same K such that all values are represented as integer
values with a length of q bits. This is possible because the NB classiﬁer produces the same result with modiﬁed values as it does with the
original probability values.
According to [48,49], there is no signiﬁcant loss of classiﬁcation efﬁciency when the number of bits used to represent the probabilities is
ﬁxed to 10. From this, we can say that setting 𝑞 = 32 is suﬃcient to
represent the probabilities used in the NB classiﬁer. We verify this experimentally in Section 6.2.
Fig. 3 shows the structure of a ciphertext that encrypts a q-bit integer
with the proposed NB classiﬁer. To use the Rotate algorithm ( < < R ,
> > R )—which does not increase noise, owing to the use of the FHE
automorphism—the ciphertext stores 1 bit in the u slot interval, which
is the minimum slot-moving unit for the Rotate operation. The q-bit
data in the ciphertext are stored such that the least signiﬁcant bit (LSB)
is located in the ﬁrst slot and the most signiﬁcant bit (MSB) is located
in the ((𝑞 − 1) ⋅ 𝑢 + 1) th slot. All integer types of data that represent the
probabilities in an encrypted form (stored in tables S and T) follow the
structure in Fig. 3.
The model w for the NB classiﬁer is the logarithm of the probabilities
that are necessary to calculate Eq. (3) from Section 3.1. If we assume
𝐷𝑗 = {𝑣𝑗,1 , 𝑣𝑗,2 , ⋯ , 𝑣𝑗,|𝐷𝑗 | } (1 ≤ j ≤ d), the entire model can be repre-

Fig. 7. Schematic view of the proposed NB protocols.
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Fig. 8. Description of the proposed classiﬁer protocols.

Fig. 9. Illustration of the Selection circuit.

sented with {log 𝑃 𝑟[𝐶 = 𝑐𝑖 ]|1 ≤ 𝑖 ≤ 𝑡}, {log 𝑃 𝑟[𝑋𝑗 = 𝑣𝑗,𝑘 |𝐶 = 𝑐𝑖 ]|1 ≤ 𝑖 ≤
𝑡, 1 ≤ 𝑗 ≤ 𝑑, 1 ≤ 𝑘 ≤ |𝐷𝑗 |}.
To represent the probabilities as integers, we assume that a suitable
K is multiplied by every element in the above sets:

is around 10, only 1/80–1/160 of the ciphertexts in our original implementation are required. More precisely, if we use the Pack algorithm
∑
shown in Fig. 1, ⌈q · t/s⌉ and ⌈𝑞 ⋅ 𝑡∕𝑠 ⋅ 𝑑𝑗=1 |𝐷𝑗 |⌉ ciphertexts are necessary to construct S and T, respectively, as s bits can be contained in a
ciphertext.
For classiﬁcation, the user input 𝑥⃗ = (𝑥1 , x2 , ⋅⋅⋅, xd ) ∈ D is given in
the form of U in Fig. 5. The input is an encrypted bit string in which each
bit value is stored in the corresponding slot in a ciphertext. Because we
can order every element in Dj as {vj, 1 , vj, 2 , ⋅⋅⋅, vj, d } (j ∈ [1, d]), we can
rewrite 𝑥⃗ = (𝑣1,𝑘1 , ⋯ , 𝑣𝑑,𝑘𝑑 ) if 𝑥𝑗 = 𝑣𝑗,𝑘𝑗 for all j ∈ [1, d], where kj ∈ [1,
|Dj |]. Here, U contains the information (k1 , k2 , ⋅⋅⋅, kd ) as an underlying
plaintext, as seen in Fig. 5; we set only the kj th bit to 1 and the other
bits to 0, among all |Dj | slots that correspond to Dj (j ∈ [1, d]).
The classiﬁcation results 𝐶𝑤 (𝑥⃗) for the given input 𝑥⃗ are constructed
as R1 or R2 , as shown in Fig. 6. Here, 𝐶𝑤 (𝑥⃗) is only represented as an
integer in [1, t] because [1, t] is mapped to a set of output classes of telements. To represent 𝐶𝑤 (𝑥⃗) in a ciphertext, we put the bit value 1 into
the ((𝐶𝑤 (𝑥⃗) − 1) ⋅ 𝑢 + 1) th slot, and set the other slots to zero among all
t · u slots used in the ciphertext. This is shown in R1 . This form is used for
server-centric classiﬁcation. In the case of user-centric classiﬁcation, we
process R1 ﬁrst. Further processing is achieved by generating a random
number r ∈ [0, ⌊s/u⌋] and rotating right by r · u slots to hide the true
classiﬁcation result from the server. The outcome of this operation is
shown as R2 in Fig. 6.

|𝐾 ⋅ max {log 𝑃 𝑟[𝐶 = 𝑐𝑖 ] +
𝑖∈[1,𝑡]

𝑑
∑
𝑗=1

log 𝑃 𝑟[𝑋𝑗 = 𝑣𝑗 |𝐶 = 𝑐𝑖 ]}| < 2𝑞

(where 𝑣𝑗 ∈ 𝐷𝑗 )
Following the above argument, we can say that sets T and S (see
below) constitute the model w. Of course, every element in S, T is in an
encrypted form when it is used.
𝑆 = {𝑆[𝑖]}1≤𝑖≤𝑡 = {𝐾 ⋅ log 𝑃 𝑟[𝐶 = 𝑐𝑖 ]|1 ≤ 𝑖 ≤ 𝑡}
𝑇 = {𝑇𝑖,𝑗 (𝑣𝑗,𝑘 )}1≤𝑖≤𝑡,1≤𝑗 ≤𝑑 ,1≤𝑘≤|𝐷𝑗 |
= {𝐾 ⋅ log 𝑃 𝑟[𝑋𝑗 = 𝑣𝑗,𝑘 |𝐶 = 𝑐𝑖 ]}1≤𝑖≤𝑡,1≤𝑗 ≤𝑑 ,1≤𝑘≤|𝐷𝑗 |
Fig. 4 illustrates tables T and S. We can access the encrypted elements
in the tables using an appropriate index, but the values of the elements
are unknown until they are decrypted. S is composed of t ciphertexts and
∑
T is composed of 𝑡 ⋅ 𝑑𝑗=1 |𝐷𝑗 | ciphertexts. In the user-centric protocol,
it could be burdensome to the client to store these. However, if we pack
them in a compact way, far fewer ciphertexts are necessary: because one
ciphertext of FHE is usually able to store 800–1600 bits, if we assume q
9
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Fig. 10. Obtaining 𝑇𝑖,𝑗 (𝑣𝑗,𝑘𝑗 ) with the Selector module (𝑣𝑗,𝑘𝑗 ∈ 𝐷𝑗 ).

5.2.2. Proposed NB protocol
In this subsection, we describe the proposed privacy-preserving NB
protocol. We ﬁrst provide an overview of the proposed protocol, then
proceed to the server-centric and user-centric protocols. A schematic
view of both protocols is given in Fig. 7. Finally, we detail the components used to build the proposed protocol (Fig. 8).

value is then moved to the slot at the lowest position using the appropriate shift operation. Finally, the SlotCopy function (shown in Fig. 13)
copies the corresponding bit value to other slots, ultimately generating
the results of the MaskGen function.
Note that all of the above steps work with ciphertexts. Therefore, neither the Server nor Client performing these steps knows any information about the values being processed, apart from what they originally
have as plaintexts.

5.2.3. Selection circuit
The Selection circuit takes a table T and a user input U and outputs
a table XT, where each element XT[i][j] corresponds to the encryption of
𝑇𝑖,𝑗 (𝑥𝑗 ) ≜ 𝐾 ⋅ log 𝑃 𝑟[𝑋𝑗 = 𝑥𝑗 |𝐶 = 𝑐𝑖 ] (i ∈ [1, t], j ∈ [1, d]). Each XT[i][j]
can be obtained by running the Selector module with U and every Ti, j
in T (i ∈ [1, t], j ∈ [1, d]), as shown in Fig. 9.
Fig. 10 illustrates the Selector module. It shows the user input corresponding to the element of Dj , which is 𝑣𝑗,𝑘𝑗 in the ﬁgure. To process this, the module extracts the corresponding 𝑇𝑖,𝑗 (𝑣𝑗,𝑘𝑗 ) (𝑉𝑗,𝑘𝑗 = 𝑥𝑗 )
through a number of steps. This process is repeated for all i, j.
For the bit values of U, there is a portion used to represent an element in Dj that is composed of |Dj | slots. To represent 𝑣𝑗,𝑘𝑗 , only the
kj th slot is set to 1, while the other values are set to 0 among the |Dj |
slots. These |Dj | slot values are given as the input to the MaskGen function. In the ﬁgure, MaskGen outputs |Dj | ciphertexts of which only the
kj th contains MAX, while the others contain zeros. They are multiplied
by 𝑇𝑖,𝑗 (𝑣𝑗,1 ), ⋯ , 𝑇𝑖,𝑗 (𝑣𝑗,|𝐷𝑗 | ), respectively, and these multiplication results
are combined by running XOR operations. Thus, we obtain the ﬁnal output.
Fig. 11 shows the implementation of the MaskGen function. In this
implementation, we use the Assign function (shown in Fig. 12) to extract the bit value corresponding to each slot value. The corresponding

5.3. Classifier circuit
In the Classifier circuit, the ﬁnal classiﬁcation result is obtained
by using the XT table, derived from the Selection circuit and the S
table, which is information from another model. Fig. 14 shows this
module. As shown in the ﬁgure, we can obtain 𝑅[𝑖] = 𝐾 log 𝑃 𝑟[𝐶 = 𝑐𝑖 ]
+ Σ𝑑𝑗=1 𝐾 log 𝑃 𝑟[𝑋𝑗 = 𝑥𝑗 |𝐶 = 𝑐𝑖 ] (= 𝑆[𝑖] + Σ𝑑𝑗=1 𝑋 𝑇 [𝑖][𝑗 ]) by running the
MultipleAdder circuit with S[i] and XT[i][1], ⋅⋅⋅, XT[i][d]. After obtaining all R[i] values (𝑖 = 1, ⋯ , 𝑡), the classiﬁcation result R1 can be
derived by running the ArgMax module with all R[i]. The client obtains the classiﬁcation result by decrypting R1 .
To run this circuit, we need to extract S[1], ⋅⋅⋅, S[t] values that reside in table S of packed ciphertexts. Each S[i] is the encryption of
𝐾 log 𝑃 𝑟[𝐶 = 𝑐𝑖 ], which is of q-bit length, and is of the form described
in Section 5.2.1.
We describe the details of the extraction procedure. Suppose the
packed table S is composed of ⌈q · t/s⌉ ciphertexts Spacked [1], ⋅⋅⋅,
Spacked [⌈q · t/s⌉]. We ﬁrst calculate the ciphertext Sunpacked [i][j] for all
i ∈ [1, t], j ∈ [1, q], where Sunpacked [i][j] contains the j’s bit of S[i] in
10
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Because the Classifier circuit is implemented using FHE operations,
an ineﬃcient design would make it necessary to execute a recryption
operation, which results in a very long execution time. To avoid this, we
minimize the multiplicative circuit depth by eﬃciently implementing
the MultipleAdder and ArgMax modules. The pseudo-code for the
Classifier circuit is provided in the appendix.
Fig. 15 illustrates the MultipleAdder circuit. This circuit takes an
array of ciphertexts and its length n, and returns the encryption of the
summation of all elements. We utilize the method in [50] to construct
the circuit eﬃciently.
The MultipleAdder consists of the Encrypted-K-S Adder, which
adds two ciphertexts, and the WallaceTree circuit, which reduces the
number of n-encrypted numbers to two. We implement the Kogge–Stone
Adder [51] using FHE operations when the FHE ciphertexts arrive as
inputs. We call this the Encrypted-K-S Adder. It has a multiplicative
depth of ⌈log 𝑞 + 2⌉ when adding two q-bit encrypted numbers.
The WallaceTree circuit adds n ciphertexts of q-bit integers to generate two ciphertexts. Adding the resulting two ciphertexts results in the
encrypted value of adding n numbers. The circuit is implemented using
a full-adder circuit to add three q-bit encrypted numbers, and requires
a multiplicative circuit depth of less than log 1.5n.3
As a result, the MultipleAdder circuit requires a multiplicative
depth of less than log 1.5𝑛 + ⌈log 𝑞 + 2⌉ when adding n q-bit numbers. For details on the WallaceTree module and the Encrypted-K-S
Adder module, see [50].
The ArgMax module takes an array IN of n q-bit integer ciphertexts
and returns the index of the ciphertext with the largest value. The input
of this module is the array of ciphertexts (IN) given by executing MultipleAdder in the previous step. The resulting value is represented by
a ciphertext in which only the slot corresponding to the index of the ciphertext with the largest value among the input values has a bit value of
1. This can be implemented by reducing the depth of the multiplication
circuit using the method in [52].
In this implementation, if the kth ciphertext has the largest value,
only the ((𝑘 − 1) ∗ 𝑢 + 1) th slot is set to 1 in the resulting ciphertext. The
main reason for this is that, if we generate the result in this format, we
can use the Rotate operation in place of the Shift operation to reduce the
multiplicative depth of the circuit. This is possible because ciphertexts
containing the input numbers to be compared already store bit values
at u slot intervals.
The structure of the ArgMax module is shown in Fig. 16. This process is divided into two steps: generating a two-dimensional array M,
in which the elements are ciphertexts that have either 0 or 1 in their
ﬁrst slot, and the Max circuit, which produces a ciphertext from the
constructed array M.
As a result of the ﬁrst step, M becomes a two-dimensional array containing the results of a pair-wise comparison between the ciphertexts
input to IN. For example, if IN[i] > IN[j], the lowest slot of M[i][j] is set
to 1. Otherwise, M[i][j] stores a value of 0. We do not calculate M[i][j]
if 𝑖 = 𝑗. If i < j, the value is calculated by ﬂipping the bit value in the
lowest slot of M[j][i] that has already been calculated. The Comparator module is used to generate M. This module receives two encrypted
numbers and returns a ciphertext in which the lowest slot has a bit-value
of 1 if the number contained in the ﬁrst ciphertext is larger than that in
the second. Otherwise, the lowest slot value of the returned ciphertext
is set to 0. We implement this using some of the comparator implementations proposed in [43]. The diﬀerence is that the Rotate operation is
applied, rather than the Shift operation. This reduces the required multiplication depth. The required multiplication depth for this module is
⌊log 𝑞 + 1⌋. The values of M[i][j] (i < j and i, j ∈ [1, n]) are calculated by
performing M[j][i]⊕1.
In the second step, the resulting M is used to obtain the index of the
ciphertext with the largest value. This process is done by applying the

Fig. 11. MaskGen module processing 𝑣𝑗,𝑘𝑗 .

the j · uth slot and the other slots are set to zero. We run the following
procedure to calculate it:
1. Initialize Sunpacked [i][j] to set all the slots have zero bit-value.
2. Run Assign(Sunpacked [i][j], 𝑆𝑝𝑎𝑐𝑘𝑒𝑑 [⌈𝑞 ⋅ 𝑖∕𝑠⌉], (𝑞 ⋅ (𝑖 − 1) + 𝑗) mod 𝑠).
3. Sunpacked [i][j] ← Sunpacked [i][j] > > S ((𝑗 − 1) ⋅ 𝑢 − (𝑞 ⋅ (𝑖 − 1) + 𝑗))
mod 𝑠
The explanation of Assign function is given in Fig. 12 and Appendix
A. After the above steps are completed for all j ∈ [1, q], we can construct
S[i] by the following calculation:
𝑆[𝑖] ← 𝑆𝑢𝑛𝑝𝑎𝑐𝑘𝑒𝑑 [𝑖][1] ⊕ 𝑆𝑢𝑛𝑝𝑎𝑐𝑘𝑒𝑑 [𝑖][2] ⊕ ⋯ ⊕ 𝑆𝑢𝑛𝑝𝑎𝑐𝑘𝑒𝑑 [𝑖][𝑞]
We can apply this procedure to the packed table T in order to extract
all Ti, j s where i ∈ [1, t] and j ∈ [1, d].

3
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Fig. 12. Assign module.

comparator circuit (𝑛 − 1) times in series. For convenience, we provide
an illustration of the Max module in the appendix.
6. Performance evaluation
In this section, we analyze the experimental performance of the proposed privacy-preserving NB classiﬁcation protocols based on FHE operations. The hardware speciﬁcations used to conduct the experiments
were as follows: Server: Intel (R) Xeon (R) ES-1650 v3 @ hexa-core processor with 64 GB of RAM running Linux Ubuntu 16.04 LTS; Client:
Intel i7-6700 3.40 GHz @ quad-core processor with 16 GB RAM running Linux Ubuntu 14.04 LTS. The proposed method was implemented
using HELib [9–11]. To the best of our knowledge, HELib is the most
eﬃcient library among the existing FHE implementations. We used the
pthread library version 2.24 to implement the multi-threaded version of
the proposed protocols.
For the experiments, we set the parameter values by considering the
following. First, priority was given to providing a suﬃcient number of
slots s in a ciphertext. We considered parameters to support 80-bit or
higher security. For eﬃciency, we selected those that maximized the
multiplicative depth of the circuit that can be performed without recryption. In addition, for ease of use, the rotation (automorphism) operation
was employed. The parameter values are presented in Table 3.
In the proposed protocols, the parameters related to the input data
are q, which pertains to the precision of the input data, d, which is the
dimension of the feature vector, and t, which is the class number of the
classiﬁcation results. In this subsection, we examine the relationship between these parameters and the performance of the core modules of the
proposed method. The performance evaluation reported in this subsection was conducted in the server environment.

Fig. 13. Illustration of SlotCopy module working with the encrypted input whose lowest
slot is set to 1.

following calculation repeatedly for all i ∈ [1, n] with the ciphertext R1 ,
which is initialized to zero beforehand:

6.1. Performance of the subroutines

𝑅1 ← 𝑅1 ⊕ ((𝑀[𝑖][1] ⋅ 𝑀[𝑖][2] ⋅ .... ⋅ 𝑀[𝑖][𝑖 − 1]⋅

Encrypted-K-S Adder, Comparator, and WallaceTree: Fig. 17
shows the performance of the WallaceTree, Encrypted-K-S-Adder,
and Comparator modules with respect to q. As shown in the ﬁgure, the
execution time of Encrypted-K-S-Adder and Comparator increases
linearly with log q. The execution time of WallaceTree is not dependent on q, because the number of values to be added using WallaceTree is ﬁxed to d, and all values can be contained in a single ciphertext,
even when 𝑞 = 128. Thus, the required FHE operations do not change
with respect to q.

𝑀[𝑖][𝑖 + 1] ⋅ ... ⋅ 𝑀[𝑖][𝑛]) >>𝑅 (𝑖 − 1))
As a result of the above computation, we can obtain ArgMax,
whose (𝑢 ∗ (𝑘 − 1) + 1)) th slot is set to 1. The other slots are set to 0
if IN[k] has the largest integer in the array. When implemented in this
way, the multiplication depth required for the entire ArgMax circuit
is ((log 𝑞 + 1) + log 𝑛). This is much smaller than ((𝑛 − 1)((log 𝑞 + 1) + 1),
which is the required multiplicative circuit depth of an intuitive method
in which the index of the maximum value is obtained by running the
12
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Fig. 14. Illustration of the Classifier circuit.
Table 3
HELib parameters chosen for the experiment.
Cyclotomic ring (m)

Lattice dimension
(𝜙(m))

Plaintext space

Number of slots in a
ciphertext

Security level

Maximum multiplicative
depth to reach
the ﬁrst recryption

Size of compressed
ciphertext

Public key
size

Private key
size

31775
=52∗ 31∗ 41

24000

GF(220 )

1200

93

24

4.3MB

67.5MB

67.03MB

Table 4
Subroutines where multi-threading is used and the number of
threads used in each subroutine.
Subroutines

Selector

MultipleAdder

# of threads

t

t

ArgMax
(𝑡)
2

Similar to the above case, the MultipleAdder module obtains the
probability that each class is the output of classiﬁcation. This is the input for the ArgMax module, and can be determined independently for
each resulting class. Therefore, if these MultipleAdder modules are
run in t-multiple threads at the same time, the overall execution time
can be reduced. Additionally, in the case of the server-centric classiﬁcation, the execution of the Selection module, which selects the input
to the MultipleAdder modules (the XT table) can also be processed in
parallel with t-multiple threads.
Table 4 summarizes the subroutines in which multi-threading is applied and the number of threads used in each subroutine. Note that the
numbers are dependent on the number of classes t. In our experiments, t
was set to 2 and 4. Because the number of threads is less than the number of cores, the actual number of cores used is the same as the number
of threads in the server-centric protocol. However, in the user-centric
implementation, the number of cores was four when 𝑡 = 4. The use of
hyper-threading allowed two threads to be assigned to a core.
Fig. 19 shows the execution results of various modules with multithreading. This experiment was performed in the server environment,
where 12 threads were available for computation.

Fig. 15. Illustration of the MultipleAdder circuit.

Fig. 18 shows the performance of each module with respect to d. In
the proposed method, as the value of d increases, the number of objects
to be added by WallaceTree increases linearly. This is because it is used
∑
to calculate the sum of log 𝑃 𝑟[𝐶 = 𝑐𝑗 ] + 𝑘 log 𝑃 𝑟[𝑋𝑘 = 𝑥𝑘 |𝐶 = 𝑐𝑗 ] for
each j. Therefore, as shown in the ﬁgure, the execution time of WallaceTree increases in proportion to log1.5 d.
ArgMax and multi-threading issue: the ArgMax module ﬁnds the
∑
largest among t values of log 𝑃 𝑟[𝐶 = 𝑐𝑗 ] + 𝑘 log Pr[𝑋𝑘 = 𝑥𝑘 |𝐶 = 𝑐𝑗 ]
on each j ∈ [1, t], which is the probability that each output class is the
classiﬁcation result. As described in the previous section, our implementation focuses on minimizing the multiplicative depth of the circuit. The
cost of this is an increase in the number of comparator module executions. The circuit requires (𝑡 − 1)𝑡∕2 Comparator module executions
and a single Max circuit execution. Therefore, if recryption does not occur, the majority of the execution time is the (𝑡 − 1)𝑡∕2 Comparator
operations. Fortunately, these comparisons can be performed independently, so multi-threading can be used to improve the performance in a
multi-core environment.
Furthermore, the Max circuit can be executed in parallel because it
computes (M[1][2] · M[1][3] · ⋅⋅⋅ · M[1][t]) ⊕ (M[2][1] · M[2][3] · ⋅⋅⋅) ⊕
⋅⋅⋅ ⊕ (𝑀[𝑡][1] ⋅ ⋯ ⋅ 𝑀[𝑡][𝑡 − 1]). We can assign separate threads to calculate each multiplicative term to improve the speed.

6.2. Classiﬁcation performance
To evaluate the performance of the proposed classiﬁer, the Breast
Cancer Data Set and the Car Evaluation Data Set from the UCI machine
learning repository [14] were classiﬁed. We assumed that the model values required for classiﬁcation were generated through training during
the initial process. The probabilities were represented as 32-bit values.
13

JID: CSI

ARTICLE IN PRESS

H. Park et al.

[m5GeSdc;December 12, 2017;20:29]
Computer Standards & Interfaces 000 (2017) 1–22

Fig. 16. Illustration of the ArgMax circuit.
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Fig. 18. Comparison of the performance of WallaceTree with 𝑑 = {4, 6, 8, 10, 12, 14, 16}.
Fig. 17. Comparison of subroutine performance with 𝑞 = {8, 16, 32, 64, 128} (𝑑 = 4, 𝑡 = 2)
.

be approximately 70 s for the server-centric protocol and approximately
90 s for the user-centric protocol.
Table 7 compares the proposed protocol to existing privacypreserving NB protocols [1,2,4] in terms of the number of decryptions
required for the execution of the protocol and the number of interactions between the server and client. When analyzing the number
of interactions, we assumed that messages that can be transmitted at
the same time during the execution of the protocol were transmitted
simultaneously. That is, we regarded such messages as one-time message transmissions.
According to the analysis results, the proposed protocol requires only
one decryption and two interactions. In contrast, [2] uses commoditybased cryptography to share information using pre-distributed correlated data, meaning that no decryption is required during the protocol
execution. However, many interactions between the server and client

For this experiment, we constructed an encrypted version of tables S and
∑
T. Because 𝑑𝑗=1 |𝐷𝑗 | is 90 and 21 in the Breast Cancer and Car Evaluation cases respectively, and the packing technique was applied, only
one ciphertext was used to construct S in both cases, with ﬁve and three
ciphertexts used to construct T in the Breast Cancer and Car Evaluation
cases, respectively.
Tables 5 and 6 present the results of the server-centric and usercentric classiﬁcations, respectively. These results relate to only the computation time of the server and the client, respectively.
The execution time was approximately 60 s for the server-centric
protocol and approximately 80 s for the user-centric protocol. The decryption time was approximately 0.2 s in the server environment and
approximately 0.4 s in the client environment. Therefore, if the communication time is considered, the total execution time is expected to

Fig. 19. Performance comparison between single and multi-threaded execution of subroutines (𝑞 = 32, 𝑑 = 16).
15
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Table 5
Evaluation results of server-centric classiﬁcation, (comp=comparator,q=32, S: server, C: client).
Speciﬁcation
Data set

Breast Cancer
Car Evaluation

Time for classiﬁcation by Server (second)

Classes

Attributes

Selection

Wallace

E-K-S-

argmax

t

d

circuit

Tree

Adder

comp

Max

2
4

9
6

22
21

26
19

10
12

9
14

1
3

Communication (# of ciphertext)
Total

S→ C

C → S

68
69

1
1

1
1

Table 6
Evaluation results of user-centric classiﬁcation, (comp=comparator,q=32, S: server, C: client).
Speciﬁcation
Data set

Breast Cancer
Car Evaluation

Time for classiﬁcation by User (second)

Classes

Attributes

Wallace

E-K-S-

argmax

t

d

Tree

Adder

comp

Max

2
4

9
6

47
38

22
24

15
23

1
4

Table 7
Comparison between existing privacy-preserving NB classiﬁers and the proposed classiﬁer
(S: server, C: client).

[1]

[2]

[4]

Proposed (server-centric/
user-centric)

Dataset

# of decryptions

# of interactions
between S and C

Breast
Cancer
Car
Evaluation

3

10

9

26

Breast
Cancer
Car
Evaluation

–

75

–

79

Breast
Cancer
Car
Evaluation

3

6

5

8

Breast Cancer
Car Evaluation

1
1

2
2

Communication (# of ciphertext)
Total

S→ C

C → S

85
89

1
1

1
1

Table 8
Comparison of the resiliency to attacks with quantum computers.

[1]

Used crypto-system

Security assumption

Quantum security

Paillier [53]

Decisional
Composite
Residuosity [50]
Decisional
Composite
Residuosity

N

Goldwasser–
Micali[54]

N

[2]

Paillier [53]

Decisional
Composite
Residuosity

N

[4]

Secure
Multi-party
Computation [25]
Oblivious
Transfer [56]
Oblivious
Transfer [57]

Decisional
Composite
Residuosity
RSA [55]

N

Decision
Diﬃe–Hellman[58]

N

GHS-FHE [9–11]

Ring LWE [59]

Y

Ours

N

Table 8 describes the cryptosystems needed to construct existing
privacy-preserving NB classiﬁers and the proposed protocol. It also
shows their underlying security assumptions. The ﬁnal column of the table shows whether each of these assumptions still holds against quantum
computing attacks. Reference [4] describes techniques used to share the
initial co-related data between server and client. As this table indicates,
the security assumptions of all cryptosystems are not safe from quantum
computing attacks, with the exception of Ring LWE [58], which is used
in our proposed method.
7. Conclusion
In this paper, we have proposed two non-interactive privacypreserving classiﬁcation models and implemented them using an FHEbased privacy-preserving NB classiﬁer. Various eﬃciency-enhancing
techniques were applied to implement the classiﬁcation protocols such
that all the computational circuits were constructed exclusively with
operations in FHE.
Unlike existing techniques, the proposed method minimizes the communication between the server and the user (i.e., client). It is also advantageous in terms of security, because there is no decryption operation
during the protocol execution. In addition, our proposal is robust to attacks using quantum computers.
We implemented the proposed method using HELib. The implementation results were veriﬁed by performing experiments in a conventional
server and a client environment. The experimental results show that the

Fig. 20. Relation between q and accuracy of NB classiﬁcation.

are required when sharing information. In both [2] and [4], the required
interactions and decryption times increase in proportion to the number
of resultant classes for classiﬁcation (i.e., t).
Fig. 20 shows the accuracy of the NB protocol classiﬁcation results
for various q. Clearly, the accuracy increases as the bit-length of q increases, up to a value of 𝑞 = 7 in the ‘Car Evaluation’ case and 𝑞 = 4
in the ‘Breast Cancer’ case. From this, we can conclude that 𝑞 = 32 is
suﬃciently high in our setting.
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two proposed models required approximately 70–90 s to classify test
datasets. Although this classiﬁcation speed may not appear to be practical, we believe that the performance will improve with advances in
FHE technology. Future studies will attempt to implement various classiﬁcation algorithms with FHE operations to achieve practical privacypreserving classiﬁcation.

MaskGen module
• Input
of f set: start position of the slots used to represent xj in Dj
len: |Dj |
• Output
T M [1..len]: array of ciphertext T M [], where T M [k] = M AX
if (of f set + k)’s slot contains 1 in U , and T M [k] = 0 otherwise

Appendix A. Selection module and its subroutines

function MaskGen(T M [], U , of f set, len, q)
for l ← of f set + 1 to of f set + len do
Assign(T M [i − of f set],U ,l)
T M [i − of f set] ← T M [i − of f set] <<S (i − 1)
//SlotCopy spreads the bit in the lowest slot in
T M [i − of f set] into all of the other slots
SlotCopy(T M [i − of f set],q)
end for
end function

Selection module
• Input
U : ciphertext containing a feature vector x (refer to Fig. 5)
T : set of the ciphertext of K · P r[Xj = v|C = ci ] for all
i ∈ [1, t], j ∈ [1, d], and v ∈ Dj
D: {D1 , D2 , · · · , Dd }, t: number of elements in the output
class
d: number of features that constitutes x(= |D|)
q: maximum bit length of values being processed
• Output
XT :
t × d array whose elements XT [i][j] have
Ti,j (xj )=K · P r[Xj = xj |C = ci ]

Assign module
• Input
Y : ciphertext that contains the bit value to be copied to X
in the y-th slot
y: position of the slot that contains the bit value to be copied
in Y
• Output
X: ciphertext whose y-th slot bit-value is updated to Y ’s
bit-value in the same slot

function Selection(XT , U , T , D, t, d,q)
//For multi-threading, t-threads start instead of for i
for i ← 1 to t do
of f set ← 0
for j ← 1 to d do
len ← |Dj |
//oﬀset: first slot’s position used to express xj
in Dj
//len: number of slots used to express xj
Select(XT [i][j],U ,Ti,j ,i,j,oﬀset,len,d,q)
oﬀset ← oﬀset + len
end for
end for
end function

function Assign(X, Y , y)
// Assuming ptxt is set to zero in all slots
// Setting y-th bit-value of ptxt to 1
ptxt[y] ← 1
// Performing nullified-encryption with ptxt, assuming
that a suitable pk is provided to Encrypt
mask ← Encrypt(ptxt)
X ← X ⊕ (mask · Y )
end function

Selector module

SlotCopy module

• Input
Ti,j : set of ciphertexts containing the integer values K ·
log P r[Xj = v|C = ci ] for every v ∈ Dj , where i ∈ [1, t]
and j ∈ [1, d].
U , of f set, len, d, q: same as in the description of Selection
module.
i: value in [1, t], j: value in [1, d].
• Output
XT [i][j]: ciphertext of K · P r[Xj = xj |C = ci ]

• Input
X: ciphertext that contains either 0 or 1 in the lowest slot
• Output
X: updated ciphertext, where all of the next q − 1 slots’ bit
values from the lowest slot become the same as the lowest
slot’s bit value
function SlotCopy(X, q)
for i ← 1 to q − 1 do
// Y [1..q − 1] is an array of ciphertexts
Y [i] ← X >>R i
end for
X ← X ⊕ Y [1] ⊕ · · · ⊕ Y [q − 1]
end function

function Selector(XT [i][j], U , Ti,j , i, j, of f set, len,
d,q)
// T M [1..len] is initialized to 0
// M askGen returns an array of ciphertext T M []
where T M [k] = M AX
// if (of f set+k)’s slot contains 1 in U , and T M [k] = 0
otherwise.
MaskGen(T M [],U ,of f set,len,q)
for k ← 1 to len do
T M [k] ← T M [k] · Ti,j [k]
 Ti,j [k] =
K · log P r[Xj = vj,k |C = ci ]
end for
XT [i][j] ← T M [1] ⊕ T M [2] ⊕ · · · ⊕ T M [k]
end function
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Appendix B. Classiﬁer circuit and its subroutines

Appendix C. Privacy proof of the proposed protocol

The section describes the Classiﬁer circuit and its subroutines Fig.
B.21.

As mentioned in Section 4, the proposed protocol must satisfy the
privacy-preserving requirement. We provide a formal proof in this section. We can informally list the privacy requirements of the proposed
protocol as follows:
•

•

The server is able to access the model information (=w) and cannot derive the user’s (i.e. client’s) input (=𝑥⃗) while performing the
protocol.
The user is unable to extract model information from the information
he/she can obtain while running the protocol.

Fig. B.21. Illustration of Max circuit.
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runs a two-party protocol with the other participant. As a result of the
execution of the protocol, the simulator should provide a valid-looking
output to the other participant using only the public information. If this
is possible, then we can prove that the other participant cannot derive
any private information from the party that is simulated by the simulator.
We provide a formal deﬁnition of privacy for the proposed protocol
as follows:

Classifier module
• Input
XT [][]: t × d array whose element XT [i][j] has Ti,j (xj )=K ·
P r[Xj = xj |C = ci ]. Refer to the Selection module.
S: array of ciphertexts for storing the integer value of K ·
log P r[C = ci ] for all i ∈ [1, t]
q: maximum bit length of values being processed
• Output
R1 : resulting ciphertext for storing the classification result
(refer to R1 in 6)

Deﬁnition 1 (User Input Privacy). If the server cannot distinguish with
non-negligible probability [60] whether it is interacting with a user
or with a simulator running a two-party protocol using only the public information available when executing the protocol, we can say that
the protocol supports the privacy of the user input. The term ‘distinguish’ refers to computational indistinguishability [60]. The probability
is drawn over the choice of both the user and the server in the protocol.

function Classifier(R1 , S, XT , q)
//For multi-threading, t-threads start instead of for i
for i ← 1 to t do
for j ← 1 to d do
//IN [1..d + 1] is an array of ciphertexts
IN [j] ← XT [i][j]
end for
IN [d + 1] ← S[i]
//Adding up all elements in IN and assigning the
result to R[i]
MultipleAdder(R[i],IN ,d + 1)
end for
//Finding the maximum element in R[]
Argmax(R1 , R[i], t)
end function

Deﬁnition 2 (Server Model Privacy). If the user cannot distinguish with
non-negligible probability [60] whether he/she is interacting with a
server or a simulator running a protocol using only public information
available when executing the protocol, we can say that the protocol
supports the privacy of the model. The term ‘distinguish’ again refers to
computational indistinguishability [60]. The probability is drawn over
the choice of both the user and the server in the protocol.
We prove that the proposed protocol ensures the privacy of the user
input and the model based on the above deﬁnitions. We use the codebased security proof technique [61].
Theorem 1. If the proposed server-centric protocol uses a CPA-secure FHE
scheme and the server and user’s computational powers are at most the same
as a conventional CPA adversary [62], then the user input privacy and server
model privacy requirements deﬁned in Deﬁnitions 1 and 2, respectively, are
satisﬁed.

ArgMax module
• Input
IN : array of ciphertexts that contain q-bit integers
n: size of IN , MAX : ciphertext representing 2q − 1, by assigning 1 to the 1st, (u + 1)-th, · · · , ((q − 1)u + 1)-th slots
LSB :ciphertext in which the first slot is set to 1 and the others are set to 0
q: maximum bit length of values being processed
• Output
argmax: ciphertext in which the (u ∗ (k − 1) + 1)-th slot is
set to 1 and the other is set to 0, where IN [k] contains the
maximum integer among all the integers in IN

Proof. proof of Theorem] 1 We prove the theorem by constructing simulators to show that the proposed protocol satisﬁes Deﬁnitions 1 and
2.
We ﬁrst explain the real execution environment shown as World AA
in Fig. C.22. In the server-centric protocol, the server has the model w
and the user has the input 𝑥⃗, and the public key of the user pku is shared
between them. The private key of the user sku is only given to the user.
In this setting, the user sends 𝑥⃗ encrypted by his/her public key to the
server. The server computes the encrypted 𝐶𝑤 (𝑥⃗) and sends the result
to the user. Finally, the user decrypts the result with his/her private key
to obtain 𝐶𝑤 (𝑥⃗). In this scenario, the server can access the ciphertexts
encrypted by pku and the model w.
(Proof of Deﬁnition 1) To prove that the proposed server-centric protocol satisﬁes Deﬁnition 1, we build a simulator that acts as the real user
but that only has the public information, pku . This is shown as World AB
in Fig. C.22. The simulator creates a random input vector 𝑦⃗, encrypts
it with pku , and sends it to the server. After the server’s classiﬁcation
computation, the simulator receives the encrypted 𝐶𝑤 (𝑦⃗). We now run a
hypothetical game. As a setup, we uniformly randomly select the world
from either World AA or World AB, and run the server-centric protocol. In this case, we claim that the probability of the server determining
which world it is working in is negligible. Our claim holds if the underlying FHE scheme supports CPA security: the server cannot computationally distinguish whether it receives 𝑐𝑥⃗ or 𝑐𝑦⃗ . Otherwise, the CPA-security
of the underlying FHE scheme would be broken. Additionally, what the
server can actually do with the received ciphertext is limited to what
the CPA adversary can do with it. Therefore, our claim holds.
(Proof of Deﬁnition 2) Similar to the proof of Deﬁnition 1, we build
a simulator in World BA that interacts with the user based solely on
public information. We prove that the user cannot distinguish whether
he/she is running on either World AA or World BA with non-negligible
probability. The diﬀerence between World AA and World BA is that the
′ (𝑟
user obtains 𝐶𝑤 (𝑟⃗) in World AA, but 𝐶𝑤
⃗) in World BA, where w′ is

function ArgMax(argmax,IN ,n,MAX,LSB,q)
// M [1..n][1..n]: 2D array of ciphertexts
// M [i][j] stores the result for comparison between
// IN [i] and IN [j]
//For multi-threading, t(t − 1)/2-threads
//start instead of for i, j
for i ← 1 to n do
for j ← i + 1 to n do
// Comparator sets M [i][j] as 1 in the 1st slot
// if IN [i] > IN [j]
Comparator(M [i][j],IN [i],IN [j],MAX,LSB,q)
M [j][i] ← LSB ⊕M [i][j]
end for
end for
//Max let argmax have the index of the largest value
//in IN .
Max(argmax,M ,n)
end function
To describe the above requirements formally, we build up deﬁnitions
of the privacy requirements. We employ the simulator in our deﬁnitions
of privacy. The simulator is a hypothetical object for the simulation of
participants in a protocol [60]. In a security proof, the simulator simulates a designated participant in a two-party protocol. The simulator
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Fig. C.22. Simulator construction for proof of Theorem 1.

Fig. C.23. Simulator construction for proof of Theorem 2.

Theorem 2. If the proposed user-centric protocol uses a CPA-secure FHE
scheme and the server and user have computational power that is at most
the same as a conventional CPA adversary [62], then the user input privacy and server model privacy requirements deﬁned in Deﬁnitions 1 and 2,
respectively, are satisﬁed.
Proof of Theorem 2. We follow the same approach as for the proof
of Theorem 1. To prove the theorem, we build up simulators in Worlds
AB and BA of Fig. C.23, respectively.

a randomly generated model. In this case, the user can only determine
the same as in the ideal model of the proposed protocol, as shown in
the bottom-right of Fig. C.22. Therefore, if the user is able to extract
any information about w in the proposed protocol, then the user can
also extract that information on w in the ideal model. Therefore, we can
conclude that the proposed protocol meets the best level of security that
can be achieved in the setting. □
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(Proof of Deﬁnition 1) If the server cannot distinguish whether it is working in World AA or World AB in Fig. C.23, the theorem holds. For the
server to distinguish between the two, the distribution of ((𝐶𝑤 (𝑥⃗) + 𝑟)
mod 𝑡) should be diﬀerent from that of ((𝐶𝑤 (𝑦⃗) + 𝑟′′ ) mod 𝑡), where 𝑦⃗ is
a uniformly randomly generated input vector and r and r′′ are uniformly
randomly generated numbers in [0, 𝑡 − 1]. As the range of the function
Cw () is [0, 𝑡 − 1], r and r′′ have the same distribution. Therefore, the
proposed user-centric protocol satisﬁes Deﬁnition 1.
(Proof of Deﬁnition 2) Similar to the proof of Deﬁnition 1, if the
user cannot distinguish whether he/she is in World AA or World
BA in Fig. C.23 with non-negligible probability, the protocol satisﬁes
Deﬁnition 2. If we look carefully at Fig. C.23, the diﬀerence between
the worlds is that the user obtains a in world AA, but a′ in world BA.
As we can easily derive that both are drawn from [0, 𝑡 − 1] uniformly, if
the user obeys the protocol, we can conclude that he/she cannot distinguish between a and a′ with non-negligible probability. Therefore, the
theorem holds. □
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