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 A B S T R A C T

Wireless networks, especially Wi-Fi access points (APs), have been an indispensable part of our daily life. For 
example, cafes and restaurants provide free Wi-Fi access with/without password settings only for customers 
(legitimate users). However, undesired users who reside outside but still within the coverage can easily use 
the Internet for free, misuse the Wi-Fi network, or apply harmful threats to the connected users and devices. 
In case administrators protect Wi-Fi networks using the cryptographic keys in WPA2 and WPA3, they have 
two limitations: (1) secure Wi-Fi APs increase the burden on customers not only because of manually inputting 
passwords but also finding the location of Wi-Fi information (i.e., SSID and password), and (2) the security 
of Wi-Fi APs is only as good as their passwords. To enhance the security and ensure the usability of Internet 
access in indoor environments, we present a lightweight and accurate identification scheme named SafeAcc
that uses the smartphone’s physical fingerprints sensed at the user’s location inside the area-of-interest (AoI) 
and meanwhile hard for an attacker to mimic. In this work, we explore the synergistic cooperation of the user’s 
identity and location information to adapt the networks to only grant Internet access to the legitimate users 
who reside within the AoI. Our idea is to use Wi-Fi signals and the light intensity readings of smartphones as 
physical fingerprints to identify users’ locations via a location-identity learning protocol and grant or disable 
Internet access accordingly. To evaluate the feasibility of SafeAcc in real-life scenarios, we developed an 
android-collector application and collected a real-world dataset containing fingerprints (Wi-Fi and light scans) 
from 40 locations distributed in two large and adjacent neighbor areas in a building. The data collection 
process is repeated for ten rounds that extend for a period of a month (each round is conducted during 
three periods a day: Morning, Afternoon, and Evening) and using two smartphones. The experimental results 
show that the identification accuracy using Wi-Fi fingerprints is always higher than those of light fingerprints 
— F1 scores ranging from 92.4% to 99.2% for Galaxy Note5 across the ten rounds and the three periods 
(Morning, Afternoon, and Evening). Also, the results show a slight accuracy difference when changing the 
device to Galaxy S8 providing F1 scores ranging from 86.5% to 99.5%. In addition, results showed reliable 
performance when SafeAcc was evaluated against unseen fingerprints (i.e., drift concept) collected after two 
weeks (achieved F1 scores ranging from 95% to 98.3%) and after five weeks (achieved F1 scores ranging 
from 97.5% to 98.7%) respectively. We also measured the identification time required for training and testing 
models to ensure the usability of the SafeAcc in real-world usage.
1. Introduction

With the proliferation of Wi-Fi routers and the development of mo-
bile devices, wireless communication using Wi-Fi access points becomes 
the most popular and successful for ubiquitous wireless network access 
in indoor environments. This dramatically increases the adaptation of 
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access connectivity to the Internet across various devices, including net-
working products, tablets, smartphones, and IoT devices. Furthermore, 
the wide and fast increase in Internet use in indoor environments (e.g.,
restaurants, cafes, bookshops, schools, universities, shopping malls,
etc..) motivates the need for safe and usable network access connectiv-
ity solutions, where only legitimate devices can connect to the Internet 
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via Wi-Fi home networks.
Wireless networks can be discovered by anyone nearby. Specifically, 

connecting to the Wi-Fi access points is easy for users who physically 
reside within the network coverage. However, not only legitimate 
users can use the Wi-Fi traffic data, but nearby undesired users (e.g.,
attackers) can also get access to the Wi-Fi network and use the Internet 
service once they are within the communication range (but outside 
the target physical area). The fundamental reason is that the actual 
communication range is much larger than the valid usage range. This 
situation creates security and privacy challenges such as slowing down 
the traffic speed, consuming the limited bandwidth of the Internet, and 
bringing threats to legitimate users and connected devices.

Therefore, security protocols and schemes are essential to prevent 
unauthorized access to wireless networks and provide secure commu-
nication ways for connected devices. For protecting Wi-Fi networks, 
WPA2 and WPA3 are the most widely used. However, the cryptographic 
keys used WPA2 and WPA3 are mainly derived from a user’s password 
alone — in consequence, their security is only as good as the user’s 
password. Furthermore, some examples of advanced authentication 
schemes are particularly relevant to scenarios like captive portals. First, 
the ‘‘EAP (Extensible Authentication Protocol)’’ scheme has various 
methods for network authentication such as EAP-TLS (Transport Layer 
Security) and EAP-PEAP (Protected EAP). The former enhances the 
security of password-based methods by using client-side certificates for 
authentication, while the latter secures username/password by encap-
sulating EAP protocol within the TLS tunnel. Another authentication 
scheme is ‘‘Passpoint (Hotspot 2.0) with WPA3-Enterprise’’ which re-
duces the reliance on web-based captive portals by using pre-configured 
credentials that enable automatic login to Wi-Fi networks. Also, the 
‘‘MACsec (Media Access Control Security)’’ authentication scheme can 
be integrated with IEEE 802.1X for dynamic key management to ensure 
secure access control for wired networks. Lastly, the ‘‘OAuth 2.0 for 
Network Authentication’’ network scheme uses social accounts such as 
Google and Microsoft to use OAuth-based login instead of traditional 
username/password login.

On the other side, many vulnerabilities in wireless Wi-Fi networks 
are as follows. Moreover, administrators (especially for public indoor 
environments such as cafes, restaurants, bookshops, schools, and shop-
ping malls) often choose to set too simple and easy-to-guess passwords 
or leave Wi-Fi APs available without passwords for any user. In the case 
of secured Wi-Fi APs, administrators usually display WiFi information 
(i.e., SSID and password) in places where only customers can see it 
and update it regularly. Two drawbacks are that (1) customers need 
to enter the password manually which increases the burden on them, 
(2) sometimes they do not know the location of the information. In 
the context, several studies (Eian et al., 2020; Fikriyadi et al., 2020; Ee 
et al., 2020) conducted experiments to perform attacks and penetration 
tests against wireless networks demonstrating that Wi-Fi networks are 
susceptible to both passive (e.g., eavesdropping) and active attacks 
(e.g., denial of service).

Previous studies using audio steganography and acoustic signals 
techniques presented alternative solutions to imperceptibly broadcast 
Wi-Fi information through a speaker that continuously plays music 
at the place (Tan et al., 2019; Eichelberger et al., 2019a; Bai et al., 
2020b,a; Cai et al., 2022). The intuition behind this is that acoustic 
signals attenuate rapidly through walls and only customers inside the 
target area can receive Wi-Fi information. Although audio steganogra-
phy has its strengths as hiding information technology, it has weak-
nesses that prevent its applicability in the real-world application such 
as: (1) it requires continuously running music to keep hiding Wi-Fi in-
formation which is noisy in indoor environments, (2) it requires adding 
encoding and decoding OFDM circuits to the system for hiding and 
broadcasting Wi-Fi information which increases the complexity of the 
system’s usability. Other works suggested Internet access control using 
visible light communication (VLC) (Pathak et al., 2015; Rehman et al., 
2019; Blinowski, 2019; Kumar and Singh, 2019; Oyewobi et al., 2022) 
2 
techniques which use light bulbs connected at room ceil as transmitters 
and users’ phones as receivers. These works require additional and 
specialized modulation (installed at source light bulbs) circuits and 
demodulation modules (mounted on smartphones or laptops) for trans-
mitting and receiving the data correctly. In other words, transmitting 
information via VLC requires modulating the visible light spectrum 
(400–700 nm) of LED lights at home, offices, and public spaces that 
are used for illumination and network access control. The modulation 
process requires adding special-designed electronic circuits to the LEDs 
for data transmission through the unlicensed visible light spectrum. We 
know that the spectrum of the lights is more concentrated as the line of 
sight and provides reliable transmission for VLC networks consisting of 
nodes with different Field of View (FOV). However, the lights cannot 
cross walls and should be restricted within the same area (e.g., room, 
office, lab). Therefore, the data transmission is valid as long as the 
receiver demodulation circuit (e.g., photodiodes) is located within the 
lighting area and near enough to the LED source bulbs.

Recently, location-based services (LBSs) have become attractive 
attributes and experienced a surge such that users can use wireless 
location-dependant information (e.g., Wi-Fi, Cellular, or visible lights) 
for various applications such as localization, tracking, navigation, iden-
tification, and authentication (Alawami and Kim, 2020; Ali et al., 2018; 
Chen et al., 2019; Zafari et al., 2019; Alawami et al., 2022, 2019, 2020). 
However, location-based network access techniques have not designed 
yet to operate alongside existing wireless security protocols in order to 
strengthen protection mechanisms of data transfer for Wi-Fi devices. 
Particularly, the access connectivity to the network can be restricted to 
a single indoor location (or room) by exploiting the location fingerprint 
information of users who are located within the targeted area. This will 
ultimately provide location-based access to the Wi-Fi access points that 
require to share of sensitive and confidential data. In addition, there 
is no system defined in terms of the size of the coverage area that the 
users are allowed to connect to the network. This means an attacker 
or undesired user, as long as he resides within the coverage area of 
the Wi-Fi AP, still can get to access a specific Wi-Fi node and use the 
network.

The objective of this work is to mitigate this ongoing problem 
by developing an accurate and usable user identification system to 
continuously associate the identity of legitimate users with valid area-
of-the-interest and distinguish them from those nearby undesired users 
who should be disconnected from the network. Our motivation emerges 
from the fact that legitimate and undesired users have different physical 
conditions such as location areas that they are staying in for the most 
of time (e.g., inside/outside the cafe and inside/outside the restaurant), 
leading to a different history of the location fingerprints profiles. By as-
suming that undesired users are able to crack the Wi-Fi passwords and 
get access to the network, our method using location information still 
can predict their identities and remove the devices from the network 
as long as they are keeping connecting to the network from outside 
of the target area. Regarding the applicability, our method can be 
adopted in restaurants, cafes, secure offices, research labs, classrooms, 
and homes which would limit/restrict the connectivity access coverage 
of Wi-Fi networks to the users who reside only within these trusted 
regions (room or sub-room). Once the model correctly identifies a 
user’s location fingerprints inside the area of interest (AoI), his/her 
smartphone stays connected to the network. Therefore, we basi-
cally convert the application of user identification 
inside target areas (e.g., cafes and restaurants) into 
a classification problem to determine user identity as 
a legitimate or undesired user based on their location 
fingerprints. The success rates of identifications 
are as good as the classification accuracy produced by 
system models.

In this paper, we specifically aim to advantage of the concept of 
using location information to develop a usable and secure system that 
enhances the connection’s security of the Wi-Fi network in a target 
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area-of-interest (AoI). Here, location information based on RSSI and 
light features is used for identification purposes. Once a user is identi-
fied as legitimate inside the target AoI, the Wi-Fi keeps connected and 
provides safe Internet access. We present SafeAcc aims to develop 
a protocol, that only uses the location information (i.e., RSSI and 
light fingerprints) to identify the user’s identity (i.e., legitimate or 
undesired) to validate his/her connection to the Internet on a specific 
Wi-Fi AP inside target indoor environment. To ensure the lightweight of 
the SafeAcc, we rely only on commercial off-the-shelf (COST) Wi-Fi 
routers and smartphones without any modification on the AP side or 
requiring any additional devices.

Indeed, the classification of locations at legitimate and undesired 
areas that are adjacent and neighboring is a challenging task because of 
three reasons:  1⃝ Inside the legitimate areas, some locations may show 
different fingerprints patterns of Wi-Fi and light from other locations, 
and in the meanwhile, they are closely similar to those outside locations 
(i.e., attackers’ location), which leads to confusing the models and 
raising false classifications (false positives). 2⃝ In contrast, inside the 
undesired areas, some of the attackers’ locations may show fingerprint 
patterns similar to those inside the target area (especially locations at 
the border that expect attackers to reside), which leads to the wrong 
detection (false accept) by the model and hence granting Internet 
access. 3⃝ We found that fingerprints of Wi-Fi and light change over 
time even if they are sensed at the same locations. This reduces match-
ing scores between the fresh scans (i.e., online) and the stored scans 
of location fingerprints in the database (i.e., trained models), which 
negatively affects the classification accuracy. Specifically, the change 
in the network properties due to network usage affects the quality of 
Wi-Fi fingerprints in terms of the amount of sensed network nodes and 
their RSSI values as well as changes in daily weather conditions affect 
light readings. 4⃝ The availability of many smartphone types leads to 
variations in Wi-Fi and light values due to different manufacturing 
model specifications.

We summarize our contributions as follows.

1. We present SafeAcc, a user identification scheme that en-
hances Internet access control of the Wi-Fi network in a target 
area of interest (AoI) using location information.

2. We develop a protocol that only uses the location information 
(i.e., Wi-Fi RSSI and light fingerprints) to identify user iden-
tity (i.e., legitimate or undesired) and provide safe access to 
the Internet without requiring any additional hardware or user 
intervention.

3. To evaluate the performance of SafeAcc, we developed a data-
collector application on smartphones and collected a real-world 
dataset of location Wi-Fi and light fingerprints from 40 locations 
of two neighbors and adjacent indoor areas.

4. To investigate the impacts of changing devices and weather 
conditions over time, we emphasized collecting the dataset using 
two smartphones over the course of ten rounds (i.e., each round 
was conducted on a separate day) and through three periods per 
each round (i.e., Morning, Afternoon, Evening).

5. We conducted extensive experiments and our evaluation results 
under various scenarios show that the identification accuracy 
using Wi-Fi fingerprints is always higher than those of light fin-
gerprints — F1 scores ranging from 92.4% to 99.2% for Galaxy 
Note5 across the ten rounds and the three periods (Morning, 
Afternoon, Evening), while the results show a slight accuracy 
difference when changing the device to Galaxy S8 providing F1 
scores ranging from 86.5% to 99.5%. In addition, to evaluate 
the SafeAcc against unseen fingerprints, we got average F1 
scores ranging from 95% to 98.3% for data collected after two 
weeks while the data after five weeks achieved average F1 
scores ranging from 97.5% to 98.7%. We also measured the 
identification time required for training and testing models to 
ensure the usability of the SafeAcc for real-world usage.
3 
The remainder of this paper is structured as follows. In Section 2, we 
review related works. We present the design overview of SafeAcc in 
Section 3. Section 4 demonstrates the methodology details of SafeAcc.
Section 5 shows experiment settings and results from various evaluation 
approaches. We finally provide our conclusion in Section 6.

2. Related work

In this section, we explain the related works proposed for identi-
fying customers in side indoor environments (e.g., cafes) for getting 
Wi-Fi access. We categorize them into three techniques: (1) Audio 
Stenography-based techniques, (2) Acoustic Signals-based techniques, 
and (3) Visible light communication (VLC) based techniques.

The study of audio steganography technology has been used in 
information hiding for broad applications and prospects. One of the 
most audio steganography methods is ‘‘LBS encoding’’ in which the 
least significant part of each digital audio sample is replaced with 
the equivalent secret message in the binary sequence (Tan et al., 
2019). Zhang et al. (2019) provided a solution named ‘‘No more 
free riders’’ that aims to secretly share Wi-Fi information with only 
customers using acoustic signals inside cafes. They implemented a 
prototype of Wi-Fi providers encoding Wi-Fi information with acoustic 
signals and broadcast through a speaker to two customers’ smartphones 
that receive the signals and decode them to connect to the Wi-Fi. 
Besides that this method needs the speaker to be running all time with 
high volume (dB) to keep broadcasting, their BER rates are very high 
reaching 20% within a maximum distance of one meter only. Eichel-
berger et al. (2019b) used the psychoacoustic masking effect that used 
OFDM subcarriers next to frequencies of high amplitude to transmit 
data within music played from loudspeakers. The system achieved a 
transmitting rate of 900 bits per second without any degradation in 
the sound quality of the music and the BER can be kept at 10% within 
a distance of 15 m. Similarly, Wang et al. (2021) proposed ‘‘ChirpMu’’ 
system that encodes information into chirp symbols and mixes them 
with audible music to share Wi-Fi secrets or coupons in shopping 
malls. The work was tested with a speaker and three smartphones and 
achieved BER up to 20% in a distance ranging from 2 to 10 m.

With advancements in acoustic-based sensing, recent studies have 
demonstrated the feasibility and effectiveness of using acoustic signals 
using audio infrastructures integrated into mobile and IoT devices 
for a broad of applications including localization, security monitor-
ing, tracking, and human activity recognition (Bai et al., 2020b; Cai 
et al., 2022). Range finding and device-to-device data transfer applica-
tions using acoustic signals use near-ultrasound frequencies 18–24 kHz 
— this prevents acoustic applications from benefiting high-frequency 
ultrasounds (> 24 kHz) due to hardware limitations on commercial-off-
the-shelf (COTS) mobile devices. Therefore, chen (Chen et al., 2018) 
presented the iChemo system that enables COTS mobile devices to 
sense high-frequency ultrasound signals — he customized the coprime 
sampling algorithm on COTS devices to detect the power spectral 
density (PSD) of high-frequency ultrasound signals. Nadeem and Uddin 
(2022) proposed ‘‘Acoustic-WiFi’’ framework that contains a Power 
Saving Mode (PSM) scheme (A2PSM) and a smart contention resolution 
scheme (Harmony) to develop more efficient Wi-Fi networks. A2PSM 
scheme addressed the inefficiency of the existing power-saving schemes 
in smart devices and leveraged acoustic signals to reduce the wakeup 
events of the Wi-Fi interface when it is in power-saving mode. The 
Harmony scheme was proposed to reduce the overall collisions that 
occur from the overhead of the Wi-Fi backoff among devices. From their 
experiments, Acoustic-WiFi saved up to more than 25% more power 
and gained 40% in throughput over the 802.11 Wi-Fi backoff scheme.

Inaudible Acoustic communication become a popular alternative 
to short-range communications and peer-to-peer manner such as QR 
and NFC — but suffers from limited throughput leading to limited 
employment on applications. Bai et al. (2020a) redesigned the mech-
anism of acoustic communication by remodeling the non-linearity of 
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the microphone of mobile devices using OFDM over multiple orthog-
onal channels with an ultrasound frequency carrier and increased the 
throughput rates by 12×on mobile devices. Nandakumar et al. (2013) 
proposed ‘‘Dhwani’’, an acoustics-based NFC system that eliminates 
the need for any specialized NFC hardware and only uses the micro-
phone and speakers on mobile phones. Zhou et al. (2018) proposed 
a dual-channel communication system named ‘‘Dolphin’’ using real-
time acoustic signals by leveraging the masking effects of human audio 
signals. Dolphin enables data communication between the speaker and 
microphone in a real-time and unobtrusive manner and supports an 
average data rate of 240 bps at 2 m. Zhu et al. (2019) proposed a 
method named ‘‘HyperEar’’ to find a small object in indoor environ-
ments such as a house or an office by using time-difference-of-arrival 
(TDoA) measurements over acoustic signals issued from the object 
(e.g., speaker) and received by smartphone’s microphones. Zhang et al. 
(2014) addressed the data confidentiality problem in the short-range 
communication technology on smartphones when used for contactless 
payment and device pairing. The author proposed ‘‘PriWhisper’’, a 
keyless and secure software-based using acoustic communication with-
out a key-exchange phase by leveraging jamming techniques. Zhou 
et al. (2019) presented a practical attack for unlocking a smartphone’s 
pattern lock using acoustic signals when the victim is drawing the 
pattern. The system utilized fingertip information contained in the 
acoustic signals sent from the speaker and received by the microphone 
of the smartphone that can be leveraged to infer the pattern.

In summary, although acoustic-based sensing is widely used for 
various applications, there are many practical drawbacks as follows. 
First, acoustic-based sensing requires the speaker that continuously 
plays music to keep hiding and sending secret information which causes 
a noisy environment for customers inside cafes. Second, it requires a 
few meters of distance between the speaker and microphone to keep 
low BER rates of communication. Third, several propagation properties 
of acoustic signals (e.g., reflection, diffraction, and scattering) as well 
as the noise of ambient music (or sounds) affect the communication 
quality. Fourth, all acoustic-based sensing requires complex encoding 
with OFDM and decoding techniques that require additional circuits 
and increase the overhead of systems on mobile devices.

Visible light communication (VLC) is another paradigm where infor-
mation is transmitted by modulating the visible light with high-speed 
data communication, unregulated and unlicensed spectrum, low la-
tency, high capacity, and high security (Oyewobi et al., 2022; Rehman 
et al., 2019; Pathak et al., 2015). Recently, VLC technology has been 
considered an attractive alternative solution for solving challenges for 
various applications in 5G and IoT systems. The work in Suduwella 
et al. (2018) proposed a protocol for location-based Internet access 
using visible light communications technology (VLC) such that the Wi-
Fi AP restricts transferring confidential and sensitive data to the users 
who are only located in the coverage of specific locations. This is done 
when the users are physically present under the VLC-based light bulbs 
installed in the ceils, point their devices (e.g., Laptops) that are capable 
to demodulate the secrete keys received from the VLC transmitter 
circuits, and eventually are granted access to the network whenever 
the location successfully authenticated. The work in Bakar and Dahnil 
(2017) proposed implementing a location-based authentication proto-
col using visible light communication to collect location information of 
the user within a small area (e.g., the room). They used the existing LED 
light-bulbs infrastructure with control circuits (transmitters) to trans-
mit the shared secret keys to the smartphones (receivers). They only 
explained their work theoretically to explain how the user’s location 
information can be used for authentication. The work in Zhao et al. 
(2017) proposed an authentication framework that uses visible light 
communications (VLC) as credentials to distinguish users for indoor Wi-
Fi network connectivity. However, VLC-based works have drawbacks as 
follows: First, the protocols are designed based on VLC-enabled bulbs 
that require installing of specially-designed electronic circuits with the 
bulbs to perform the modulation/demodulation processes and share 
4 
unique ID/secret keys to the receivers (smartphones). Although such 
electronic circuits are mandatory for VLC-based systems, it is expensive 
to be equipped in the real world with each light bulb (transmitter) as 
well as each smartphone (receiver). This limits the deployment of the 
system in real life. Second, the receiver devices require careful align-
ment with the transmitters (VLC-based bulbs) because of the narrow 
Field Of View (FOV) -i- this limits the mobility of users inside the 
area since the user is exactly required to be under the bulb. Third, to 
provide synchronized transmission of the shared ID/keys and achieve 
good connectivity between transmitters and receivers, the VLC bulbs 
required a specific arrangement design, which adds complexity to the 
communication protocol.

In contrast, our work overcomes the drawback of acoustic-based 
and VLC-based works and proposed a novel location-bade identifica-
tion scheme ‘‘SafeAcc’’ that does not require playing music, has no 
limitation in transmission distance, does not require any additional 
hardware or circuits for encoding/decoding implementation, and has 
no limit on the user’s mobility inside the target area. Our system 
is a classification-based and software-only approach that depends on 
sensing Wi-Fi and light fingerprints at any location inside the target 
area for identification.

3. SafeAcc system design

In this section, we introduce an overview of SafeAcc’s workflow, 
developed Android application, design goals, communication protocol, 
and threat model.

3.1. Overview of SafeAcc ’s workflow

First, we demonstrate the concept of legitimate (e.g., customers) and 
undesired (attackers) users that we considered in this paper. Without 
loss of generality, we consider the area-of-interest (AoI) inside a cafe, 
restaurant, company, office, or bookshop as a legitimate area (target). 
Also, all users who reside, work, or use these legitimate areas are 
considered legitimate users who provide valid location fingerprints 
inside the legitimate AoI. On the other hand, we consider adjacent areas 
such as open neighborhoods and nearby places are undesired areas. 
Both legitimate and undesired areas have many location points such 
that each location point represents a user seat or work cubicle, for 
example. In this work, we set unique IDs for each location point, as 
well as the area of interest to identify the collected location fingerprints 
and then determine of user’s identity accordingly. We demonstrate the 
scenario of the user’s identity determination and the system workflow 
of SafeAcc in Fig.  1. The process starts when a user located at an 
area-of-interest (AoI) connects to the network AP using his/her per-
sonal smartphone, simultaneously SafeAcc starts to collect the user’s 
location fingerprints (Wireless Wi-Fi characteristics and light intensity 
readings) using an Android application installed on the smartphone — 
the collection process is implicitly (i.e., background service) and shortly 
(i.e., within a few seconds). Then, SafeAcc automatically forwards 
collected fingerprints to the third-party server (the server is under 
our control) for creating models of location-identity learning for user 
identification purposes. After that, SafeAcc decides which area is 
the location of the user’s device belongs to. If it is a legitimate area, 
the SafeAcc keeps the device to stay connected to the network. In 
contrast, SafeAcc removes the user’s device from the network when 
the server re-identifies (for more than one time) that the fingerprints 
of the location belonging to the undesired AoI where the malicious 
users are potentially located in. This process of identification can be 
repeated periodically every period of time (e.g., couple of minutes) to 
track the user’s location changes such as going in or going out of the 
target area. For example, an undesired user who already entered the 
cafe, identified correctly inside the cafe area, and connected to the 
network; can leave the cafe after some time to the neighboring areas to 
use-for-free the cafe’s network. Since we assumed that the connection 
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Fig. 1. A high-level overview of SafeAcc workflow process.

to the cafe’s network is through an application installed on the user’s 
smartphone, the undesired user should have the application installed 
on his smartphone from the prior connection. This means that the
SafeAcc periodically runs in the background and collects his location 
fingerprints and sends them to the server for periodic identification. If a 
user stops the application, the connection to the cafe’s network will be 
lost. Therefore, our perception guarantees periodic identification and 
grants Internet access for authorized users as long as their location 
fingerprints belong to the legitimate AoI.

During the work, we found that some factors such as changing the 
AoI for the portion of time, device diversity influence, and instability of 
fingerprints readings over time are substantial reasons why SafeAcc
needs to re-identify user’s device periodically (shown in Fig.  1) before 
removing it from the network. For example, in situations when a 
user’s device is identified as an undesired device due to either the 
instability of location fingerprints or the user’s transitions among AoIs 
for long periods, SafeAcc re-collect location fingerprints to reconnect 
the network.

To collect wireless fingerprints observed at each location, we de-
velop an Android application using Java language on the Android 
Studio platform and hence we install the app on the user’s smartphone. 
Without loss of generality, SafeAcc aimed to be employed for realistic 
and ubiquitous scenarios such that it works at any smart places, with 
no requirement for prior get of the coordinates of surrounding network 
nodes or light sources, and no need for extra hardware. Fig.  2 shows 
the screenshot of the SafeAcc app that we used during data collection 
experiments which describes two types of fingerprints recorded at each 
location within each area-of-interest (AoI): Wi-Fi characteristics of sur-
rounding wireless network nodes (e.g., BSSID, SSID, and RSSI) and light 
readings (Intensity values in Lux). Additionally, to arrange the datasets, 
we set four ‘‘Edit Text’’ settings to enter the ID of the interested area, the 
5 
Fig. 2. Screenshots of developed SafeAcc android application for collecting location 
Wi-Fi and light fingerprints: (a) Legitimate area (AoI_1). (b) Undesired area (AoI_2).
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Fig. 3. An illustration of SafeAcc communication protocol.
 

ID of the location inside the area, the number of collection days, and 
the user’s label (Legitimate or Undesired). Eventually, the app shows 
start/stop scan buttons to control the data collection process. All these 
recorded fingerprints of locations are automatically saved in (.csv) files 
and sent to our server for implementing SafeAcc learning.

3.2. Design goals and communication protocol

1. SafeAcc should not pose modifications to the Wi-Fi access 
point side nor require any additional hardware devices.

2. No need for passwords when connecting to the Internet, instead 
a user’s smartphone can automatically connect when located 
inside the cafe’s area.

3. SafeAcc uses physical and distinct features (i.e., location fin-
gerprints) implicitly collected using the user’s smartphone, which
is difficult to mimic unless the undesired user is physically 
located inside the targeted area.

4. The system is costless (only relies on installed Wi-Fi APs and 
smartphones) and applicable everywhere in indoor environ-
ments.

5. The system is performed on the user side such that he/she 
recognizes the eligibility of the current location to gain access 
to the network. This operation will happen only once whenever 
a user visits the AoI.

6. To prevent the scenario of a non-customer user quickly entering 
and exiting the target area to authenticate his location and 
connect to the Internet, SafeAcc periodically (e.g., every a few 
minutes) and implicitly collects new location fingerprints for 
identification.

We design a communication protocol of the SafeAcc system 
(shown in Fig.  3) to provide network access connectivity constraints 
based on an association between user identity and location information 
fingerprints. We explain the detailed sequence of the communication 
protocol as follows.
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1. User/the smartphone requests network access from the Access 
Point (AP).

2. Network Access Point (AP) replies with a credential request to 
the user.

3. The device will send an authentication password and wait for 
connection.

4. Once connected, the smartphone implicitly (background app) 
collects current location information (Wi-Fi and Light) and sends 
it to the identification server.

5. Server uses location data to run pre-trained models for perform-
ing location-identity association to accept or reject the user’s 
identity:

6. When the user is successfully identified, the server simply sends 
the identification result to the application which is responsible 
for keeping the user connected to the AP which means the user 
is permitted to access Wi-Fi by the server’s response.

7. The above steps are repeated periodically (every a few minutes) 
and implicitly on the user’s smartphone by collecting updated 
location fingerprints to re-identify the user’s area without dis-
turbing the user. For example, when the user temporarily leaves 
the cafe, then the SafeAcc immediately identify her as an 
undesired user, disconnects the device from Cafe’s Wi-Fi for a 
while, and re-identify the user again after a period of a few 
minutes.

8. In contrast, when the identification fails for consecutive times 
and the result is detected as an undesired user, the server sends 
the response to the application and the connection with AP 
should be removed which means that the access is denied by 
the server’s response.

It is a worthy note that the first three steps are for secured Wi-Fi AP 
with a password — in case of an open network, SafeAcc starts the 
protocol once the device is connected (i.e., from step 3).
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Fig. 4. Top view illustration of the tested environment layout inside a building.
3.3. Threat model

Some of the serious problems caused by nearby undesired users can 
potentially happen such as slowing the network, surfing the Internet for 
free, monitoring network traffic, or conducting harmful threats on the 
network. For example, in the US, the FBI’s Internet Crime Complaint 
Center has released its annual report — it reported around 791,790 
complaints of suspected Internet crime and losses exceeding $ 4.2 
billion in 2020. In 2021, the FBI’s Internet Crime Complaint Center 
(IC3) received 847,376 cybercrime complaints and US consumers lost 
$ 6.9 billion to internet crime, with an increase of 7 percent from the 
year before (Blog, 2022) (Blog, 2021). Additionally, some privacy and 
security-related issues may even result from harmful actions of nearby 
undesired users such as injecting/installing malware files to the net-
work, changing/capturing MAC addresses of the connected legitimate 
users, collecting users-related network information, or shutting down 
the network service.

To address these threats, we propose an additional security method 
using location-related fingerprints as a second identification factor of 
the user to enhance the security level along with the existing network 
security protocols. Specifically, we expect that the location finger-
prints of the undesired users would exhibit different characteristics 
and patterns that can be classified and distinguished from the location 
fingerprints of legitimate users. Thus, our SafeAcc model converts 
the identification process into a location-identity association problem 
using learning models in order to limit the Internet access of the Wi-Fi 
access point to only customers within the targeted area. As a result, 
any suspicious access connection to the network from undesired users 
should be rejected by the model as long as they are showing different 
location fingerprints that are detected from outside the target area.

4. Methodology of SafeAcc

In the section, we describe in detail the methodology of SafeAcc, 
including dataset collection, pre-processing, some of the motivating 
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examples, and location-identity learning to create machine learning 
models.

4.1. Location dataset collection

For conducting data collection experiments, we choose two neigh-
boring and adjacent areas: The first area (AoI_1) is a big hall that has 20 
distributed locations to simulate customers inside a cafe or restaurant. 
The second area (AoI_2) is the surrounding space such as a corridor and 
open lounges that have 20 locations to simulate the adjacent locations 
of attackers who hear the Wi-Fi network of AoI_1. Fig.  4 shows the 
layout of the tested environment that we used to implement the data 
collection experiments for this work, highlighting AoI_1 with light-
blue color and AoI_2 with light-red color. The blue circles mean the 
exact location we put the smartphone for each customer’s location 
and the red circles mean the exact location of the attacker’s loca-
tion. To collect the dataset, we developed a prototype application for 
Android devices using the Android studio platform with Java. Specifi-
cally, our implementation of the app uses BroadcastReceiver() method 
from WifiManager for sensing Wi-Fi characteristics from all observed 
network nodes and onSensorChanged method from SensorManager for 
sensing light intensity readings (in Lux values) from the built-in light 
sensor on smartphones.

About the size of the dataset, we collected ten rounds distributed 
over five consecutive weeks. Each round was conducted on a different 
day, containing data from the 40 locations, repeated though three time 
periods [Morning: (9:30–12:00), Afternoon: (14:00–18:00), Evening: 
(20:30–23:00)] per day, and using two devices [(Galaxy S8 with An-
droid 9, API 28) and (Galaxy Note 5 with Android 6, API 23)]. In detail, 
locations’ fingerprints were collected in a cyclical movement starting 
from location 1 to location 40, (1 to 20 are labeled for AoI_1 and 21 to 
40 are labeled for AoI_2). During each location, we conducted 𝑚 scans 
(𝑚 = 12) for the length of one-minute time intervals (i.e., one scan every 
5 s) and then moved to the next location and so on. We emphasize that 
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Fig. 5. Data collection stage of SafeAcc System.
the decision to collect locations’ fingerprints in three periods a day (not 
hourly intervals) has been taken personally and only because of time 
limitations during the experiment. Specifically, we found it was hard 
with us to conduct experiments of collecting 40 locations’ data in an 
hour. That is because side challenges consume more time so the hourly 
interval will not be enough and hard be hard to implement. These 
challenges were (for example) regarding arranging the rooms where 
the experiments were conducted, a large number of locations, moving 
smartphones around each location, and verifying that the dataset was 
received correctly by the server. Therefore, to conduct the experiments 
conveniently, we decided to use the three-period profile a day instead 
of hourly. Also, regarding weather conditions, as we explained the 
dataset was deliberately collected for ten rounds (i.e., ten days) dis-
tributed over consecutive five weeks (more than a month) to include 
data from different weather conditions such as cloud/sunny/rainy days.

As shown in Fig.  5, each scan captures two columns (MAC addresses 
and RSSI readings) of hundreds of network nodes observed from the 
surroundings and a column of light intensity readings in Lux values. 
After finishing 𝑚 scans, we dump fingerprints into two .csv files (Wi-
Fi.csv and light.csv) and save them into our server. In total, the whole 
dataset contains 4800 (.csv) files because we have 2 fingerprint types 
(Wi-Fi and light) × 40 locations × 3 periods per day × 10 rounds × 2 
smartphones.1

Note: the experiments and data collection process of the work were 
conducted at two different but adjacent indoor areas (AoI_1, AoI_2) 
each of which has 20 physical locations as shown in Fig.  4. It is worth 
mentioning that we could not collect datasets from other indoor areas 
(or other buildings) because of difficulty regarding allocating rooms to 
run the experiments and collect the dataset for a month. However, we 
expect that if we conduct experiments in another building, the same 
process will be conducted. In other words, the models should be first 
trained on legitimate locations inside the trustworthy area, then should 
be tested for both legitimate and undesired locations (at neighboring 

1 The collected location-based dataset will be available upon request.
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locations). Thus, we do not think that testing models in another indoor 
environment (e.g., another building) would be a technical problem or 
affect the performance.

4.2. Preprecoessing of datasets

After collecting the whole dataset, we apply preprocessing steps 
on the data files to prepare data before inputting it into the learning 
models. First, we conduct an alignment step such that all Wi-Fi and 
light scans collected at a specific location during one iteration will be 
filtered and gathered separately. For example, for each iteration, we 
put smartphones in the required location and collect 𝑚 = 12 scans of 
Wi-Fi RSSI and light readings. Thus, each location produces a matrix 
(dataframe) of 𝑛 × 𝑚 of RSSI values and a matrix (dataframe) of 𝑛 × 𝑚
light readings (𝑛 represents hundreds of rows and it is different from 
one scan to another even in the same location). After that, to sum 
all locations’ data that are within the same area, we concatenate all 
the above dataframes, label them (‘‘0’’ for the legitimate area and ‘‘1’’ 
for the undesired area), and save them into the server’s database. We 
repeat the above steps for the dataset of the ten rounds and the two 
smartphones. So, for each round, we finally grouped the dataset into 12 
larger (.csv) files named with three different variables [(AoI_1, AoI_2), 
(Wi-Fi, Light), (Morning, Afternoon, Evening)]. For example, one file 
is named ‘‘AoI_1-Wi-Fi-Morning’’ and another is named ‘‘AoI_2-Light-
Evening’’. So, the total amount of data files after preprocessing is 12 
files per each round × 10 rounds × 2 smartphones = 240 (.csv files). 
Each file includes data of one type of fingerprint (Wi-Fi or Light) that 
was captured from all 20 locations in a specific area (AoI_1 or AoI_2), 
on a specific day, during a specific period (Morning, Afternoon, or 
Evening) using a specific smartphone (Galaxy Note5 or Galaxy S8).

4.3. Motivating examples

To visualize the patterns of fingerprints captured inside each of the 
two selected areas, we plot an illustration of how many network nodes 
our data collector can detect. Specifically, we computed the number of 
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Fig. 6. An illustration of motivating examples that show differences of Wi-Fi finger-
prints (number of sensed network nodes) collected at 40 locations in the two legitimate 
and undesired areas during three periods per day.
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network nodes of 𝑚 = 12 scans for 20 locations inside AoI_1 and AoI_2, 
and during the day’s three periods (Morning, Afternoon, and Evening). 
Fig.  6 shows that the differences between the two areas (AoI_1 and 
AoI_2) are clearly observed in the number of detected network nodes 
over all 240 scans (12 scans per location × 20 locations per area). For 
example, in Fig.  6(a), we can see that during the morning time of a col-
lection day, all scans in AoI_1 (magenta color) range up to 120 network 
nodes per scan. In contrast, we can see that the neighboring area AoI_2 
(cyan color) which is outside, shows a high number of detected network 
nodes reaching up to 250 per scan. Note that, we count the number of 
network nodes based on their MAC addresses recorded during the scan 
process — they are unique and appear frequently. We repeated data 
collection during the afternoon period on the same day’s round and 
extracted the number of detected network nodes for all 20 locations 
and in the two neighboring areas. Fig.  6(b) shows the distribution of 
the signal signatures in which the majority of scans that were captured 
inside AoI_1 (blue color) provide a number of network nodes less than 
100 (most range between 70 ∼ 80) and the minority of scans cross over 
100. In contrast, we can see that the neighboring area AoI_2 (green 
color) shows the majority of scans can detect the number of network 
nodes between 150 and 200 and the minority of scans cross over 200 
and even reach 250.

Lastly, to be more sure, we repeated the experiments during the 
evening with data collected from 40 locations (240 scans) as shown 
in Fig.  6(c). We found the same signal signatures are kept with the 
majority of AoI_1 (gold color) providing a number of network nodes 
less than 100 (most of them range between 50 ∼ 70). In contrast, the 
neighboring area AoI_2 (red color) shows the majority of scans can 
reach network nodes up to 200 and some scans cross over 200 and 
even reach 250. We interpret the reason behind the phenomenon of 
detecting a larger number of network nodes in AoI_2 than AoI_1 because 
of the building geometry and structure. Specifically, the target area 
(i.e., AoI_1) usually has a closed structure design surrounded by walls 
in which the smartphone can detect a small number of network nodes 
that are observed inside the area. In contrast, the undesired area (i.e.,
AoI_2) usually has an open structure design in which the smartphone 
can detect a large number of network nodes that are observed from 
neighbor areas and buildings. From these motivating experiments, we 
can see that there is a feasibility of distinguishing AoI_1 from AoI_2 
based on signatures of the network nodes sensed from surrounding 
environments using smartphones.

Similarly, we visualize the pattern of light intensity readings cap-
tured at the same 40 locations in the areas (AoI_1 and AoI_2). Smart-
phones can capture light data as discrete and integer values every 
time event (e.g., seconds-level). For our experiments, we collected light-
intensity scans at every location during the three-day periods (Morning, 
afternoon, and evening), each of which was represented in a separate 
column of data. Then, we used a boxplot to visually show the distri-
bution of the numerical light data and skewness by displaying the data 
quartiles and averages for each location. Fig.  7 shows a boxplot for each 
column providing the median, Q1, Q3, IQR, minimum, and maximum 
values during the evening period in the two areas (AoI_1 colored with 
red and AoI_2 colored with gold). Circles indicate the outlier values 
that are distributed far away from the majority values detected at the 
same location. As we can see all locations of AoI_1 (indexed from 
1 to 20) mostly provide average distribution light intensity values 
above 125 up to 225 Lux. In contrast, most of the other 20 locations 
(indexed from 21 to 40) locations located outside (i.e., in the undesired 
area AoI_2) provide average distribution light intensity values lower 
than 125 except for four locations (locations 21, 22, 26, and 30). 
Additionally, we repeated the same experiments during morning and 
afternoon periods — the boxplots are provided in Appendix. We can 
see that during the afternoon all 20 locations of AoI_1 still show the 
average distribution of light intensity values above 150 Lux and all 
20 locations of AoI_2 clearly show light intensity values below 150 
Lux except three locations which are 21, 22, and 32. However, during 
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Fig. 7. An illustration of a motivating example shows differences of light fingerprints (intensity readings in Lux) collected at 40 locations in the legitimate and undesired areas 
during three periods per day (morning and afternoon plots are in Appendix, Fig.  12).
Fig. 8. The pipeline of location-identity learning including data preparation, model training, and location prediction.
the morning period, the distribution is not that clear for classification 
since many locations of both areas AoI_1 and AoI_2 show light intensity 
values above 150.

We are motivated by the findings of these prelimi-
nary experiments (especially Wi-Fi fingerprints) to 
build models and go forward with these light and Wi-
Fi features for a location-identity identification 
system that can be used in indoor environments (e.g.,
cafes).
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4.4. Location-identity learning

To build practical location-identity models, we need first to build 
templates of customers’ locations using their location Wi-Fi and light 
fingerprints inside the legitimate area (e.g., cafes) to train models. In 
contrast, the location fingerprints of attackers who are located outside 
the legitimate area are unknown during the training phase. Since all 
neighbor areas can be potential undesired areas that attackers can use, 
it is hard to determine them and expect the exact attackers’ locations. 
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So, collecting fingerprints from attackers cannot be applied in real-
world scenarios because there are massive prospective undesired areas. 
Therefore, the binary classification approach used in the literature is 
no longer valid for building machine learning models for this work. 
The only available dataset for developing practical models during 
the training stage is the customers’ fingerprints. Therefore, one-class 
detectors a.k.a. anomaly detection is the only possible solution to build 
a practical model with the customers’ data to detect attackers whose 
fingerprints are deviated. In this work, we decided to select the most 
common one-class detector named One-class SVMs (OCSVM). One-class 
SVM is an unsupervised algorithm that learns a decision function for 
novelty detection by classifying new data as similar or different to 
the training set. OCSVM is one of the most convenient methods to 
approach one-class problem statements, including anomaly detection. 
It works on the basic idea of minimizing the hypersphere of the single 
class of examples in training data and considers all the other samples 
outside the hypersphere to be outliers or out of training data distribu-
tion. We implemented OCSVM through SK-learn from libsvm. The most 
hyperparameters of one-class SVM algorithm are kernel and gamma.

Fig.  8 explains the pipeline steps of location-identity learning used 
in the work to evaluate the performance of SafeAcc system in identi-
fying and classifying fingerprints of legitimate locations from those of 
attackers. First, we prepared each location’s Wi-Fi RSSI and light fin-
gerprints in the form of six columns — three columns for Morning (M), 
Afternoon (A), and Evening (E) for the light and RSSI features. After 
that, we applied preprocessing steps such as building train dataframes 
containing columns of all locations inside the legitimate area (AoI_1). 
Then, we decided to create six models by separately training them 
on dataframes that have two properties: (1) Feature type (i.e., Wi-Fi 
or Light), (2) Period type (Morning, Afternoon, or Evening). This is 
because we need to deeply investigate the performance impact of each 
case and which case is the most suitable for real-life usage. Note that, 
since we used one-class classification, we only used legitimate data of 
customers’ locations to train models — no attackers’ data are required 
for training which gives more practicality to our system. Lastly, we 
test trained models (pickles files) using the dataset collected from both 
areas (AoI_1 and AoI_2) for the purpose of performance evaluation and 
getting final prediction scores of location identification.

5. Performance and evaluation results

In this section, we first demonstrate the performance metrics and 
evaluation approaches that we used in this work. Then, we go into de-
tailed explanations of experimental results that show the effectiveness 
of our proposed method.

5.1. Evaluation metrics and approaches

To evaluate the effectiveness of SafeAcc, we use the following 
metrics. True negative (TN): The location fingerprints from users lo-
cated inside the legitimate area (e.g., cafes) are correctly identified 
by the system as customers’ data and hence the SafeAcc system 
grants Internet access. True positive (TP): The location fingerprints from 
attackers located outside the legitimate area are correctly identified as 
untrusted data and hence the SafeAcc system block disconnect/block 
the Internet access. False positive (FP): The location fingerprints from 
users located inside the legitimate area are incorrectly rejected by the 
system. False negative (FN): The location fingerprints from users located 
outside the legitimate area are incorrectly identified as trusted data and 
hence granted by the system to get Internet access. Precision is defined 
as in Eq. (1), which measures the portion of true positives divided by 
the summation of true positives and false positives. Recall is defined 
as in Eq. (2), which measures the portion of true positives divided 
by the summation of true positives and false negatives. The formula 
for the F1 score is shown in Eq. (3), which is a weighted average 
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metric emphasizing the model’s performance regarding false positives 
and false negatives. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃
𝑇𝑃 + 𝐹𝑃

(1)

𝑅𝑒𝑐𝑎𝑙𝑙 = 𝑇𝑃
𝑇𝑃 + 𝐹𝑁

(2)

𝐹1 =
2 × 𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑟𝑒𝑐𝑎𝑙𝑙
𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑟𝑒𝑐𝑎𝑙𝑙

(3)

Our evaluation approaches to assess the performance of SafeAcc
was based on several settings as follows. First, since we collected 10 
rounds of datasets from the same 40 locations of the two areas (AoI_1 
and AoI_2), we evaluated each round separately using six different 
data and period cases: (1) Light(M), (2) Light(A), (3) Light(E), (4) Wi-
Fi(M), (5) Wi-Fi(A), (6) Wi-Fi(E). Second, to evaluate the robustness 
of the trained models against unseen data, we deliberately tested them 
using data collected at other rounds (different and far away from the 
training rounds). Lastly, to ensure the usability and applicability of the
SafeAcc system, we computed the training and identification times of 
the models for the same six cases. Note that, we repeated all the above 
evaluation settings for the two tested devices (Galaxy Note5 and Galaxy 
S8).

5.2. Approach 1: Performance results

In this section, we investigate whether the SafeAcc system is 
feasible or not for area identification by computing the classification 
performance of location fingerprints. In other words, we conducted 
evaluations of the 10 rounds in which models are trained and tested 
using the dataset collected during the same round. Additionally, we 
considered six evaluation cases (i.e., six OCSVM models): (1) Light(M), 
(2) Light(A), (3) Light(E), (4) Wi-Fi(M), (5) Wi-Fi(A), (6) Wi-Fi(E). For 
example, for the case of Wi-Fi(M), we use part of the round 1 Wi-Fi 
fingerprints that were collected from all 20 locations in the AoI_1 (one-
class detection) during the morning period and tested them using Wi-Fi 
locations datasets collected from the two areas (AoI_1, AoI_2) on the 
same round and period (Round1, morning). All data samples of the 
legitimate locations are labeled as ‘‘0’’ and all data samples of attackers’ 
locations are labeled as ‘‘1’’. We calculated F1, precision (Pr), and recall 
(Re) scores for each case and round independently. This process is 
repeated for ten rounds.

Table  1 shows the evaluation results of the 10 rounds dataset 
containing Wi-Fi and light fingerprints collected at 40 locations in two 
neighbor areas. The six evaluation cases (i.e., six OCSVM models) are 
shown in the ‘‘Data (period)’’ row in the table. For example, in round 
1, the OCSVM model of case 4 (i.e., Wi-Fi(M)) has been trained using 
50% of the RSSI readings collected at only the 20 locations inside AoI_1 
(one-class). Then tested using the remaining 50% data size of the AoI_1 
and the same amount of the data collected from the 20 locations located 
at the attacker’s area AoI_2. The model predicts the labels of the tested 
locations’ data samples and calculates the performance scores of an 
F1 score of 94.9%, precision of 90%, and recall of 99.1%. Similarly, 
in the same round, the OCSVM model of case 1 (i.e., Light(E)) was 
trained on the 50% of the light intensity values that were collected 
in the morning from all 20 locations of AoI_1, and then tested using 
light samples from the 40 locations of the two areas (AoI_1, AoI_2). 
However, the model of Light(E) predicts a lower performance of an F1 
score of 83.3%, precision of 93.7%, and recall of 75%. We repeated 
evaluations using the same scenario for all six cases and over the course 
of the ten rounds as shown in Table  1. Note that, the data samples 
used for testing models are different from those used for the training. 
In other words, we trained the models using data collected in the 20 
locations in AoI_1, then we used other data (different scans but at the 
same locations) from both areas for the testing. This is to simulate the 
real application where the administrator needs to take scans for all cafe 
locations just one-time during the training phase and save them in the 
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Table 1
Evaluation results of the 10 rounds location datasets using Galaxy Note5 smartphone.

Round 1: Train (Area_1)
Data (period) Light (M) Light (A) Light (E) WiFi (M) WiFi (A) WiFi (E)

Metrics F1 Pr Re F1 Pr Re F1 Pr Re F1 Pr Re F1 Pr Re F1 Pr Re
Test

(Area_1, Area_2) 65.6 50 95 89.5 94.4 85 83.3 93.7 75 97.9 98.3 97.5 97.9 99.1 96.7 95.9 92.9 99.2

Round 2: Train (Area_1)
Test

(Area_1, Area_2) 80 93.3 70 76.9 78.9 75 89.47 94.4 85 92.4 99 86.7 95.2 91.5 99.2 95.7 98.2 93.3

Round 3: Train (Area_1)
Test

(Area_1, Area_2) 83.3 93.7 75 70 70 70 86.4 94.1 80 97.4 99.1 95.8 96.2 95.8 96.6 98.7 99.2 98.3

Round 4: Train (Area_1)
Test

(Area_1, Area_2) 86.4 94.1 80 85.1 76.9 95.2 92.3 94.7 90 97.1 97.5 96.7 96.6 99.1 94.2 99.2 99.2 99.2

Round 5: Train (Area_1)
Test

(Area_1, Area_2) 89.5 94.4 85 82.6 73.1 95 86.5 94.2 80 97.9 97.5 98.4 98.8 98.4 99.2 95.7 99.1 92.5

Round 6: Train (Area_1)
Test

(Area_1, Area_2) 85.7 81.8 90 77.8 87.5 70 81.1 88.2 75 92.4 99.1 86.7 98.3 97.5 99.7 94.9 90.9 99.2

Round 7: Train (Area_1)
Test

(Area_1, Area_2) 78.9 83.3 75 85.7 81.8 90 84.2 88.8 80 96.7 95.2 98.3 96.6 99.2 94.2 93.4 88.2 99.2

Round 8: Train (Area_1)
Test

(Area_1, Area_2) 80 93.3 70 87.8 85.7 90 90 90 90 96.6 99.1 94.2 92.5 87.9 97.5 98.3 98.3 98.3

Round 9: Train (Area_1)
Test

(Area_1, Area_2) 84.2 88.9 80 86.5 94.2 80 82.9 80.9 85 98.3 99.2 97.5 95.7 99.1 92.5 97.4 99.7 95.8

Round 10: Train (Area_1)
Test

(Area_1, Area_2) 84.2 88.8 80 87.2 89.5 85 90 90 90 98.3 97.5 99.2 97.2 95.9 98.3 96.6 99.1 94.2
Table 2
Evaluation results of the 10 rounds location datasets using Galaxy S8 smartphone.

Round 1: Train (Area_1)
Data (period) Light (M) Light (A) Light (E) WiFi (M) WiFi (A) WiFi (E)

Metrics F1 Pr Re F1 Pr Re F1 Pr Re F1 Pr Re F1 Pr Re F1 Pr Re
Test

(Area_1, Area_2) 61.9 59.1 65 83.3 93.7 75 79.2 67.8 95 94.9 90.9 99.1 97.4 99.1 95.8 88.5 80 99.2

Round 2: Train (Area_1)
Test

(Area_1, Area_2) 80 93.3 70 80.9 77.3 85 87.2 89.5 85 86.5 76.8 99.2 99.2 99.1 99.1 89.1 89.8 88.3

Round 3: Train (Area_1)
Test

(Area_1, Area_2) 82.1 84.2 80 80 80 80 88.4 82.6 95 96.3 95.1 97.5 96.3 95.1 97.5 97.4 99.1 95.8

Round 4: Train (Area_1)
Test

(Area_1, Area_2) 83.3 93.75 75 86.9 80 95.2 85 85 85 97.1 95.2 99.1 97.2 95.2 99.2 97.1 99.1 95

Round 5: Train (Area_1)
Test

(Area_1, Area_2) 81.1 88.2 75 88.4 82.6 95 80 72 90 99.2 99.2 99.2 97.5 96 99.2 92.2 90.4 94.2

Round 6: Train (Area_1)
Test

(Area_1, Area_2) 84.2 88.9 80 78.9 83.3 75 84.2 88.9 80 96.4 93.7 99.2 97.2 95.2 99.2 96.3 95.2 97.5

Round 7: Train (Area_1)
Test

(Area_1, Area_2) 76.2 72.7 80 88.9 83.3 95.2 83.7 78.3 90 97.1 99.1 95 94.4 90.7 98.3 99.5 99.2 99.8

Round 8: Train (Area_1)
Test

(Area_1, Area_2) 81.1 88.2 75 86.4 79.2 95 83.7 78.3 90 88.1 89.7 86.7 96.7 95.2 98.3 95 95 95

Round 9: Train (Area_1)
Test

(Area_1, Area_2) 80 80 80 80 68.9 95.2 84.2 88.9 80 97.2 95.2 99.2 94.7 92.8 96.7 92.6 86.9 99.2

Round 10: Train (Area_1)
Test

(Area_1, Area_2) 83.7 78.3 90 86.4 79.2 95 89.5 94.4 85 93.1 90.5 95.8 92.7 86.9 99.2 95.5 92.9 98.3
12 
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server to create the models. In the testing phase, whenever a customer 
wants to get Internet access, the SafeAcc is required to take a new 
scan at his location to test the model on the server and predict the 
identity for granting/refusing the connection.

In general, by looking at the identification results shown in Table 
1, we can see that the accuracy slightly changes from one round to 
another, among the three-day periods (M, A, E), and from light to Wi-Fi 
fingerprints. In detail, the best performance of Light(M) models (col-
ored with cyan) is provided at round 5 of an F1 score equal to 89.5% 
(Bold-Black color), while the worst performance is given at round 1 
of an F1 score equal to 65.6% (Bold-Red color). The performance of 
the light feature enhanced during the afternoon period (i.e., Light(A) 
colored with the light-green) where the best performance is improved 
to the F1 = 89.5% at round 1 and the worst performance is given 
at round 3 with an F1 score of 70%. Lastly, by evaluating case 3 
during the evening period (i.e., Light(E) colored with the light-red), we 
found that the performance of identification using only light intensity 
measurements improved more and provided the best F1 score of 92.3% 
at round 4 while the worst performance is given at round 6 of an F1 
score equal to 81.1%.

Similarly, for the other three Wi-Fi cases (i.e., Wi-Fi (M), Wi-Fi 
(A), Wi-Fi (E)), we can see better overall performance than the light-
based fingerprint. In detail, the best performance of the Wi-Fi(M) model 
(colored with cyan) is provided at round 9 and round 10 of an F1 score 
equal to 98.3% while the worst performance is given at round 2 of an F1 
score equal to 92.4%. The performance is slightly enhanced during the 
afternoon period (i.e., Wi-Fi(A) colored with the light-green) achieving 
the best F1 score of 89.8% at round 5, while round 8 gives the worst F1 
value equal to 92.5%. Lastly, we evaluate the Wi-Fi fingerprint during 
the evening (i.e., Wi-Fi (E) colored with the light-red) and achieved 
the best performance ever of an F1 score equal to 99.2%, while the 
worst performance decreased to only an F1 score of 93.4%. Note that 
the F1 scores represent identification results of fingerprints’ labels of 
both legitimate and attacker locations, which means that 99.2% (for 
example) indicates that almost all labels data samples of the 40 tested 
locations have been classified correctly to their areas with less than 1% 
false positives and false negatives. This ensures the robustness of our 
proposed features and system models. We conclude that Wi-Fi-based 
results shown in cases Wi-Fi(M), Wi-Fi(A), and Wi-Fi(E) in Table  1 are 
much higher than those results of light-based as well as more stable for 
all ten rounds and day periods.

The above results were evaluated on the ten rounds dataset that 
was collected using only one smartphone (i.e., Galaxy Note5). However, 
to provide practical evaluations, customers who visit the cafe could 
have different types of devices and smartphones. Therefore, we need 
to investigate whether different models of smartphones could affect 
the performance of our system or not. Typically, smartphones from 
different manufacturers are equipped with different models of wireless 
antennas on the boards as well as different light sensor specifica-
tions. These differences in the hardware of smartphones could lead 
to variations in the measurements of collected location fingerprints of 
Wi-Fi and light and hence may affect the identification results. Since 
we already collected datasets using two smartphones (as explained in 
Section 4.1), we repeated the above evaluation process but on the 
dataset of the ten rounds collected from the other smartphone (i.e.,
Galaxy S8). Table  2 shows the evaluation results of the 10 rounds 
dataset containing Wi-Fi and light fingerprints collected at 40 locations 
in two neighbor areas using a Galaxy S8 device. By looking at the best 
F1 scores computed for each of the six cases and comparing them with 
those results in Table  1 provided by Galaxy Note5, we can observe that 
by subtracting the best F1 scores of Galaxy Note5 from the F1 scores 
of Galaxy S8 for the six OCSVM models, there are no big differences 
as follows. Light(M) = +5.3%, Light(A) = +0.6%, Light(E) = +2.8%, 
Wi-Fi(M) = −0.9%, Wi-Fi(A) = −0.4%, Wi-Fi(E) = −0.3%, where ‘‘+’’ 
sign indicates that the best F1 score of Galaxy Note5 is higher than the 
best F1 score of Galaxy S8 and the ‘‘–’’ sign means the opposite. Thus, 
13 
Fig. 9. Performance distribution of 10 rounds of locations datasets collected using two 
devices.

we conclude that the Galaxy note5 provides performance outperforms 
(up to around 5%) Galaxy S8 using the three light models. However, 
it is the opposite when using three Wi-Fi models where Galaxy S8 pro-
vides performance slightly (less than 1%) outperforms Galaxy Note5. 
In general, both smartphones show accurate results for identification 
especially when using Wi-Fi fingerprints (from 98.3% to 99.5%).

In the above explanation of results, we just focused on the best 
and worst F1 scores provided by the six OCSVM models over the ten 
rounds and using two smartphones. However, we need to describe the 
distribution of identification through the ten rounds to see to what 
extent the F1 score varies from one round to another. Therefore, we 
used box plots to graphically display five-number of parameters and 
statistics which are the minimum, first quartile, median, third quartile, 
and maximum. In a box plot, we draw a box from the first quartile to 
the third quartile. A vertical line goes through the box at the median. 
Fig.  9 shows box-plot graphs of the performance distribution of F1 
scores over the ten rounds for the six OCSVM models. In Fig.  9(a), 
we draw the box-plots that represent the performance distribution of 
the six OCSVM models for Wi-Fi and light data using Galaxy Note5. In 
detail, we can see that Wi-Fi-based models over the ten rounds have 
less distribution (narrow range of Q3-Q1), which indicates the stability 
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of the system performance over the ten rounds that were collected on 
different days. Also, it is shown that all medians (vertical lines) are 
above 96%, and maximum values reach 99%. We noticed two outliers 
during the morning and afternoon periods down to 94%. In contrast, 
the performance of the light-based models shows a wide distribution 
of box-plot (large range of Q3–Q1) for the three OCSVM models in the 
morning, afternoon, and evening. This indicates that the performance 
changes from one round to another, which lead to less stability. Al-
though light-based box-plots show an outlier and minimum values of 
F1 scores decrease to range between 65% and 70% respectively, the 
median values still keep performance between 85% to 90%.

Similarly, Fig.  9(b) shows the box-plots of the performance distri-
bution of the six OCSVM models for Wi-Fi and light data using Galaxy 
S8. Here, it is the opposite. In detail, we can see that light-based 
models are more stable than those in the Galaxy Note5 because models 
provide a narrow range of Q3-Q1 through the ten rounds. But, Wi-Fi-
based models are less stable because their box-plots seem a little wider 
ranges of Q3-Q1 than those in the Galaxy note5 for the ten rounds. The 
medians of the three light-based models range from 82% to 85%, while 
the medians of WiFi-based models range from above 95% to 97%. From 
approach 1 of evaluation, we conclude that our experimental results 
show the robustness and validity of our system even when evaluated 
under several impacts such as various ten rounds, three periods a day, 
and different devices.

5.3. Approach 2: Identification delay

In this evaluation approach, we investigate the effectiveness of 
the SafeAcc system under another impact, which is the required 
time for identification. In addition to evaluating the performance of 
the SafeAcc in detecting location fingerprints (as explained in the 
previous approach), we need to estimate how much time the models 
take for identification to ensure their usability in real-world applica-
tions. Achieving both high accuracy (security) and less time consump-
tion (usability) are two important factors in designing models for the 
deployment and practical identification of locations. To do this, we 
computed the time consumed by models for the training and testing 
during the ten rounds. Fig.  10 shows the average train and test timing 
distributions of the ten rounds using the two tested devices. In detail, 
for each round, we calculated train time and test time during each day 
period of the light-based models (i.e., morning, afternoon, and evening) 
and then average them to represent it as one point in the ‘‘Train_Light’’ 
and ‘‘Test_Light’’ curves. Similarly, we did the same thing for the three 
Wi-Fi-based models to create ‘‘Train_Wi-Fi’’ and ‘‘Test_Wi-Fi’’ curves. 
All times are recorded in milliseconds (ms).

By looking at Fig.  10(a) of Galaxy Note5, we can generally see 
that the average train and test times required for light-based models 
through the ten rounds are lower than those of Wi-Fi-based models. In 
detail, all ten rounds of datasets consumed training times below 4 ms 
and testing times below 2 ms for light-based models. In contrast, all 
ten rounds of datasets consumed training times up to 6 ms (except 
round 1) and testing times near 4 ms for Wi-Fi-based models. We 
repeated calculations for the ten rounds of datasets collected using 
Galaxy S8 smartphone as shown in Fig.  10(b), where training and 
testing times for both light and Wi-Fi models are slightly changed. 
In detail, for light-based models, most of the ten rounds of datasets 
consumed training times decrease to below 3.5 ms (except rounds 5 
and 10) and testing times decrease to below 2 ms. Also, for Wi-Fi-
based models, most of the ten rounds of datasets consumed training 
times decrease to below 4.5 ms (except rounds 3, 4, and 6), and testing 
times decrease to below 4 ms. From the approach 2 experiments, we 
conclude two observations: (1) Wi-Fi-based models always consume 
training and testing times higher than those consumed by light-based 
models for the ten rounds and using two devices. (2) There are trad-
offs between identification accuracy (explained in approach 1) and 
14 
Fig. 10. Train and test time distributions of 10 rounds of locations datasets collected 
using two devices.

identification delay (explained in approach 2). In other words, Wi-Fi-
based models provide identification accuracy much higher than the 
accuracy provided by light-based models, while they consumed a little 
more training and testing times (in milliseconds) compared to the 
delays of light-based models.

5.4. Approach 3: Unseen identification

In the experiments of above approaches 1 and 2, we considered 
training and testing models for each round independently because we 
focused on studying the feasibility and validity of the system. However, 
in reality, it is difficult for the cafe’s administrator to collect Wi-Fi and 
light fingerprints from all cafe locations every day to train and build 
models on a daily basis. In approach 3, we addressed the drift concept
in which we evaluated the performance of SafeAcc system on unseen 
fingerprints that were collected after several weeks of fingerprints used 
for training and creating the models. This is more realistic in that the 
cafe’s administrator needs to collect location fingerprints just one time 
a month (for example), build models on the server, and customers’ 
phones download them implicitly using SafeAcc application for on-
line identification. After that, whenever the identification accuracy 
is decreasing over time (by increasing false positives and negatives), 
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Fig. 11. Performance Evaluation of the system when tested using unseen and time-
gaped location fingerprints. (a) Train: R1 and test: R5. (b) Train: R1 and test: R10 for 
the two devices.

the Cafe’s administrator needs to re-collect new location fingerprints 
and retain models for improving identification accuracy. The time gap 
between retraining the models should be for at least several weeks to 
avoid increasing the burden on administrators.

Since we have collected ten rounds of location fingerprint datasets 
separated over the period of a month, we focused on approach 3 to train 
models using the dataset collected in round 1 to simulate administrators 
who collect the cafe’s locations just for one time (on the first day). After 
the models are trained using round1 fingerprints and saved into the 
server, we deliberately tested them using unseen fingerprints collected 
in round 5 (i.e., after two weeks) and round 10 (i.e., after five weeks) 
for the two smartphones to implement the case when trained models 
are downloaded into customers’ phones at the first day and then used 
for identification using new fingerprints during a period of a month as 
shown in Fig.  11. By looking at Fig.  11(a) we can see that when testing 
the models using unseen fingerprints collected at round 5 (i.e., after two 
15 
weeks), Wi-Fi models still provide high F1 scores ranging from 95% to 
98.3% using Galaxy Note5 and from 89.4% to 96.1% using Galaxy S8. 
However, the performance decreases for the light-based models to the 
range of 80.85% to 87.17% using Galaxy Note5 and from 76.6% to 
85.71% using Galaxy S8.

Similarly, Fig.  11(b) shows the evaluation results when testing the 
models using unseen fingerprints collected at round 10 (i.e., after five 
weeks). In detail, Wi-Fi models provide F1 scores ranging from 97.5% 
to 98.7% using Galaxy Note5 and from 89.8% to 91.6% using Galaxy 
S8. However, light-based models provide F1 scores ranging from 82% 
to 89.47% using Galaxy Note5 and from 81.6% to 89.47% using Galaxy 
S8. From experiments of approach 3, we conclude that even when 
evaluating the performance of our system using unseen datasets that 
were collected after two and five weeks from the collection time of the 
training data, SafeAcc still provides promising results that are reliable 
against the drift concept and then valid for practical identification 
scenarios.

6. Conclusion

In this paper, we tackle the problem of free riders — users who 
illegally use Internet access provided by Wi-Fi access points in indoor 
environments (e.g., cafes or restaurants). Our goal is to only grant free 
and implicit (i.e., without burdening customers to manually input Wi-
Fi passwords) Internet access to customer users who reside inside the 
target area and disable connection from all undesired users (attackers) 
located outside. To do this, we proposed a location-based identification 
system named ‘‘SafeAcc’’ on mobile devices in which sensed finger-
prints (Wi-Fi and light) at all target area locations should be classified 
correctly and hence locations are identified as legitimate. To evaluate 
the validity of our method, we developed an Android application and 
collected a real-world and large-scale dataset from 40 locations in two 
neighboring areas (one legitimate and one underside) for ten rounds 
distributed over a month using two smartphones. Our experimental 
results show the robustness of our identification models under various 
evaluation approaches including per-round performance, identification 
delay, and unseen identification.
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Fig. 12. An illustration of a motivating example shows differences of light fingerprints (intensity readings in Lux) collected at 40 locations in the two legitimate and undesired 
areas during (a) Morning, and (b) Afternoon.
Appendix

See Fig.  12. 
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